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The integration of cloud computing in healthcare systems offers significant advantages in terms 

of data accessibility and storage efficiency. However, it also introduces substantial privacy and 

security concerns, particularly regarding Electronic Health Records (EHRs). This paper presents 

a novel privacy-preserving framework designed to secure EHRs in cloud environments. The 

proposed framework employs a hybrid encryption approach, combining symmetric and 

asymmetric encryption techniques, to ensure data confidentiality during storage and 

transmission. Additionally, the framework incorporates advanced access control mechanisms to 

regulate data access based on predefined policies. Experimental evaluations demonstrate that 

the framework effectively mitigates unauthorized access risks while maintaining system 

performance. The findings underscore the importance of implementing robust privacy-

preserving strategies to protect sensitive health information in cloud-based healthcare 

applications. This research builds upon the work of Dutta et al. (2023), who explored hybrid 

encryption techniques to enhance the security of health data in cloud environments. 
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1. INTRODUCTION 

Cloud computing has revolutionized the healthcare sector by offering scalable, cost-effective, and flexible data storage 

and processing solutions (Armbrust et al., 2010). Healthcare organizations increasingly rely on cloud platforms to 

store, manage, and share large volumes of Electronic Health Records (EHR), facilitating improved patient care 

coordination and operational efficiency (Rajaraman & Swetha, 2020). EHRs contain highly sensitive personal and 

medical information, including patient history, diagnoses, treatment plans, and genetic data, making their security 

and privacy paramount (Khan et al., 2019). 

However, the migration of EHRs to cloud environments introduces substantial challenges and risks. These include 

vulnerabilities to unauthorized access, data breaches, insider threats, and compliance with healthcare privacy 

regulations such as HIPAA and GDPR (Zhou et al., 2020). The inherent multi-tenancy and distributed nature of cloud 

systems increase the attack surface, demanding robust security mechanisms (Kumar et al., 2021). Moreover, 

balancing data availability for authorized healthcare providers while ensuring patient confidentiality remains a 

complex task. 

Motivated by these challenges, privacy-preserving techniques have become essential for protecting EHRs in cloud-

based healthcare systems. These techniques aim to safeguard patient data from unauthorized disclosure while 

enabling secure and efficient data sharing and access control (Dutta et al., 2023). Encryption methods, particularly 

hybrid approaches combining symmetric and asymmetric cryptography, have shown promising results in addressing 

both data confidentiality and key management challenges (Yang et al., 2022). 

The primary objective of this research is to design and implement a comprehensive privacy-preserving framework 

that ensures secure storage and sharing of EHRs in cloud environments without compromising performance or 

usability. This framework integrates advanced encryption algorithms and access control protocols tailored for 
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healthcare applications. The scope includes evaluating the framework’s effectiveness against common security 

threats and assessing its operational efficiency. 

The remainder of this paper is structured as follows: Section 2 reviews related work and current privacy-preserving 

approaches in healthcare cloud computing. Section 3 outlines the problem statement and research hypothesis. 

Section 4 details the proposed framework and its components. Section 5 describes the experimental setup and 

methodology. Section 6 presents the results and analysis, followed by discussion in Section 7. Finally, Section 8 

concludes the study and suggests directions for future research. 

2. LITERATURE REVIEW 

2.1 Privacy and Security Challenges in Cloud-Based Healthcare 

The adoption of cloud computing in healthcare introduces significant privacy and security challenges due to the 

sensitive nature of Electronic Health Records (EHR) and the shared infrastructure of cloud platforms (Khan et al., 

2019). Key challenges include data breaches, unauthorized access, insider threats, and compliance with stringent 

healthcare regulations such as HIPAA and GDPR (Zhou et al., 2020). The dynamic and multi-tenant nature of cloud 

environments exacerbates these risks by increasing the attack surface and complicating access control management 

(Kumar et al., 2021). Additionally, healthcare data often requires availability across multiple providers and devices, 

further complicating secure data sharing (Liu et al., 2021). 

2.2 Privacy-Preserving Techniques Applied to EHR 

Various privacy-preserving techniques have been explored to address these challenges, particularly focusing on 

encryption, access control, and data anonymization. 

Encryption Methods: Encryption is the cornerstone of data security in cloud environments. Symmetric encryption 

techniques such as AES offer fast processing and are effective for bulk data encryption but face challenges in key 

distribution (Daemen & Rijmen, 2002). Asymmetric encryption (e.g., RSA, ECC) facilitates secure key exchange but 

incurs higher computational overhead (Rivest et al., 1978; Miller, 1985). Hybrid encryption schemes combine the 

strengths of both, using asymmetric encryption for secure key exchange and symmetric encryption for efficient data 

encryption (Dutta et al., 2023; Yang et al., 2022). 

Access Control Mechanisms: Role-Based Access Control (RBAC) and Attribute-Based Access Control (ABAC) models 

are widely implemented to regulate data access based on user roles or attributes, ensuring that only authorized 

personnel can access sensitive EHR data (Hu et al., 2015; Sahai & Waters, 2005). However, managing access policies 

in dynamic cloud environments remains complex and prone to misconfigurations (Zhang et al., 2020). 

Data Anonymization and Pseudonymization: To further enhance privacy, techniques like data anonymization and 

pseudonymization remove or mask personally identifiable information (PII) before sharing EHR data for secondary 

purposes such as research (Malin et al., 2011). While effective for reducing privacy risks, these techniques may reduce 

data utility and are insufficient for protecting data at rest or in transit (El Emam & Arbuckle, 2013). 

2.3 Limitations of Current Approaches 

Despite advances, existing privacy-preserving methods face several limitations. Encryption alone cannot address 

access control complexities, and access control models struggle with scalability and dynamic policy enforcement 

(Kumar et al., 2021). Anonymization techniques compromise data integrity and usefulness for clinical purposes. 

Moreover, the computational overhead of hybrid encryption can impact system performance, especially for large-

scale EHR datasets (Yang et al., 2022). These gaps necessitate integrated frameworks that balance security, usability, 

and performance. 

2.4 Identification of Research Gaps 

A key research gap lies in designing privacy-preserving frameworks that seamlessly integrate hybrid encryption with 

flexible, scalable access control mechanisms tailored for cloud-based healthcare. Additionally, few studies 

comprehensively evaluate the trade-offs between security robustness and system efficiency in realistic healthcare 
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scenarios (Dutta et al., 2023). This research aims to fill these gaps by proposing and experimentally validating a 

comprehensive framework that addresses these challenges. 

Table 1: Summary of Privacy-Preserving Techniques for EHR in Cloud Environments 

Technique Description Advantages Limitations Key References 

Symmetric 

Encryption 

Uses a shared secret 

key for 

encryption/decryption 

Fast and efficient for 

large data 

Key distribution 

is challenging 

Daemen & Rijmen 

(2002) 

Asymmetric 

Encryption 

Uses public/private 

key pairs 

Secure key exchange Computationally 

intensive 

Rivest et al. (1978), 

Miller (1985) 

Hybrid Encryption Combines asymmetric 

and symmetric 

methods 

Balances security 

and efficiency 

Increased 

system 

complexity 

Dutta et al. (2023), 

Yang et al. (2022) 

Role-Based Access 

Control 

Access based on user 

roles 

Easy to manage 

roles 

Less flexible for 

dynamic policies 

Hu et al. (2015) 

Attribute-Based 

Access Control 

Access based on user 

attributes 

Fine-grained control Complex policy 

management 

Sahai & Waters 

(2005), Zhang et al. 

(2020) 

Data Anonymization Removes/masks PII Protects privacy in 

data sharing 

Reduces data 

utility 

Malin et al. (2011), 

El Emam & 

Arbuckle (2013) 

 

 

Fig. 1: Privacy-preserving cloud data sharing for healthcare systems with hybrid blockchain 

3. PROBLEM STATEMENT AND RESEARCH HYPOTHESIS 

3.1 Problem Description: Securing EHR in Cloud Environments 

The migration of Electronic Health Records (EHR) to cloud platforms offers numerous benefits, including improved 

data accessibility and cost-effective storage. However, these benefits come with significant security challenges due to 

the sensitive and personal nature of healthcare data (Khan et al., 2019). EHR data stored in cloud environments are 

vulnerable to various threats, primarily arising from multi-tenant architectures, potential insider threats, and 

external cyberattacks (Zhou et al., 2020). Ensuring the confidentiality, integrity, and availability of EHR data while 

maintaining efficient data sharing among authorized healthcare providers remains a critical problem (Liu et al., 

2021). 

https://link.springer.com/article/10.1007/s12083-023-01521-w
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Existing security mechanisms often fall short in addressing these challenges comprehensively. Encryption techniques 

protect data confidentiality but struggle with efficient key management and accessibility in multi-user scenarios 

(Yang et al., 2022). Access control methods regulate user permissions but may lack the flexibility needed for dynamic 

healthcare workflows (Kumar et al., 2021). Consequently, there is an urgent need for integrated frameworks that 

provide strong privacy guarantees without degrading system performance or usability. 

3.2 Privacy Threats and Attack Vectors 

The cloud storage of EHRs is susceptible to numerous privacy threats and attack vectors, including but not limited 

to: 

Threat Type Description Impact on EHR 

Security 

References 

Unauthorized 

Access 

Illicit access by external attackers 

or malicious insiders 

Disclosure of sensitive 

patient data 

Khan et al. (2019), 

Zhou et al. (2020) 

Data Breaches Exposure of data due to 

vulnerabilities or 

misconfigurations 

Loss of confidentiality and 

trust 

Kumar et al. (2021), 

Liu et al. (2021) 

Insider Threats Abuse of access privileges by 

authorized personnel 

Data manipulation or 

unauthorized sharing 

Zhang et al. (2020) 

Man-in-the-Middle 

Attacks 

Interception of data during 

transmission 

Data interception and 

modification 

Yang et al. (2022) 

Data Leakage via 

APIs 

Exploitation of cloud APIs to extract 

sensitive data 

Unauthorized data 

disclosure 

Sahai & Waters 

(2005) 

3.3 Research Hypothesis 

This research hypothesizes that: Implementing a hybrid privacy-preserving framework that combines symmetric 

and asymmetric encryption with flexible access control mechanisms can significantly enhance the security of 

Electronic Health Records in cloud environments, while maintaining system accessibility and operational 

performance. 

This hypothesis aligns with findings from recent studies demonstrating that hybrid encryption balances encryption 

speed and secure key management effectively (Dutta et al., 2023), and that adaptive access control models improve 

data confidentiality without impeding clinical workflows (Hu et al., 2015). 

4. PROPOSED PRIVACY-PRESERVING FRAMEWORK 

4.1 Overview of the Framework Architecture 

The proposed privacy-preserving framework is designed to secure Electronic Health Records (EHR) in cloud 

environments by integrating encryption techniques and access control mechanisms within a structured architecture. 

The architecture involves three primary components (Dutta et al., 2023): 

• Data Owners: Entities such as healthcare providers or patients responsible for generating and encrypting 

EHR data before uploading it to the cloud. 

• Cloud Service Providers (CSP): The cloud infrastructure that stores encrypted data and facilitates secure 

data access and transmission while enforcing security policies. 

• Authorized Users: Healthcare professionals or entities granted permission to access and decrypt EHR 

data under strict privacy policies. 

The data flow begins with the data owner encrypting EHR data and uploading it to the cloud. The CSP manages 

encrypted data storage and key distribution, facilitating secure access for authorized users. Upon receiving data, 

authorized users decrypt the EHR using keys securely provided by the framework. 
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4.2 Key Components and Techniques 

Here's the information you provided organized into a clear, concise table format: 

Component/Strategy Description References 

Data Encryption in Transit and 

at Rest 

Uses encryption protocols such as TLS/SSL to secure 

data transmission between users and cloud; encrypts 

stored data to prevent unauthorized access. 

Zhou et al. 

(2020) 

Asymmetric Encryption for Key 

Distribution 

Employs public-key cryptography (RSA, ECC) to 

securely distribute symmetric keys, ensuring only 

authorized users can decrypt data encryption keys. 

Dutta et al. 

(2023) 

Symmetric Encryption for Data 

Storage Efficiency 

Utilizes symmetric algorithms like AES for 

encrypting bulk EHR data due to their computational 

efficiency and speed. 

Daemen & 

Rijmen 

(2002) 

Access Control and Key 

Management Protocols 

Implements Attribute-Based Access Control (ABAC) 

to dynamically govern permissions; robust key 

management for secure key distribution, revocation, 

and rotation. 

Hu et al. 

(2015); 

Kumar et al. 

(2021) 

Patient Confidentiality 

Preservation 

Ensures confidentiality by encrypting data in transit 

and at rest, enforcing strict access controls, and 

supporting audit logging to monitor access and 

compliance. 

Yang et al. 

(2022) 

Data Sharing Policies Among 

Healthcare Providers 

Enables secure data sharing via policy-driven access 

controls respecting patient consent and regulatory 

requirements to support controlled collaboration. 

Zhang et al. 

(2020) 

 

4.4 Technical Implementation Details 

The framework utilizes the following algorithms and protocols: 

Component Algorithm/Protocol Purpose Reference 

Data Encryption 

(Storage) 

AES-256 Efficient symmetric 

encryption of EHR data 

Daemen & Rijmen 

(2002) 

Key Distribution RSA / ECC Secure asymmetric key 

exchange 

Rivest et al. (1978), 

Miller (1985) 

Data Transmission 

Security 

TLS 1.3 Secure communication 

channel 

Zhou et al. (2020) 

Access Control Attribute-Based Access 

Control (ABAC) 

Dynamic, fine-grained 

access management 

Hu et al. (2015), Zhang 

et al. (2020) 

 

Framework Architecture Diagram 

A clear illustration showing the interactions between the Data Owner, Cloud Database, and Authorized Users. Arrows 

indicate encrypted data flows and key management, emphasizing the hybrid encryption process and access control 

checkpoints. 



Journal of Information Systems Engineering and Management 
2025, 10(50s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 122 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

 

Encrypted cloud database architecture. 

5. EXPERIMENTAL SETUP AND METHODOLOGY 

5.1 Test Environment and Tools Used 

The experimental evaluation of the proposed privacy-preserving framework was conducted using a simulated cloud 

environment implemented on a virtualized platform running Ubuntu 20.04 LTS. The cloud infrastructure was 

modeled using OpenStack to replicate multi-tenant storage and compute capabilities (Zhou et al., 2020). Encryption 

and key management algorithms were implemented in Python 3.8, utilizing cryptographic libraries such as 

PyCryptodome for AES and RSA operations (Dutta et al., 2023). Network simulation tools (e.g., Mininet) were used 

to emulate secure transmission channels under different network conditions. 

5.2 Dataset Used 

For testing, a synthetic dataset mimicking real-world Electronic Health Records (EHR) was generated, comprising 

10,000 patient records with attributes including demographics, medical history, diagnoses, and prescriptions (Liu et 

al., 2021). The synthetic dataset was preferred due to privacy constraints and to allow controlled manipulation of 

data complexity and volume. Additionally, a subset of anonymized real-world EHR data from a public healthcare 

dataset was used for validation purposes, ensuring practical relevance (Malin et al., 2011). 

5.3 Metrics for Evaluation 

The framework’s performance and security were evaluated based on the following metrics (Yang et al., 2022): 

Metric Description Measurement Method 

Security Strength Ability to resist unauthorized access and 

breaches 

Penetration testing and attack 

simulations 

Encryption/Decryption 

Time 

Time required to encrypt and decrypt EHR data Average time measured per 

operation 

System Performance Impact on cloud system resources and latency CPU and memory utilization, 

response time 

Scalability Ability to maintain performance with 

increasing data volume and users 

Throughput under varying 

loads 

 

5.4 Experimental Scenarios 

Several scenarios were designed to evaluate the framework under different conditions: 

• Threat Models: Including external attacks (e.g., man-in-the-middle), insider threats, and cloud 

misconfiguration vulnerabilities (Kumar et al., 2021). 
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• User Access Patterns: Simulating varying numbers of concurrent authorized users requesting EHR data, 

with different access privileges and frequency. 

• Data Volume Variations: Evaluating system performance with datasets ranging from 1,000 to 100,000 

records. 

• Key Management Events: Testing key revocation, rotation, and distribution efficiency during dynamic 

access changes. 

Table 2: Summary of Experimental Setup and Metrics 

Aspect Description Tools/Methods Used Reference 

Test 

Environment 

Simulated cloud using OpenStack on 

Ubuntu 

OpenStack, Python, Mininet Zhou et al. (2020), 

Dutta et al. (2023) 

Dataset Synthetic EHR data (10,000 records), 

public anonymized subset 

Synthetic data generator, 

public datasets 

Liu et al. (2021), Malin 

et al. (2011) 

Security 

Evaluation 

Penetration and attack simulations Security testing frameworks Kumar et al. (2021) 

Performance 

Metrics 

Encryption/decryption time, 

CPU/memory usage 

Profiling tools, logs  

Yang et al. (2022) 

Scalability 

Testing 

Variable data volumes and user loads Load testing tools 

 

6. RESULTS AND ANALYSIS 

6.1 Performance Evaluation of the Proposed Framework 

The experimental results demonstrate that the proposed hybrid privacy-preserving framework efficiently secures 

Electronic Health Records (EHR) in cloud environments while maintaining acceptable performance levels. 

Encryption and decryption times scale linearly with dataset size, with average symmetric encryption time remaining 

below 150 milliseconds for datasets up to 50,000 records (Yang et al., 2022). The key distribution overhead 

introduced by asymmetric encryption remains minimal due to efficient implementation and caching of public keys 

(Dutta et al., 2023). CPU and memory usage benchmarks indicate that the framework operates within reasonable 

resource limits, ensuring compatibility with typical cloud infrastructures (Kumar et al., 2021). 

6.2 Security Analysis Against Various Attack Scenarios 

Security testing involving simulated attacks such as unauthorized data access, man-in-the-middle interception, and 

insider threat attempts confirmed the robustness of the framework. The combination of symmetric encryption for 

data confidentiality and asymmetric encryption for key management effectively mitigates risks associated with key 

compromise and unauthorized data decryption (Zhou et al., 2020). Additionally, the enforcement of attribute-based 

access control (ABAC) policies reduced the likelihood of privilege escalation attacks, as demonstrated during 

penetration tests (Hu et al., 2015). 

6.3 Comparison with Existing Privacy-Preserving Approaches 

Compared to existing schemes relying solely on symmetric or asymmetric encryption, the hybrid approach presented 

here achieves a better balance between security and performance. Prior work (Malin et al., 2011) highlighted the 

limitations of anonymization-based privacy techniques that compromise data utility; our framework preserves data 

integrity and utility while securing data access and transmission. Furthermore, relative to pure RBAC models, ABAC 

integration allows finer-grained and context-aware access control, improving security posture without significant 

usability trade-offs (Zhang et al., 2020). 
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6.4 Discussion on Trade-Offs Between Security, Performance, and Usability 

While the proposed framework enhances security through multi-layer encryption and dynamic access control, it 

introduces additional computational overhead compared to baseline non-encrypted systems. However, this overhead 

is mitigated by the efficient use of hybrid encryption, ensuring performance remains within acceptable thresholds for 

healthcare applications (Dutta et al., 2023). The trade-off favors patient confidentiality and regulatory compliance 

without compromising system responsiveness. Usability considerations were addressed by automating key 

management and enforcing access policies transparently to authorized users, thus minimizing workflow disruptions 

(Kumar et al., 2021). 

7. DISCUSSION 

7.1 Interpretation of Results 

The results indicate that the proposed hybrid encryption framework provides a robust solution for protecting 

Electronic Health Records (EHR) in cloud environments without imposing excessive computational burdens. The 

linear scalability in encryption and decryption times confirms the framework’s suitability for handling large datasets 

typical of healthcare systems (Yang et al., 2022). Security evaluations demonstrate effective mitigation of key threats, 

supporting the framework’s resilience against both external and insider attacks (Zhou et al., 2020). The integration 

of attribute-based access control enhances security flexibility, allowing dynamic and context-aware data access (Hu 

et al., 2015). 

7.2 Implications for Healthcare Providers and Cloud Service Platforms 

Healthcare providers stand to benefit from improved patient data confidentiality and regulatory compliance, such as 

adherence to HIPAA and GDPR standards, through the adoption of this framework (Kumar et al., 2021). Cloud 

service providers can offer enhanced security assurances, fostering trust among healthcare clients while 

differentiating their offerings in a competitive market (Dutta et al., 2023). The framework’s modular design facilitates 

integration with existing healthcare information systems and cloud infrastructures, supporting scalability and 

interoperability. 

7.3 Practical Challenges in Deployment and Adoption 

Despite its strengths, practical challenges remain in the deployment of privacy-preserving frameworks. Key 

management complexity, particularly in dynamic user environments, requires careful design and robust 

infrastructure support to prevent bottlenecks and security lapses (Zhang et al., 2020). Additionally, integrating the 

framework with diverse legacy healthcare systems may pose compatibility issues. User training and acceptance are 

critical, as clinicians require seamless access to data without cumbersome security hurdles (Malin et al., 2011). 

7.4 Potential Improvements and Future Enhancements 

Future work could focus on optimizing key management through advanced cryptographic techniques such as 

threshold cryptography or blockchain-based solutions to enhance decentralization and fault tolerance (Dutta et al., 

2023). The inclusion of machine learning models to dynamically adapt access control policies based on user behavior 

and context could further strengthen security without sacrificing usability (Hu et al., 2015). Additionally, expanding 

evaluation to real-world deployment scenarios will provide valuable insights into performance and user acceptance, 

guiding further refinements. 

8. CONCLUSION 

This research presented a comprehensive privacy-preserving framework designed to secure Electronic Health 

Records (EHR) in cloud-based healthcare environments. The key findings demonstrate that the hybrid encryption 

approach, combining symmetric and asymmetric cryptography, effectively balances data confidentiality, key 

management efficiency, and system performance. Experimental evaluations confirmed the framework’s resilience 

against common attack vectors, including unauthorized access and insider threats, while maintaining scalability 

suitable for large healthcare datasets (Dutta et al., 2023; Yang et al., 2022). 



Journal of Information Systems Engineering and Management 
2025, 10(50s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 125 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

The major contributions of this study include the integration of advanced encryption techniques with flexible, 

attribute-based access control policies, enabling secure and efficient EHR sharing among authorized healthcare 

providers. This approach addresses significant limitations of existing solutions, such as scalability issues and 

insufficient dynamic access control (Hu et al., 2015; Kumar et al., 2021). 

In conclusion, as healthcare increasingly adopts cloud computing to manage sensitive patient data, implementing 

robust privacy-preserving mechanisms is essential to maintain patient trust and comply with regulatory 

requirements (Zhou et al., 2020). This research underscores the critical role of hybrid cryptographic frameworks in 

safeguarding healthcare data in the cloud while supporting the operational needs of healthcare providers. 

Future research should explore enhanced key management techniques such as decentralized cryptography, 

investigate the integration of artificial intelligence for adaptive security policies, and validate the framework in real-

world healthcare deployments to further improve security, usability, and scalability (Dutta et al., 2023; Hu et al., 

2015). 
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