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This work aims to develop a real-time application for surveillance robot in indoor environment, 

to recognize human suspicious activity using deep learning architecture applied on visual data. 

To learn different classes of activity, a combination of three deep-learning algorithms have been 

used, based on the idea that a set of classifiers improves machine learning accuracy. The 

ensemble of classifier has been trained on a collected public dataset containing videos of human 

activities with normal and suspicious behavior. The model is then, evaluated in real time 

scenarios, and the experimental results show that the proposed system has the potential to 

benefit applications in surveillance robots 
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1. INTRODUCTION 

Nowadays, mobile robot are moving outside their classic passive role, where they can basically detect events and 

raise alarms[1], to active surveillance robots, that can interact with their environments[2] and with other robots for 

cooperative or collaborative task [3]. 

Figure 1 shows the main components included in surveillance mobile robot systems; The first one is a reactive 

navigation system in which the mobile robot moves, while avoiding obstacles in its environment, using the collected 

information provided by sensors. The second one uses camera for a real-time scene analysis and human suspicious 

activity recognition, for alerting the security expert, when abnormal behavior occurred.  

 

Figure1. System architecture [4] 

Actually, it is difficult for a surveillance robot, to constantly monitoring public spaces to detect and identify 

suspicious or abnormal human behavior. Therefore, action recognition is the main processes in building intelligent 

machines that deal with real-world scenarios; this process is able to infer labels to actions from a series of 

observations. In this paper, we will focus on the development of an intelligent real-time framework that can spot 

suspicious activities. 

The early works for suspicious action recognition was based on conventional hand-crafted approaches, such as K-

Nearest Neighbour (KNN), Support Vector Machine (SVM), decision tree, K-means, or Hidden Markov Models 
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(HMMs)[5] …. However, these techniques require an expert to identify and define features and descriptors, and 

mostly, they are not suitable for real time applications. 

Recently, deep learning and specially Convolutional Neural Network (CNN) [6], have been actively used and 

achieved surprising performance for various computer vision problems. Nevertheless, Convolutional Neural 

Network architectures are designed to learn spatial features, while Human Activity Recognition is time-series data 

including spatial and temporal information, which requires more robust model with the potential to extract both 

information at the same time. On the other hand, many studies demonstrated that even though some methods based 

on machine learning or deep learning have been proposed. The need for highly accurate, highly precise, low-false-

positive and low-false-negative prediction system can be  enhanced by the use of, hybrid ensemble learning 

algorithm in suspicious action recognition, which is a technique that combines the predictions of multiple classifiers 

to form a single classifier, which results in a higher accuracy than any of individual classifier [7] [8]. 

2. OBJECTIVES 

In this study, we investigate different deep learning architectures that are diverse and yet accurate to extract both 

spatial and temporal features from visual data to recognize human suspicious activities such as kicking, pushing, 

staggering, vomiting, falling, and touch pocket. Then, we employ an ensemble model to combine the investigated 

models in order to achieve an improved performance of the system. 

In summary, this study has the following main contributions:   

(1) Preparing a dataset of six suspicious activities from three public datasets: NTU RGB dataset, 

SBUKINECTINTERACTIONS dataset and UR FALL datasets. 

(2)The use of 3D convolution neural network architecture for extending the time dimension to capture motion 

information from video frames. 

(3) Fine tuning 3D CNN and gated recurrent units (GRUs). 

(4)Combining two CNNs for spatial and temporal data respectively. Therefore, in addition to the spatial RGB 

network, a temporal network for optical flow data is trained to learn the displacement field. 

(5) The use of ensemble classifier to allow better predictive performance than single classifier method. 

3.  METHODS 

The general suspicious human action recognition mechanism is illustrated in figure2. It has two components: The 

offline process where videos from the dataset are pretreated and then three deep learning architectures are trained. 

The online process where the real time data stream of the activity being performed is inferred using voting process 

of the above classifiers.  

 

Figure 2. The block Diagram of our solution. 

3.1 Dataset gathering: To train our models we have prepared a dataset of six suspicious activities from tree 

different datasets which are:  
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(A) NTU RGB dataset [9]:This dataset from Rapid-Rich Object Search Lab (ROSE) for action recognition, it 

contains 60 action classes within three major categories, which are: daily actions, mutual actions and medical 

conditions (see figure 3). We have chosen six (6) action classes of RGB video samples that we qualified as 

suspicious activity, these classes are: kicking, pushing, staggering, and vomiting, falling and touch pocket.  

(B) SBU-Kinect-Interaction dataset [10]: The SBU Kinect interaction dataset consists of RGB, depth images, and 

tracked skeleton data acquired by an RGB-D sensor. It includes eight activities: approaching, departing, pushing, 

kicking, punching, exchanging objects, hugging, and shaking hands (see figure 4). From this dataset, we took 

videos of kicking and pushing activities. 

(C) The UR Fall Dataset URFD [11]:  This dataset contains 70 (30 falls + 40 activities of daily living) sequences. 

Fall events are recorded with two Microsoft Kinect (RGB + Depth) cameras and corresponding accelerometric data. 

Figure5 shows some example video frames.  

          

FIG.3: Sample frames of "NTU RGB" dataset,   FIG.4: Sample frames the UR Fall Dataset URFD, FIG. 5: Sample 

frames SBU-Kinect dataset 

3.2. Data preprocessing  

Converting videos into image frames: The video size samples are from 30 to 90 frames, which leads to high 

computational cost. Hence, to speed up the training process, we have used a fixed jump step. Based on our 

experiments, we took one in every seven (7) frames, this allows to remove the redundant images without 

significantly reduce the quality of the video. This fixed jump step provides good compromise between the minimum 

required frame to have enough information about the action a recognition accuracy.  

Image resizing:  Rescaling the frames size by 10% against their original shape, it is done to reduce the allocated 

space memory and to reduce the neural network size, thus, increasing both the space and time complexity in the 

training phase.  

Normalization: The main advantage of normalization is to remove the intra-class variation between data of 

different persons (figure 6). It is computed as follow:  

N𝑜𝑟(𝐼𝑗)=(𝐼𝑗−min(𝐼))/(max(𝐼)−min(𝐼))  Where: 𝐼𝑗 is the pixel j of the image matrix I. 

     

Figure 6: Example before and after normalization 

3.3. Models building: Three deep architecture have been proposed:  

(A) 3D Convolutional Neural Network (Conv3D) model: In order to add the temporal dimension to the feature 

map, a 3D convolution trained [12], it is realized by convolving a 3D kernel to a cube of stacked adjacent frames (see 

figure 7). Therefore, video frames were convolved by moving in three directions (x, y, t) to extract features from both 

spatial and temporal dimensions. Then multi-channel action features were convolved and pooled continuously (i.e. 

https://www.mdpi.com/2079-9292/12/5/1259#fig_body_display_electronics-12-01259-f001
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sub sampled). Finally, each channel feature was further mapped and fused to obtain action feature representation, 

and then the features were classified.  

 
Figure 7: Conv3D illustration. 

The convolution operation at position (x,y,z) in the jthfeature map in the ith layer at time t is given below: 

𝑣𝑖𝑗
𝑥𝑦𝑧

= 𝑓(𝑏𝑖𝑗 + ∑ ∑ ∑ ∑ 𝑤𝑖,𝑗,𝑚
𝑝,𝑞,𝑡

∗ 𝑣(𝑖−1)𝑚
(𝑥+𝑝,𝑦+𝑞,𝑧+𝑡)

𝑡

0

𝑞

0

𝑝

0𝑚

) 

f: non-linear activation function (Tanh, Sigmoid, Relu,…) 

𝑤𝑖,𝑗,𝑚
𝑝,𝑞,𝑡

: The kernel linked to the convolutional feature map in the previous layer andt is the 3D kernel size along the 

temporal axis. 

bij :bias term. 

(p,q,t): height, width and depth of the kernel. 

Figure 15 shows the fundamental architecture of our model, it outlines: 

- Four Conv3D layers to produce batches of 3D feature maps containing spatiotemporal features.  

-Two (2) Max pooling layers of kernel size (1,2,2), to scale down the extracted feature maps. 

- Flattened layer, which is a concatenation of the features into vector of one dimension. 

-Two fully connected layers where RELU and Softmax scores are computed in the last layers for final classification. 

A detailed description of the layers proposed 3D-CNN architecture is shown in fig.8. 

 

Figure 8: Architecture of 3D-CNN of RGB data. 

(B) 3D Convolutional Neural Network with Gated Recurrent Units (GRUs):GRU [13]is designed to model sequential 

data by allowing information to be selectively remembered or forgotten over time. I is done by processing sequential 

data one element at a time, updating its hidden state based on the current input and the previous hidden state. At 

each time step, the GRU computes a “candidate activation vector” that combines information from the input and 

the previous hidden state. This candidate vector is then used to update the hidden state for the next time step. 

Our proposed architecture is similar to the previous 3D CNN architecture, to which we added Time distribution 

layer where features are separated into vectors to take advantages of time sequencing, followed by GRU layer of 256 

units just before the fully connected layer (see figure 9), here RELU is used as activation function. 
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Figure 9: Architecture of 3D-CNN of RGB data. 

(C) CNN-OF fusion model building: In order to extract the temporal and spatial features of action videos 

respectively, dual-stream network architecture is proposed, it uses two independent convolutional neural networks 

(CNN) for each stream (time stream and space stream).  

For the time stream, dense optical flow [14] is calculated every two frames in the video and a convolutional neural 

network is trained on the optical flow data as an image. In parallel, a CNN model is trained on the RGB stream. 

Finally, the extracted features from both streams are fused and classified.  

Figure 10 shows the fundamental architecture of the proposed model, it outlines the fusion of two deep ConvNet 

over Ten (10) layers. For each stream, we implemented: 

- Four (4) 3D CNN layers with stride (1,2,2) for all convolution layer, the goal of these layers is to produce a batch 

of 2D feature maps. 

-Two (2) Max pooling layers of kernel size (1,2,2), to scale down the extracted feature maps. 

- Flattened layer, which is a concatenation of the features into vector of one dimension. 

- Fully connected layer where Softmax score is computed in the output layer for final classification. 

 

Figure 10: Architecture of 3D_CNN of RGB and Optical Flow data. 

3.4. Models training and evaluating     

To train our deep learning models we splitted 75% of the data for training and 25% for testing.We have used, for 

training, the Keras deep learning framework with a Tensor Flow backend. The network has been trained using Adam 

optimizer, and Categorical Cross Entropy as loss function. After several attempts of parameter tuning, the best 

results are obtained using a learning rate of 10-5 with an initial training rate set to 0.001, a batch size of 8.  

The performance of our modelshas been evaluated based on the accuracy percentage of activities that are correctly 

recognized. This metric reflect the model efficiency. It is computed as follow:  
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Accuracy = (True Positive +True Negative)/ (True Positive +True Negative +False Positive + False Negative); 

Figure 11 presents the confusions matrix of the three models. We noticed that 3D CNN and 3D CNN+ GRU models 

achieved accuracy of (88.33 %) and (90.56 % ) respectively, while the combined 3D CNN and optical flow model 

accomplished better result with average accuracy of (91.66 %), where most actions have been correctly classified 

with height accuracy (>90%).  

 

(a)     (b)                                                                   ( c) 

Figure 11: Confusions matrix of (a) 3D CNN, (b) 3D CNN+GRU, (c) 3D CNN+OF. 

3.5. Ensemble learning: The use of an ensemble of classifiers model generally allows better predictive 

performance than the performance achievable with a single model [15]. Therefore, the previous three models are 

combined using the majority of outputs as ensemble methods. The majority of outputs decide the most voted class 

among outputs.  

We have used majority-voting process as follows: 

Let Mi = {m1, m2,….,mn}, be the ensemble of model trained and Cj = {c1, c2,…., cl}, be the classes. 

The vote for each class j and each model is computed by: 

𝑣𝑖,𝑗={
  1       𝑖𝑓 𝑚𝑖 𝑣𝑜𝑡𝑒𝑠 𝑓𝑜𝑟 𝑐𝑗

0                               𝑒𝑙𝑠𝑒 
} 

The total vote for each class j is then calculated by Vj=∑ vi, j𝑛
𝑖=0    j=1,….,l 

The final decision Vfinal is then the majority vote. Vfinal=argmax(Vj). 

Figure 12 shows the confusion matrix of suspicious activity recognition using voting process, which achieves 

accuracy of 94.66%. 

The performance of the model has been evaluated using other metrics like precision, recall, and F-score.  

Precision: this measure refers to the number of actual positive classes out of all the positive classes that was 

predicted correctly. It is calculated using the following equation:  

Precision =True Positive / (True Positive +False Positive) 

Recall: this measure refers to how much correct predictions are made out of all the positive classes.  

  Recall = True Positive/ (True Positive+False Negative) 

F-measure is a measure of the accuracy of the test. It is defined as a weighted mean of precision and recall. Its best 

value is 1 and its worst value is 0.  

F-measure = 2∗ (Precision * Recall) / (Precision+ Recall) 
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Table 1 shows a summary of the above performance metrics (%) for all activities; Accuracy, Precision, Recall and F-

measure. 

 

Figure 12 : Confusions matrix of ensemble classifier model. 

   Table 1: Performance by activity 

 

 

 

 

 

 

 

 

 

4. RESULTS 

In order to demonstrate the performance of our model in real time, it has been evaluated in real scenarios on unseen 

data, Kinect camera has been used to capture video stream at refresh rate of 30 frames per second. For real time 

prediction, we have used the last 30 frames recorded during one second. In all experiments, we used a laptop with 

an i5-2320 (3.00GHz) CPU. 

Figure 14 shows the obtained results with activities: kicking, Vomit, Falling, Staggering and touch pocket 

respectively. 

As we can see, the proposed framework has been able to recognize different suspicious activities in real time, which 

confirm the usefulness of our proposed approach to recognize accurately the performed suspicious human activity 

in real time. 

Activity Accuracy Precision Recall F-

measure 

Vomiting  94 96 94 95 

Falling 100 100 100 100 

Kicking  96 95 96 95 

Pushing 90 90  90 90 

Touch pocket 96 95 96 96 

Staggering  92 93 92 92 
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Figure 14: Examples of suspicious activity recognition in real time 

5. DISCUSSION 

To ensure better security in indoor environment, and to help the surveillance team in detecting abnormal human 

behaviors, the main challenge was the integration of high-level decision-making for different operative scenarios. 

Therefore, a module using video camera for suspicious activity recognition has been developed, for this purpose a 

large dataset of abnormal behavior in different scenarios and under varying lightening conditions has been collected 

and used for training and evaluating the model. Initially, three deep learning architectures have been proposed 

using 3D CNNs, GRU, and Optical flow respectively, and then a model combining them to take advantages of their 

diverse strengths and to compensate their weaknesses is proposed using the majority voting mechanism. This model 

improved the capacity to detect anomalies more accurately across varied video surveillance scenarios. Our future 

work aims to create our own dataset for suspicious activities including criminal actions like shoot with gun, wield 

knife, etc., 
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