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ARTICLE INFO ABSTRACT

Received: 22 Dec 2024 Centralized machine learning requires the centralization of data in one server for model
training, the data of individuals must be transmitted to the centralized server using its raw
form which resulting in serious privacy and security concerns. Federated learning is a
Accepted: 28 Feb 2025 decentralization machine learning technique which improves the issues of security and privacy
related to traditional machine learning by enabling local model training on devices without
sharing raw data with the centralized server. Federated learning includes multiple clients and
one central server. Clients perform training on its own data while the server coordinates the
overall federated learning process. In federated learning, raw data never leaves its own place,
ensuring data confidentiality. Only local model updates, form each client are transmitted to the
central server that organizes the learning process. The server performs aggregation on received
local model updates. Following the aggregation process, the global model is then updated by
the server. The final global model is used then for evaluation. However federated learning
improves privacy along with security of centralized machine learning, it is still targeted by
attacks through model updates transmitted between clients and server. To improve privacy
along with security related to federated learning, privacy preservation techniques are
integrated with federated learning. We propose a survey of privacy preservation techniques
combined with federated learning to improve privacy and security and achieve a good balance
between utility and privacy. Private Aggregation of Teacher Ensembles, Homomorphic
Encryption, as well as Secure Multi-Party Computation represent the most popular used
privacy preservation techniques with federated learning for malicious behavior detection.

Revised: 15 Feb 2025

Keywords: Federated Learning, Privacy preservation, Secure Multi-Party Computation,
Private Aggregation of Teacher Ensembles, Homomorphic Encryption.

1. INTRODUCTION

Massive volumes of data are essential to traditional machine learning (ML) models, but gathering and analyzing the
enormous volumes of data generated from network-edge devices is expensive, ineffective, and presents significant
privacy risks [1]. Because traditional ML relies on centralized server for performing training, there are serious
privacy and security risks, including the possibility of data breaches and illegal access to private information [2].
Centralized ML is targeted by several attacks, inference and poisoning attacks. Inference Attacks compromise data
confidentiality by allowing attackers to infer sensitive data via model outputs [3]. Data poisoning occurs when
attackers alter training data, compromising the integrity of the model [4].

Federated learning (FL) addresses the centralized ML privacy along with security issues as it improves security and
protects data privacy by allowing local ML model training using decentralized data [5]. Figure 1 depicts the full
diagram of FL. FL is a decentralized ML approach including a central server, multiple clients, global model, and
local models. Firstly, the central FL server prepares a global ML model and transmits it to all clients participating in
FL process. Clients then perform local model training on their private data and sending only local model updates to
the central server for aggregation. After receiving the model updates via all FL participating clients, the server
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aggregates them and then updates global model. The updated FL global model is transmitted again to all clients for
local training and the cycle continues for specific times. For evaluation process, the final global model is used.
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Figure 1. FL Diagram.

Numerous domains apply FL [6, 7] including malicious behavior detection, banking for the detection of fraud,
healthcare for collaborative research, e-commerce for customized experiences, the Internet of Things (IoT) for
intelligent networks, autonomous vehicles for updating models and interpreting data in real time, and
telecommunications for customer support. Table 1 shows various FL based studies for malicious behavior
detection. The study [8] proposed a method for identifying Android malware that relies on FL, ML, and neural
networks. The evaluation makes use of XGBoost, Random Forest, and a hybrid neural network model in which
CNN as well as Long Short-Term Memory (LSTM) are combined. The study [7] proposed a FL based model for
malware detection using ANN and Malware dataset.

Table 1. FL studies.

Paper Year ML Technique Publisher
[o] 2022 Multi-layer perceptron, Autoencoder Elsevier
[10] 2022 CNN, GNN MDPI
[11] 2023 ResNet IEEE
[8] 2024 XGBoost, Random Forest, LSTM, CNN IEEE
[12] 2024 CNN Elsevier
(7] 2025 ANN MDPI

Although FL improves the privacy and security of traditional ML, it is also vulnerable to multiple attacks of model
inversion, man in the middle (MITM), backdoor, and poisoning attacks [7]. To enhance the privacy and security of
FL, privacy-preserving techniques are incorporated to FL including Private Aggregation of Teacher Ensembles
(PATE) [13], Homomorphic Encryption (HE) [14] , and Secure Multi-Party Computation (SMPC) [15]. Through this
study, we propose a survey of the techniques of privacy preservation in FL for malicious behavior detection. The
remainder of the work is organized as follows: Section 2 addresses PATE, Section 3 addresses HE, Section 4
addresses SMPC, and Section 5 includes conclusion along with future work.

2. PRIVATE AGGREGATION OF TEACHER ENSEMBLES

PATE is a ML privacy preservation technique. It consists of multiple teacher models along with only one student
model, allowing teacher models that have been trained on different sensitive data subsets to discreetly aggregate
their predictions in order to label new training instances used for a student model [16]. PATE ensures privacy by
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preventing the predictions of the student model from disclosing private information regarding the data used for
training [17]. The aggregated predictions are supplemented with noise in which a privacy budget is used to calibrate
this noise, regulating the trade-off between utility and privacy as reduced privacy budget values increase noise,
which could impair performance [18]. Gaussian and Laplace noise are used for noise addition [19]. Table 2 shows
various studies utilizing PATE for preserving privacy.

Table 2. Privacy-preserving studies using PATE.

Paper | Year ML Technique Privacy-preserving Publisher
Technique
[7] 2025 ANN PATE MDPI
[20] 2023 CNN PATE MDPI
[21] 2021 Knowledge Distillation PATE IEEE
[22] 2024 DNNs PATE IEEE
[13] | 2023 SACN PATE IEEE

In [7], the authors proposed a FL based framework utilizing ANN and Malware Dataset for the task of malware
detection. To enhance security and privacy, PATE was integrated with FL in FL_PATE model. PATE was
implemented after FL process for protecting the final global model in FL from being attacked. The PATE procedure
consisted of the training of ten teacher models along with a student model which learned from the trained teacher
models and used for predictions. The student model was used as the final FL global model and utilized in the
evaluation process. Adversarial attack robustness was also addressed in this paper. FL. PATE model which
integrating FL with PATE, takes 186.43 s for training and achieved 85.30% accuracy, 85.73% precision, 85.30%
recall, and 85.26% F1-Score. Several attacks including targeted and untargeted poisoning attacks, model inversion
attacks, backdoor attacks, and man in the middle (MITM) attacks were evaluated. FL._PATE model outperformed
FL base model for all evaluated attacks. FL._PATE achieved an attack success rate of 16.91 for model inversion
attack, 0.24 for backdoor attack, 0.163 for untargeted poisoning attack, 0.144 for targeted poisoning attack, and an
accuracy degradation of 34.73% for MITM attack.

In [20], the FL based framework called FREDY was proposed using Convolutional Neural Networks (CNN). PATE,
and knowledge transfer was integrated with FL in FREDY to enhance privacy. In order to incorporate the PATE
into FREDY, many teacher models were trained. On publically accessible unlabeled data, inference was conducted.
By utilizing the noise of Laplace, the prediction aggregation was performed. On the produced labeled data, the
training of the student model was performed. The evaluation was conducted on two datasets including MNIST
dataset and CIFAR10 dataset. According to the study reported results, the test performance of the student model
was generally enhanced by raising the total number of clients as well as the privacy measure () for the two different
datasets. CIFAR-10 models were outperformed by MNIST models. The 25-client model reached its highest accuracy
of approximately 99% with e=1 using MNIST and approximately 79% using CIFAR-10. With a 25% decrease in all
measures, FREDY surpassed the baseline model with respect to the performance of attack of membership inference
at €=0.2. A single attack was used to measure the resistance of the proposed framework.

In [13], the authors proposed a FL based framework of FedMalDE for the purpose of detecting malware in IoT. The
framework preserved the user privacy by combining PATE with FL. By investigating the underlying relationship
among labeled along with unlabeled data, FedMalDE used the mechanism of knowledge transfer to infer labels for
unlabeled data. To effectively capture a variety of harmful behaviors, a subgraph aggregated capsule network
(SACN) that had been specially built is employed. FedMalDE ensured real-world experiments confirmed the
system's effectiveness in detecting IoT malware without compromising user privacy or security. FedMalDE's
efficacy in identifying IoT malware and its adequate privacy and security guarantees were demonstrated by the
comprehensive experiments made on data from the real-world. Adversarial attack robustness is not addressed as
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the resistance of FedMalDE against various attacks is not evaluated. The framework is not evaluated against any
attack.

3. HOMOMORPHIC ENCRYPTION

HE is a privacy preservation technique used for privacy enhancement of FL [23]. Computations can be carried out
directly using encrypted form of data with no need firstly for decryption thanks to this cryptographic technique
[24]. After decryption, the outcome is identical to what would be the result achieved by applying the same
procedures to the plain data [25]. HE is especially helpful in sensitive domains in which privacy and security
concerns are crucial, including cloud services [26], financial transactions [27], and medical data interchange [28].

HE includes Fully Homomorphic Encryption (FHE) [29], Partially Homomorphic Encryption (PHE) [30], and
Somewhat Homomorphic Encryption (SWHE) [31]. For PHE, an addition or multiplication operation is available,
but not both, for certain operations, SWHE allowing both basic addition and multiplication, while FHE allows for
any arbitrary operation using encrypted data with no need for decryption [7]. There are various HE schemas
including CKKS, BFV, and TFHE [32]. Since BFV is designed for exact integer computations, it is perfect for
applications that require precise results, like financial transactions, whereas CKKS is appropriate for applications
that require approximate results, like machine learning and signal processing, because it enables operations on
complex and real numbers.

HE is integrated to FL to enhance privacy and security by encrypting local model updates on client side prior
transmission to the central FL server which performs the aggregation process on these encrypted local model
updates from all participating clients without decrypting them. Table 3 shows various studies integrate HE with
FL for privacy preservation. In [33], the authors presented a FL based framework called RPFL using Multi-Layer
Perceptron (MLP) and N-BaloT dataset for the detection of IoT malware. HE, blockchain, along with Elliptic Curve
Digital Signature Algorithm (ECDSA) was integrated with FL to preserve model utility and data privacy. Without
compromising the detection accuracy, HE protected the confidentiality of transmitted local model updates, while
ECDSA guaranteed reliable aggregation. When integrating HE, they discovered and talked about new difficulties,
especially those involving the need for an outside aggregator. An incentive system and a mitigation plan to deal
with possible aggregator failures were two smart contract-supported solutions they introduced to solve these issues.
RPFL achieved an accuracy of 99.95%, a TPR of 99.98%, and a TNR of 99.63%. RPFL with HE had 18.66 min for
total training time for 30 rounds and 37.32 s per round. The framework was not evaluated against attacks.

Table 3. HE based privacy-preserving studies.

Paper | Year ML Technique Privacy-preserving Technique | Publisher
[7] 2025 ANN HE MDPI
[33] 2025 MLP HE MDPI
[34] 2024 Ghost_ BiNet HE IEEE
[35] 2024 DNN HE IEEE
[36] 2024 Logistic Regression, SecureBoost HE IEEE
[14] 2023 ResNet-50, BERT HE arXiv

In [7], the authors proposed a FL based framework utilizing ANN and Malware Dataset for the purpose of detecting
malware. To enhance security as well as privacy, HE using CKKS schema was integrated with FL generating
FL_CNN model. Coefficient modulus bit sizes, polynomial modulus degree, and global scale were the three
parameters used in CKKS context. HE was implemented during FL process on clients and central server. The
encryption was mainly conducted on client side. The FL server aggregated and processed the secured encrypted
model updates via every party involved in FL process without requiring decryption, while clients encrypted their
own model updates prior transmission to the server which performed the aggregation on these encrypted updates.
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FL_CKKS model which integrating FL with HE using CKKS schema, had 192.87 s for training and achieved 99.80%
in accuracy, 99.80% in precision, 99.80% in recall, and 99.80% in F1-Score. FL._CKKS model enhanced privacy and
security and also improved the performance of FL base model which achieved 99.30% for all metrics. Several
attacks including untargeted and targeted poisoning attacks, model inversion attack, backdoor attack, and MITM
attack were evaluated. FL_CKKS produced an attack success rate of 2.19 for model inversion attack, 0.50 for
backdoor attack, 0.003 for untargeted poisoning attack, 0.002 for targeted poisoning attack, and an accuracy
degradation of 16.95% for MITM attack.

In [34], the authors proposed a FL based approach using Enhanced Ghost_BiNet technique for intrusion detection
to improve detection utility as well as information sharing security. Bidirectional Gated Recurrent Unit and
GhostNet were combined in the hybrid technique of deep learning known as Enhanced Ghost_BiNet. The Chaotic
Chebyshev Artificial Humming Bird method was used for the optimization of the model's performance. To improve
data security and privacy, HE was used to encrypt the updates of FL local model. Communication overhead was
reduced through the usage of HE and optimization. UNSW-NB15, KDD CUP 99, and CICIDS 2017 were the three
utilized datasets. The highest performance of 99.24% accuracy, 97.30% precision, 99.56% recall, 98.42% F-Score,
0.01 MSE, and 1.13 FAR was achieved on the dataset of KDD CUP 99. For CICIDS 2017 dataset, an accuracy of
08.48%, a precision equal to 94.87%, a recall equal to 99.12%, F-Score equal to 96.95%, MSE equal to 0.02, and
FAR equal to 1.15 were produced. Regarding UNSW-NB15, 98.10% accuracy, 93.075% precision, 98.90% recall,
96.26% F-Score, 0.02 MSE, and 1.15 FAR were produced. The study recognized possible constraints in terms of
scalability and computational resources. No attack was evaluated in this this study.

4. SECURE MULTI-PARTY COMPUTATION

SMPC is also a cryptographic technique used for privacy preservation. It enables several parties to work together for
the purpose of computing a function using their private data inputs while ensuring those inputs’ privacy [37]. This
approach allows for safe sharing of data along with analysis without sacrificing individual privacy, which is
especially advantageous in areas involving sensitive data including healthcare [38], finance [39], and cloud [40].
SMPC is integrated with FL to enhance privacy along with security through permitting multiple clients to
collaborate on training ML models without disclosing their private information. By using cryptographic
mechanisms, SMPC ensures that model updates are kept secure from the centralized server and other participating
clients inside FL process, in contrast to FL without SMPC, which shares model updates directly. Table 4 shows
several studies, integrating SMPC with FL for privacy preservation.

Table 4. Privacy-preserving studies using SMPC.

Paper | Year ML Technique Privacy-preserving Technique | Publisher
[7] 2025 ANN SMPC MDPI
[41] | 2024 DNN, CNN, LSTM, hybrid model SMPC IEEE
[42] | 2023 CNN SMPC IEEE
[43] 2022 ResNet SMPC IEEE
[15] 2024 Supervised ML, DL, GNN SMPC IEEE
[44] | 2024 CNN SMPC ACM

In [7], the authors proposed a FL based framework utilizing ANN and Malware Dataset for detecting malware. For
the purpose of enhancing privacy and security, SMPC was integrated with FL generating two combined models
including FL._SMPC model as well as FL._ SMPC_DP model. SMPC was implemented in FL through the ML library
of PySyft which was used through their tensors for the management and transmission of model updates among the
server and clients participating in FL. DP is implemented through Gaussian noise which incorporated to the
average model updates resulting from the aggregation process on FL central server for the enhancement of privacy
and security.
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FL_SMPC model which integrating FL with SMPC, had a training time of 117.73 s and achieved 99.50% for all
metrics. FL_SMPC model not only enhanced privacy and security but also enhanced the corresponding
performance of the FL base model that achieved 99.30% for all metrics. FL,_SMPC_DP model which integrating FL
with SMPC and DP, consumed a training time of 128.54 s and produced 83.50% accuracy, 83.56% precision,
83.50% recall, and 83.49% F1-Score. FL_SMPC_DP model reduced the performance of the FL._ SMPC model due to
the used DP while enhancing privacy and security.

Several attacks including untargeted and targeted poisoning attacks, model inversion attack, backdoor attack as
well as MITM attack were evaluated. FL._SMPC produced an attack success rate of 2.61 for model inversion attack,
0.466 for backdoor attack, 0.004 for untargeted poisoning attack, 0.04 for targeted poisoning attack, and an
accuracy degradation of 48.51% for MITM attack. FL_SMPC_DP produced an attack success rate of 7.62 for model
inversion attack, 0.132 for backdoor attack, 0.17 for untargeted poisoning attack, 0.01 for targeted poisoning attack,
and an accuracy degradation of 24.92% for MITM attack.

In [41], the authors proposed a FL based FBMP-IDS framework for intrusion detection on 6G networks. SMPC and
blockchain were integrated together with FL. SMPC preserved privacy by ensuring the adaptation in safe
aggregation that optimizes computational complexity as well as communication overhead in real world, while
enabling cooperative training of intrusion detection models and protecting data privacy. The FL process is
distributed, transparent, and impenetrable thanks to blockchain.

They utilized a hybrid model architecture utilizing CNN along with Multi-head attention. CNN was utilized for the
extraction of features. Multi-head attention is employed for improved contextual analysis to increase the rates of
detection and lower false alarm rates. The evaluation was conducted using the dataset of CICIoT2023. With an
average accuracy of 79.92%, a detection rate of 77.41% with a 2.55% low false alarm rate, the hybrid model was the
most successful. Although the achieved 79.92% accuracy is good, there may still space for improvement. No attack
simulation is conducted. Adversarial attacks testing is not addressed and evaluated.

In [15], the authors proposed a FL based framework for detecting Android malware using supervised ML combined
with DL techniques. The dynamic feature extraction was introduced in this framework. For malware graphs, they
suggested a graph-based on behavioral analysis that improvesd detection accuracy by capturing complex
dependencies and relationships between system elements. In order to model malware into graph structures and
detect intricate attack patterns, they incorporated graph-based analysis of behavior. Their framework outperformed
current techniques in terms of performance metrics and classification accuracy on a variety of malware datasets.
The simulation and evaluation of attacks are not addressed.

5. CONCLUSION

This study is mainly focus on FL. Through this work, we propose a survey of privacy preservation techniques in FL
for malicious behavior detection. FL is a decentralized ML based approach. It overcomes the related risks of
centralized ML by enabling collaborative training of ML model with no need for sharing raw data to a centralized
server. In FL, the centralized server initiates a global model and then distributes it to all participating clients in the
FL process. Each client performs local model training using its own private data. After training, clients transmit
only model updates to FL central server. The server then aggregates local model updates from all client and updates
FL global model. For evaluation process, the final global model is utilized.
Although FL overcomes the challenges of traditional ML by improving privacy and security, it is exposed to attacks
as model updates may leak information about training data. Privacy preservation techniques are combined with FL
to enhance privacy and security of FL. PATE, HE, and SMPC are the most used privacy preservation techniques
with FL. In order to provide more security and privacy, multiple privacy preservation techniques should be
combined with FL. Integrating more privacy preservation techniques with FL enhances its security and privacy but
will increase overhead of computational and communication and may also decrease performance. Future work
includes the complete implementation of a FL based system with privacy-preserving techniques for malicious
behavior detection, ensuring a balance between performance and privacy. The implemented framework will tested
against several attacks using multiple datasets.
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