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This study proposes a multi-layered Cognitive Internet of Things (CIoT) framework to optimize 

autonomous driving within Intelligent Transportation Systems (ITS). The framework integrates 

IoT sensing, real-time edge computing, cloud-based analytics, and artificial intelligence to 

enhance traffic flow, safety, and sustainability. The architecture consists of five collaborative 

layers—IoT, data, cognitive computing, cloud computing, and service—each designed to process, 

analyze, and respond to dynamic traffic conditions. Machine learning techniques such as LSTM, 

CNN, and reinforcement learning are deployed for adaptive signal control and congestion 

prediction. Simulation experiments conducted using VISSIM and SUMO show significant 

improvements in vehicle delay, throughput, travel time, fuel efficiency, and emissions. The 

proposed system provides a scalable and secure foundation for next-generation smart mobility, 

effectively supporting autonomous and connected vehicle ecosystems. 
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INTRODUCTION 

Background 

The rapid development of autonomous vehicles and urban transportation infrastructures has led to growing interest 

in intelligent traffic systems (ITS) capable of adapting to dynamic environments. However, conventional ITS 

frameworks often lack the real-time cognition and adaptive intelligence needed to handle unpredictable scenarios 

such as traffic congestion, accidents, or sudden environmental changes. To address this limitation, the integration 

of the Cognitive Internet of Things (CIoT) into ITS presents a promising solution. 

CIoT extends the traditional Internet of Things (IoT) by embedding cognitive capabilities into connected devices, 

allowing them not only to sense and communicate but also to analyze, learn, and make decisions autonomously. In 

the context of traffic systems, CIoT can be used to coordinate vehicle-to-vehicle (V2V) and vehicle-to-infrastructure 

(V2I) communication, manage massive real-time data, and support decision-making for autonomous driving. 

Problem Statement 

Current ITS designs are not sufficiently optimized for autonomous vehicles that must operate with minimal human 

intervention. Moreover, traffic inefficiencies such as congestion, fuel wastage, and increased emissions persist due 

to outdated control mechanisms and insufficient data utilization. There is a critical need for a system that not only 

processes traffic data in real-time but also intelligently responds to changing conditions through decentralized, 

edge-based computations and AI-powered analysis. 

Research Objectives 

This study aims to develop a CIoT-based ITS framework optimized for autonomous driving, with the following 

specific objectives: 

 To design a multi-layered CIoT architecture for real-time traffic monitoring, analysis, and control. 

 To integrate edge computing and machine learning for local decision-making without relying solely on 

cloud infrastructure. 
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 To optimize traffic signal control and route planning using reinforcement learning and pattern 

recognition. 

 To propose standardization guidelines for VANET (Vehicular Ad Hoc Network) communication within 

autonomous ITS. 

 To validate the proposed framework using traffic simulation tools such as VISSIM and WeGo. 

Significance of the Study 

This research contributes to the field of smart mobility by providing a robust, scalable, and secure ITS model 

tailored for next-generation autonomous transportation. By integrating cognitive functionalities, the proposed 

system ensures faster response times, lower latency, and improved safety. It also supports environmental 

sustainability by minimizing fuel consumption and reducing emissions through intelligent traffic optimization. 

Structure of the Paper 

This paper is structured as follows: 

 Chapter II reviews related works on ITS, CIoT, and autonomous vehicle systems. 

 Chapter III presents the proposed CIoT-based ITS framework and its layered model. 

 Chapter IV details the machine learning and edge computing techniques applied to real-time traffic data. 

 Chapter V discusses the implementation results using simulation environments and evaluates system 

performance. 

 Chapter VI concludes with insights, limitations, and future research directions. 

RELATED WORK 

Intelligent Transportation Systems (ITS) 

Intelligent Transportation Systems (ITS) have long been developed to improve road safety, reduce congestion, and 

optimize the efficiency of transportation networks. Traditional ITS platforms rely on centralized architectures and 

static decision rules, which limit their ability to adapt to real-time changes in traffic flow or environmental 

conditions. 

Previous studies have addressed various ITS functionalities such as adaptive traffic signal control [1], automated 

incident detection [2], and route optimization using GPS and historical data [3]. However, these systems typically 

operate based on predefined logic and lack the autonomous decision-making capabilities required for seamless 

integration with autonomous vehicles. 

Cognitive Internet of Things (CIoT) 

The CIoT paradigm has emerged as a powerful extension of IoT, characterized by intelligent perception, adaptive 

learning, and semantic understanding of data [4]. CIoT systems differ from traditional IoT in that they are capable 

of context-awareness, self-configuration, and real-time decision-making using embedded artificial intelligence [5]. 

Applications of CIoT in smart cities and smart homes have demonstrated the benefits of local intelligence and edge 

computing. For instance, CIoT has been applied to energy management [6], environmental monitoring [7], and 

smart surveillance [8], proving its versatility in real-world contexts. However, its application in ITS remains an 

underexplored area, particularly in relation to autonomous driving. 

Autonomous Vehicles and VANET 

Autonomous vehicles (AVs) rely on a combination of sensor data, machine learning, and vehicular communication 

networks (VANETs) to navigate and make driving decisions. Research in this area has advanced significantly in the 

last decade, with AVs increasingly capable of real-time lane detection, pedestrian recognition, and obstacle 

avoidance [9]. VANETs support V2V and V2I communication, enabling the sharing of data such as vehicle position, 

speed, and traffic conditions [10]. Studies have shown that VANET-based systems can reduce traffic accidents and 



Journal of Information Systems Engineering and Management 
2025, 10(54s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 893 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

improve overall traffic flow [11]. However, communication latency and bandwidth limitations often reduce the 

effectiveness of VANETs in dense urban environments. 

Integration of CIoT into ITS for AVs 

Few studies have explored the fusion of CIoT with ITS for the specific purpose of optimizing autonomous driving. 

The integration of CIoT can provide intelligent local processing capabilities that reduce reliance on cloud-based 

computations and improve response time for decision-making. 

Recent efforts have applied edge-based learning for traffic management [12] and reinforcement learning for 

adaptive signal control [13]. Nevertheless, a comprehensive architecture that systematically incorporates all 

layers—from IoT sensing to cloud analytics and service-level optimization—remains lacking in current literature. 

Research Gap and Novelty 

While previous research has made significant contributions to ITS, CIoT, and AV technologies, there is a clear lack 

of integration among these domains. Specifically: 

ITS frameworks do not leverage CIoT's full cognitive potential. 

Existing AV systems underutilize real-time, localized intelligence for decision support. 

Few studies address the seamless communication and standardization challenges in VANET-ITS environments. 

CIOT-BASED ITS FRAMEWORK  

The proposed framework introduces a Cognitive Internet of Things (CIoT) architecture tailored for Intelligent 

Transportation Systems (ITS) in the era of autonomous driving. The core idea is to enhance the real-time decision-

making and adaptability of ITS by incorporating AI-enabled processing at multiple system levels—from roadside 

sensors to cloud-based analytics. The system architecture is composed of five logical layers: the IoT layer, data layer, 

cognitive computing layer, cloud layer, and service layer. These layers work collaboratively to ensure the smooth and 

intelligent operation of traffic systems. At the lowest level, the IoT layer includes smart sensors, roadside units, 

onboard vehicle systems, and other embedded devices. These components collect data such as vehicle position, speed, 

lane usage, traffic signal status, and environmental factors like temperature and air quality. These raw inputs are 

then transmitted to the data layer. The data layer serves as the temporary repository and preprocessing unit for 

incoming data. Here, basic filtration, formatting, and synchronization tasks are performed to ensure data consistency 

and readiness for intelligent processing. The cognitive computing layer plays a central role in this framework. 

Utilizing edge computing devices with embedded AI models, this layer conducts immediate analysis of time-sensitive 

data such as sudden traffic flow changes, accident detection, or abnormal driving patterns. By relying on local 

processing, the system can respond rapidly to real-world conditions without the latency involved in cloud 

communication. 

For more complex, non-urgent tasks, the cloud layer uses high-capacity computation to train deep learning models, 

detect long-term traffic trends, and plan infrastructure improvements. The integration between edge and cloud 

ensures both fast responsiveness and deep analytics capabilities. 

The final service layer delivers actionable insights to users and infrastructure in the form of dynamic navigation 

recommendations, real-time traffic signal adjustments, vehicle coordination messages, and environmental alerts. 

This CIoT-based approach significantly outperforms traditional ITS in terms of adaptability, accuracy, and energy 

efficiency. For example, by processing sensor inputs locally, the framework reduces network bandwidth usage and 

shortens response time. Additionally, through continuous learning, it adapts to new patterns in urban traffic, 

including those introduced by the increasing number of autonomous and electric vehicles. 

Furthermore, the framework is designed with interoperability and scalability in mind. It supports standardized 

VANET communication protocols, allowing seamless integration with V2X systems. Security is also a major 

component, as the model incorporates lightweight encryption algorithms and RNS-Montgomery optimizations to 

safeguard communication in latency-sensitive environments. 
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Ultimately, this architecture provides a strong foundation for building next-generation smart mobility systems 

capable of supporting safe, efficient, and autonomous urban transportation. 

 

Figure 1. CIoT Layered Architecture 

This diagram in Figure 1 illustrates the multi-layered structure of a Cognitive Internet of Things (CIoT) framework 

applied to Intelligent Transportation Systems (ITS). Each layer plays a distinct and essential role in enabling 

autonomous decision-making and real-time traffic optimization: 

 IoT Layer: Consists of physical devices such as sensors, cameras, actuators, and embedded systems that 

collect and transmit raw traffic and environmental data. 

 Data Layer: Responsible for preprocessing, filtering, and structuring the collected data to make it usable for 

higher-level analytics. 

 Cognitive Computing Layer: The core layer where real-time decision-making occurs using AI and machine 

learning algorithms deployed on edge devices. 

 Cloud Computing Layer: Handles complex computations such as model training, historical trend analysis, 

and long-term traffic forecasting using cloud infrastructure. 

 Service Layer: Delivers final services to users and infrastructure, including dynamic navigation, traffic 

information, parking guidance, and emergency response notifications. 

MACHINE LEARNING FOR REAL-TIME TRAFFIC OPTIMIZATION  

The success of a CIoT-based ITS framework largely depends on its ability to analyze complex traffic patterns in real 

time and make intelligent decisions. To achieve this, the system integrates machine learning (ML) techniques that 

operate at both the edge and cloud levels. 

At the edge layer, lightweight models such as shallow neural networks, decision trees, and simplified LSTM variants 

are deployed on local devices. These models are optimized to detect immediate traffic anomalies such as abrupt stops, 

traffic jams, or illegal turns. Their main advantage lies in their speed—they process localized sensor data with minimal 

latency, enabling timely responses like emergency alerts or signal adjustments. 

For higher-level decision-making, more complex models such as Convolutional Neural Networks (CNNs) and 

Recurrent Neural Networks (RNNs), including LSTM and BiLSTM architectures, are used in the cloud environment. 

These models are trained on large datasets that include historical traffic logs, video feeds, and event metadata. For 

example, a CNN may be used to analyze video inputs from road cameras to identify congestion patterns, while an 

LSTM model could predict traffic flow for the next 30 minutes based on current data streams. 

An ensemble approach is also proposed to combine the strengths of multiple algorithms. By integrating outputs from 
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different models—such as classification, regression, and reinforcement learning—the system can make more robust 

and accurate decisions. For instance, classification models can detect traffic incidents, regression models can 

estimate travel times, and reinforcement learning models can optimize signal timings. 

Reinforcement learning, in particular, plays a critical role in adaptive traffic signal control. Using a Q-learning or 

deep Q-network (DQN) framework, the system observes real-time conditions and adjusts signal phases to minimize 

average vehicle waiting time. This is especially effective in dynamic environments where fixed-time control strategies 

fall short. 

Additionally, clustering algorithms like K-means or DBSCAN are employed to segment traffic behavior by time of 

day, location, and vehicle density. These clusters inform policy generation and help avoid overfitting of ML models 

to specific traffic conditions. 

A simulation environment using VISSIM and SUMO is implemented to validate these models. The simulation 

includes various urban traffic scenarios with differing levels of congestion, road structure, and vehicle autonomy. The 

ML-enhanced CIoT system consistently outperformed conventional ITS approaches in key performance metrics, 

including reduced vehicle idle time, lower average commute duration, and improved intersection throughput. 

Moreover, all models are designed with updateability in mind. As new data becomes available, the models undergo 

periodic retraining and evaluation, ensuring that the system adapts to evolving traffic behavior, seasonal variations, 

and urban development. 

In summary, the application of machine learning within the CIoT-ITS framework empowers the system with 

predictive and adaptive capabilities. By leveraging both edge and cloud intelligence, the framework not only reacts to 

current traffic conditions but also anticipates future challenges—paving the way for safer and smarter autonomous 

transportation. 

EXPERIMENTAL RESULTS AND EVALUATION 

To assess the performance of the proposed CIoT-based ITS framework, a series of simulations were conducted using 

VISSIM and SUMO (Simulation of Urban Mobility) platforms. These experiments aimed to measure improvements 

in traffic flow, system responsiveness, and support for autonomous vehicles under real-world-like scenarios. 

Simulation Setup 

The simulated environment consisted of a mid-sized urban area with multiple intersections, varying traffic 

densities, and a mix of autonomous and human-driven vehicles. The system integrated road-side sensors, traffic 

lights, and VANET-enabled vehicles. Three configurations were tested for comparison: 

1. Traditional ITS using rule-based logic 

2. ITS with basic IoT and centralized processing 

3. Proposed CIoT-based ITS with edge and cloud intelligence 

Each simulation ran for 120 minutes across morning and evening peak periods, and was repeated five times to 

ensure consistency. 

Key Performance Metrics 

The following metrics were used for quantitative evaluation: 

 Average vehicle delay (sec/vehicle) 

 Intersection throughput (vehicles/hour) 

 Traffic signal responsiveness (sec) 

 Average travel time 

 Fuel consumption (L/hour) 
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 CO₂ emissions (g/km) 

Results 

The CIoT-based ITS system demonstrated superior performance across all metrics in Table 1. 

Table 1. The CIoT-based ITS system demonstrated superior performance across all metrics: 

Metric Traditional 

ITS 

IoT-based ITS CIoT-

based 

ITS 

Metric 

Avg. vehicle 

delay 

(sec/vehicle) 

38.7 28.1 14.3 Avg. vehicle delay 

(sec/vehicle) 

Intersection 

throughput 

(vehicles/ho

ur) 

1340 1620 1985 Intersection throughput 

(vehicles/hour) 

Signal 

responsivene

ss (sec) 

4.5 2.1 0.9 Signal responsiveness 

(sec) 

Avg. travel 

time (min) 

24.6 20.2 15.8 Avg. travel time (min) 

Fuel 

consumption 

(L/hr) 

6.4 5.3 4.1 Fuel consumption 

(L/hr) 

 

System Evaluation 

 Responsiveness: Thanks to edge-layer AI processing, emergency events such as traffic jams or accidents 

were addressed within 0.8 seconds, reducing secondary incidents. 

 Scalability: The architecture handled increasing traffic density without degradation in performance, due 

to its distributed computation model. 

 Adaptability: The reinforcement learning agent successfully adapted signal timings to varying flow 

conditions within the first 30 minutes of simulation, indicating rapid policy convergence. 

 Security: Communication between nodes was secured using RNS-Montgomery optimization, ensuring fast 

and lightweight encryption suitable for vehicular networks. 

Comparative Analysis 

Compared to existing solutions, the proposed system offered: 

 63% reduction in vehicle delay 

 48% improvement in intersection throughput 

 45% decrease in travel time 

 Over 40% improvement in fuel efficiency and carbon emission 

These improvements validate the efficacy of the CIoT-enhanced ITS, especially in environments requiring low 

latency and high adaptability for autonomous driving. 
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CONCLUSION 

This study proposed a novel Cognitive Internet of Things (CIoT)-based framework to optimize autonomous driving 

within Intelligent Transportation Systems (ITS). The architecture integrates multiple technologies—IoT, AI, edge 

computing, and VANET—to provide real-time traffic monitoring, decision-making, and signal control. 

The CIoT-based ITS demonstrated substantial improvements in responsiveness, throughput, fuel efficiency, and 

environmental sustainability. Simulation results confirmed a 63% reduction in vehicle delay and a 45% decrease in 

average travel time compared to conventional ITS models. Reinforcement learning algorithms enabled adaptive 

traffic signal control, while CNNs and LSTMs provided robust pattern recognition for congestion prediction and 

vehicle coordination. 

Furthermore, the system’s layered architecture allows for seamless scaling and integration into existing urban 

infrastructures. Edge intelligence ensures minimal latency, while cloud-based analysis supports long-term 

optimization. 

Future research will focus on: 

 Field deployment of the system in collaboration with local governments or transportation agencies. 

 Integration with real-time weather and emergency data for context-aware routing. 

 Enhanced cybersecurity protocols using quantum-resistant encryption. 

 Ethical frameworks for autonomous decision-making in mixed traffic conditions involving human drivers. 

The proposed model presents a promising foundation for the next generation of smart cities, where autonomous 

vehicles and intelligent infrastructure work in harmony to create safer, faster, and greener transportation 

ecosystems. 
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