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ARTICLE INFO ABSTRACT

Received: 30 Dec 2024 The history of digital manipulation has entered a new chapter with the development of

deepfake technology, opening the door to realistic yet misleading visual content

creation. Deepfake technology's rapid rise has raised worries about potential misuse

Accepted: 25 Feb 2025  because it may produce fake or misleading information with incredible realism.
Because deepfakes made it possible for actors' faces to be perfectly altered in movies,
the entertainment industry was the first to adopt them. Since then, however, they have
evolved and been utilized in a variety of settings, including social networking sites,
political issues, and journalism. Feature extraction from digital photographs had a
major impact in the field of detecting deepfakes, where separating actual information
from manipulated media is crucial. Many techniques for detecting deepfakes based on
fabricated features have been developed recently. Textural features are a frequently
used type of forged feature. However, most of the current detection methods relies on
single space features, ignoring other potentially informative features. To overcome this
drawback, this study presents a novel deepfake detection network named MSFF-Net
(Multi-Space Feature Fusion Network). This network integrates Histogram of Oriented
Gradients features with the deep features extracted using ResNet50 model. HOG
descriptors analyze local intensity gradients, which helps in understanding the texture
and shape of the image, while the deep features extracted by the ResNet50 model
capture high-level semantic information. By combining these diverse feature sets, one
can create a richer representation of the data that encompasses both low and high-level
characteristics, thereby enhancing the robustness and effectiveness of deepfake
detection. The experiments are performed on the publicly available datasets 140K real
and fake faces dataset, DFDC, and Celeb-df. MSFF-Net showed better performance
than the other SOTA models, thereby improving the ability to detect deepfakes.
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INTRODUCTION

The term "deepfake," is a combination of the words "deep learning” and "fake," pertains to the method by which the
original subject of a target image is modified. With the use of technology, the impersonator appears to be doing or
saying things that they have never done or said. GANs [1] and variational-autoencoders (VAEs) [2] are used to
construct deepfakes. The performance of recent generative adversarial network face creation networks, like StyleGAN
[3], StarGAN [4], and Interface-GAN [5], is quite good. The creation of deepfake videos is easy with these networks.
The most popular method for producing deepfakes involves training two VAE models to generate human faces; the
only thing that is changed to produce an image is the decoder portion. The two models share the encoder portion,
while the decoder portion is trained independently. Face-swapping GANs create Deepfake films by utilizing a GAN
(such as StyleGAN) with the neural talking-heads technique. The latest DFDC dataset [6] was employed by a Deepfake
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autoencoder, which utilized a mask face swap technique to modify the facial landmarks of each frame The
EfficientNetwork-b7 [7] model performs better than other models when trained on the DFDC dataset [6] released by
Facebook Al

Visual manipulation is deemed detrimental or falsified when the content is distorted for the purpose of deception, as
fabricated material can easily sway the decisions and thoughts of others. Verifying visual data is therefore essential
for the preservation and stability of the community. Three distinct categories comprise digital visual manipulations:
image, video and facial features manipulation (FCM). Within the initial classification, image manipulation, any
component or entity within the picture is altered, including copy-move and splicing [8, 9, 10, 11]. The copy-move
technique involves copying and relocating a section of an image within the same image. A segment of one picture is
transferred and pasted into another during the splicing process. Vector machines (VMs) are utilized to alter video in
the spatiotemporal, or spatial-temporal domains [12, 13, 14]. Examples of VMs include intra-frame forgery and inter-
frame forgery. FCM involves the manipulation of a single human visage, while the remaining content remains intact
[15, 16, 17]. In recent times, the designation "DeepFake" has been applied to all FCM [18], including Face2Face,
NeuralTextures, FaceSwap and others.

FCM is categorized as high-risk due to the significant role that the human visage assumes in establishing interactions
that validate or communicate a particular message; any form of manipulation at this stage would result in the
establishment of an erroneous message. Incredibly, over the past three years, as deep learning has advanced at an
accelerated rate, FCM detection and generation have garnered considerable interest from researchers around the
globe. Deep learning and variants of GANs [19] that can generate high-fidelity images have enabled anyone to
generate a face that appears real. Knowledgeable individuals refer to the latter as the Deepfake. The problem is that
models for generating Deepfake with high performance are readily available. When utilized with malice, deepfakes
present an imminent and critical threat to the credibility of the news that we are exposed to.

The significant rise in false face photos and videos has been driven by the quick development of Deepfake algorithms,
which are producing increasingly realistic-looking fake photographs and movies. Videos and photos with false
content bring up a number of unsettling issues on widely used social media platforms, including fraud and for
spreading fake news. As a result, the need for Deepfake detection techniques to mitigate its effects has increased
significantly [20—22]. Deepfake detection is actually a difficult classification problem. Finding the distinctions
between actual and false photos is the most crucial part of Deepfake detection. These problems might be solved by
developing a machine learning system that uses techniques and algorithms to extract features from photos and
distinguish between actual and fraudulent ones. This system would be able to deliver correct findings. Despite
considerable efforts to identify these manipulations, the efficacy of detection remains inadequate, which parallels the
progress made in generation methods.

The primary objective of this study is to expose Deepfake through the development of an innovative method that
integrates multi-space features to achieve high detection performance. The primary contributions of our study is:

e A novel method Multi-space feature fusion-based detection system using a fusion of Histogram of Oriented
Gradients [23], ResNet50 [24] is proposed, achieving better results compared to the SOTA models.

e Then feature fusion is applied to create a feature vector of each image.

e After feature fusion, Principal Component Analysis is applied for feature selection, focusing on selecting
features crucial for detecting deepfakes.

e SVM is used as classifier to improve the performance of the MSFF-Net.

e When evaluating MSFF-Net, it is compared with different SOTA models on publicly available datasets 140K
real and fake faces dataset [25], Celeb-df [26], and DFDC [27].

The remaining sections are organized as follows: the literature review is presented in Section 2. Section 3 contains
the motivation. In Section 4, the methodology employed for this paper is explicated. The experimental outcomes and
a comparison with other SOTA methods are detailed in Section 5. The conclusion is presented in Section 7, following
the discussion in Section 6.
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LITERATURE REVIEW

Korshunov P. et al. (2018) [28], assessed how well detection methods could discriminate between authentic video
clips and DeepFake video clips, describing DeepFake detection as a problem of binary classification. This method
focused on measuring the quality of the image, and an SVM classifier was used to classify videos of high quality with
an error rate of 8.97%. Sadly, the subjectivity of such technique limits it. The system also needs evaluation to look
into the sensitivity of human experimentation for Deepfakes, as well as a more reliable detection method. Masood M.
et al. (2021) [29], uses a CNN models Shuffle Net and Alex Net for classification. The procedure starts with
normalising the images before performing an error level analysis. Afterwards, the precise information from the CNN
models are extracted using SVM and KNN techniques. The proposed method offers a cutting-edge method to discern
between authentic and false images. The images were pre-processed by downsizing them to 225 x 225 before
comparing the compression ratio between original and fake shots. For feature extraction they have used the Shuffle
Net and Alex Net models. Finally, KNN and SVM classifiers were used to categorize the deep features. This work
makes use of “Real and Fake Face detection” dataset. Using KNN and SVM, respectively, Shuffle Net's accuracy was
88.2% and 87.9%, whereas Alex Net's accuracy was 86.8% and 86.1%.

Ismail A. et al. (2021) [30], describes a novel deepfake detection method that makes use of a convolutional neural
network, an aggressive gradient boost, and a single look (YOLO-CNN-XGBoost). Using the CelebDF-FF++ (c23)
merged dataset, the methodology achieves AUC- score of 90.62%, 85.39% sensitivity, 93.53% specificity, 86.36% F1-
measure 85.39% recall, 90.73% accuracy, 87.36% precision. Taeb M. et al. (2022) [32] examines the most well-known
face-detection classification models, including VGG19, Customized Convolutional neural network, and DenseNet121,
using a large genuine and synthetic image detection database. The last layer's result vectors were extracted and used
to represent the pictures in the examined architectures. For the Customized CNN architecture, DenseNet
architecture, and VGG-19 architecture, the vector sizes were 512, 1024, and 2048, respectively. The top 50 principal
components and the vector points of the dominating variable were kept using principal component analysis (PCA).
The output vectors from principal component analysis were divided into two class using a SVM, legitimate and
fraudulent. VGG19 performs better than other examined models and obtains highest accuracy of 95%.

Masood M. et al. (2021) [31], presents a pipeline for person face identification and detection from input visual
samples. The deep features are computed from the retrieved faces using a variety of deep learning algorithms. In
order to classify the data as real or altered, an SVM classifier is lastly trained over these features. They used the
OpenFace2 package for facial detection in our implementation. OpenFace can estimate head posture, track eye-gaze,
and identify facial activity units in addition to detecting faces using 2D and 3D facial landmarks. Ten different cutting-
edge feature extraction models have been taken into account. VGG-16, ResNet101, XceptionNet, InceptionResV2,
VGG-19, MobileNetv2, EfficientNet, Inception V3, NASNetMobile, DenseNet-169 are the pre-trained CNNs models
employed. With a accuracy of 98%, the DenseNet-169 model had the highest accuracy of all the ones used. It was
closely followed by the XceptionNet with a accuracy of 97.2%. The VGG16 exhibits the lowest accuracy, 89%.

Deng L. et al. (2022) [33], a new EfficientNet-V2 network is suggested for use in determining the authenticity of
images and videos. This study uses FF++ data and achieved an accuracy of 97.90%. Rafique et al. (2023) [34],
proposed a method, which combines Error Level Analysis and deep learning techniques. The researchers investigate
the efficacy of ELA in uncovering inconsistencies introduced by image compression, while simultaneously harnessing
the capabilities of Deep CNNs to capture essential features. The research explores three significant CNN
architectures—GoogLeNet, ResNet18, and SqueezeNet—as solutions for accurate deepfake detection. Additionally,
classifiers such as SVM and KNN are introduced to refine the precision of classification. ResNet18 coupled with KNN
achieves a remarkable accuracy of 89.5%.

Ismail A. et al. (2022) [35], uses a face detector called You Only Look Once (YOLO) to identify people in video frames.
The first feature extraction method, a suggested CNN model, is built on the HOG approach. An improved version of
CNN Xception is the second one. The two recovered sets of information are combined and fed into a sequence of
GRUs for extractacting the temporal as well as spatial data and determine the veracity of movies (GRUs). The
proposed method achieved an AUROC score of 95.53%, accuracy of 95.56%, precision of 97.06%, recall of 96.21%, F-
score of 96.63%, sensitivity of 96.21%, and specificity of 94.29%.
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To identify fake videos, Bacanin N. et al. (2022) [36] suggests using the YOLO-Local Binary Pattern Histogram
(YOLO-LBPH). YOLO is used to identify facial region in pictures or video frames. Using the EfficientNet-Bs
technique, the spatial characteristics are retrieved from the facial image. Then to extract temporal features these are
given as input to LBPH, Multi-Task Cascaded CNN are used to segregate the frames (MTCNN). This work uses
EfficientNet-B5 to extract facial features. The precision scores for the CASIAWebFace, DFFD, and
CelebDFFaceForensics++ (c23) datasets are, respectively, 86.88%, 88.9%, and 91.35%. Recall rates for the CASIA-
Web Face dataset are 94.35%, the DFFD dataset is 93.7%, and the Celeb-DF-Face Forensics ++ (c23) dataset is 92.4%.

Raveena et al. (2023) [37] presents a comparative study of several ML algorithms. And performance is evaluated by
calculating measures like Precision value, F1-score, AUC score, recall value, and accuracy score.

MOTIVATION

Visual content, specifically that which depicts human presence and behavior, is frequently regarded as evidence that
the events in question transpired. Recent technological advancements have facilitated and expanded the accessibility
of altering such content, thereby contributing to the transformation of thinking. Social injustice is compromised when
individuals who lack the means to verify its veracity believe false news that is disseminated via social media.
Therefore, the ability to identify false videos is growing in importance.

However, the majority of current models relied on RGB features for detection purposes, resulting in a restricted
dataset that complicates the identification of images or videos by distinct information domains. To rectify the
aforementioned deficiencies, we incorporate HOG characteristics into the deep features derived from the ResNet50
model. HOG descriptors are capable of examining local intensity gradients, thereby offering valuable insights into
the texture and shape attributes present in images. In recent years, CNN networks have shown remarkable success
in presenting and learning graph structure data. This success has translated into exceptional performance in several
computer vision tasks. Motivated by these developments, ResNet50 model is implemented to detect manipulation
abnormalities and discrepancies in synthetic images or movies, leading to improved performance.

METHODOLOGY

The prime objective of MSFF-Net is to precisely detect and differentiate deepfake photos from genuine ones. Figure
1 shows the block diagram of MSFF-Net, Preprocessing the data is the first step, after which feature extraction is
carried out on the dataset using feature extraction methods. Following the process of feature extraction, Principal
Component Analysis, was utilized for selecting features, and machine learning model is then used for categorization.

‘
/ _ Data pre-processing

| Training set | | Testing set |

l
—=

Resnet50 features

J

| HOG features

__ Feature Extraction

Feature Fusion

Classification

v
SVM classification ‘

Figure 1. General block diagram of the MSFF-Net
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Data Pre-Processing

To prepare each input image for feature extraction, the pre-processing phase is applied. The data is partitioned into
two separate subsets: train, test. This split allows to train the models on a good amount of data, validate their
performance during training, and evaluate their accuracy and robustness on unseen data. To ensure consistency in
the input data and enable efficient training, all images are resized to 224x224 pixels. Figure 2 and Figure 3
presents some examples of real and fake images.

Figure 3. Fake face images

Feature Extraction

In addition to texture and shape features, a CNN based deep features are used for computing the final feature
vector of each face image.

Deep-learning based feature extraction

The feature extraction approach employs a pre-trained Resnet50. In this process, the convolutional base of the model

employs it to extract deep features, while discarding the remaining network components. Figure 4 illustrates the
architecture of ResNet50.
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Figure 4. Architecture of ResNet50

To improve detection performance and accommodate specialized features, this ResNet50 model is fine-tuned using
the 140k real and face datasets [25], Celeb-df [26], and DFDC [27]. As input for the model, every face image is scaled
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to 224 x224x3. The final convolutional block (convs_block3_out) is used to derive the feature vector. The size of the
feature vector is 2048.

HOG feature extraction

According to Dalal et al. [38], HOG is a highly resilient and resistant to environmental changes representation that
finds extensive utility in recognition and detection tasks. Figure 5 illustrates the flowchart illustrating the process
of calculating HOG feature descriptors. The algorithm comprises the subsequent comprehensive steps: Prior to
beginning the human detection algorithm, the image is preprocessed and scaled to the desired dimensions, such as
128 by 64 pixels. Then, for a particular image, a detection window is established.

Following this, the gradient is calculated, which comprises the magnitude and orientation of every pixel in the
detecting window. The gradient can be computed using a variety of operators; for example, it can be expressed as
follows [38]:

Gy(x,y) =P(x+1y)—P(x—1y), (3)
Gy(x'y) = P(x'y + 1) - P(X.}’ - 1);

The variables Gx(x, y), Gy(x, ¥), and P(x, y) denote the horizontal and vertical gradients, the value of the pixel
situated in (x, y) respectively.

G(x,y) =G (x,¥)? + Gy(x,y)? 4)

Gy (x,y)
Gy(x,y)

where 0(x, y) and G(x, y) denote the magnitude and orientation of the pixel at the point (%, y), respectively. The
derivation process of each pixel may not only extract profile information but also helps in reducing the impact of
illumination. Additionally, in the third phase, the image inside the detection window is separated into many cells that
are all the same size. As an adjustable parameter, the cell size is proportional to the dimensions of the image or object.
For instance, an 8*8 cell may be utilized to identify pedestrians within a 128*64 detecting window. In the fourth step,
the direction gradient histogram is calculated for every single cell based on the gradient magnitude and orientation
of every pixel. The gradient's direction is partitioned into bins along the n-axis, and the histogram for each bin is
tallied in accordance with the orientation of every pixel within the cell. Consequently, each pixel's weight in the
histogram is represented by the gradient's magnitude. Encoding the local area of the image while preserving the
importance of each area is the goal of this stage. Fifth, because to variations in lighting and backdrop contrast, the
gradient density will shift across a wide range. To mitigate the issue or reduce the impact of light sensitivity, adjacent
cells are conbined into blocks. This results in the histogram of a block being formed by concatenating the histograms
of each cell in a specific order.

0(x,y) = arctan
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Figure 5. The processes of calculating the HOG feature descriptor
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To further lessen the impact of light and shadow, each block will undergo the normalization process. Some cells
belong to distinct blocks, allowing the same cell to possess multiple normalization properties. Ultimately, the target
image's hog descriptor is created by concatenating the histogram characteristics from various blocks. Figure 6 HOG
images real and fake images.

(a) Real Face (b) HOG of real face (c) Fake Face (d) HOG of Fake face
Figure 6. Example of HOG face images
Feature Fusion

After applying feature extraction modules, we have two features values: HOG feature vector of size 26244, ResNet50
feature vector of size 2048. Finally, the feature vectors are concatenated, where the final feature vector length is
28292. By combining these diverse feature sets, one can create a richer representation of the data that encompasses
both low-level and high-level characteristics. After concatenating, PCA has been used to minimize the feature vector
because the number of features was relatively high. Any irrelevant features that don't considerably improve the
classification algorithms' accuracy are eliminated using PCA. The chosen features are supplied individually to the ML
classifiers for classification.

Classification

SVM is used to tackle problems related to text recognition, face identification, handwriting analysis, classification,
and more. High-dimensional data sets are utilized in this classifier. In contrast to other machine learning techniques,
support vector machines maximize the distance between the nearest data points across all classes through their
implementation of the decision boundary. It operates in a very straightforward and easy way: all you have to do is
locate the hyperplane that divides the data points into several target classes [39]. The decision boundary produced
by SVM is known as the hyperplane. Mathematically, SVM is defined as

(x) = sign(w.x + b) (7)

Here, sign () is defined as 1 for positive numbers and -1 for negative numbers. Additionally present are input data
(x), weight (w), and hyperplane bias (b). SVMs are utilized for binary classification by employing a Gaussian radial
basis kernel function.

G(yu ;) = ¥iyj (8)
RESULTS
Implementation Details

The MSFF-Net has been implemented in Python using TensorFlow, and Keras and it was trained in a Kaggle notebook
using 140k real and fake faces dataset [25], Celeb-df [26] and DFDC [27] datasets. The dataset is divied into 80-20
ratio for traing and testing. Figure 77 presents the overall framework of the MSFF-Net. To enhance the detection
performance, Resnet50 [24] is used to obtain deep-learned features from face images. Following this, designate a
particular model layer to characterize the features. The ResNet pre-trained network was fine-tuned via transfer
learning using the Adam optimizer, with a Ir rate of 0.001 and trained for 20 epochs. These hyperparameters were
determined empirically in an effort to attain the highest level of performance.
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Figure 7. The overall framework of MSFF-Net.
Datasets

The experiments are performed using the 140k Real and Fake faces [25], DFDC [27], and Celeb-df [26] datasets. The
140k Real and Fake faces [25] dataset is downloaded from Kagglke website, it consists of 140,000 images. 590
authentic YouTube videos were used to generate 5,639 DeepFake videos for 59 celebrities of various ages, genders,
and ethnic backgrounds [26]. DFDC [27] comprises 5,000 Snapchat-generated videos, both authentic and fabricated.
As per the MSFF-Net proposal, every final face image is resized to a dimension of 224x224.

Performance metrics

For evaluating the effectiveness of MSFF-Net various metrics, like the confusion matrix, accuracy, F1-measure, false
positive rate, sensitivity, specificity, false negative rate, positive and negative predictive values were used.

Confusion matrix

A table that provides a comprehensive evaluation of the performance by presenting the true and predicted category
of data elements. It aids in the visualization and quantification of the model's faults in differentiating between various
classes [37].

Hinge Loss

Also known as max-margin loss, is a popular loss function used in binary and multiclass classification tasks,
particularly in SVM and related models. It is designed to optimize the margin between classes, aiming to ensure a
clear separation boundary. In classification tasks, the hinge loss function is crucial for training models to make
accurate predictions while maximizing the margin between different classes. By penalizing incorrect predictions,
hinge loss encourages models to learn robust decision boundaries, leading to better generalization and performance
on unseen data. The hinge loss is defined as:
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L(y.f(x)) = max (Ovl _yf(x)) (9)
where y is true class label, f(x) is model output and L(y.f(x)) is Hinge loss.
Accuracy (Acc)

The ratio of instances that were accurately classified by the classifier to the total instances.

TP+TN
Acc = —— (10)
TP+TN+FP+FN

False Negative Rate (FNR)
The ratio of real images that are mispredicted to be fake.

FNR=1-TPR (11)

True Positive Rate (TPR) or Sensitivity

Also known as Recall, measures the proportion of actual real images that are correctly classified.

TP
TP+FN

TPR = (12)
Specificity (True Negative Rate, TNR)
The ratio of fake images that were correctly classified to be fake.

TNR = — N (13)

FP+TN

False Positive Rate (FPR)
The ratio of fake images that are mistakenly classified as real.

FPR =1—TNR (14)
Fi-measure

The harmonic average of recall and precision.

PPV*TPR
PPV+TPR

F — measure = 2 (15)
Negative Predictive Value (NPV)

The ratio of correctly classified fake images to the total images classified as fake.

NPy = X (16)
FN+TN

Precision

Also referred to as Positive Predictive Value (PPV is the ratio of correctly classified real images to the total
images classified as real by the model. It's calculated as:

ppy = —£ (17)

FP+TP
Equal Error Rate (EER)
It illustrates the model's error rate. The model performs better when the value is lower.
Receiver Operating Characteristic (ROC) curve and Area under the ROC Curve (AUC)

The probability curve is shown by the ROC curve, and the quantity or amount of separateness is shown by the
AUC value. The TPR and FPR fluctuate at various threshold values, as seen by the ROC curve.
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AUC values close to one suggest that a well-designed model has strong separability. AUC score close to 0 denote the
least separable model, which is also the poorest. Furthermore, an AUC score of 0.5 indicates that the algorithm is
totally unable to distinguish between groups.

Experimental results analysis

The performance of MSFF-Net on three distinct datasets is presented in Table 1. The proposed MSFF-Net’s
performance on 140k Real and Fake Faces [25] Dataset demonstrates a solid overall accuracy of 89.72%, indicating
its competence in distinguishing between genuine and fabricated facial images. The PPV and NPV of 89.86% and
89.58%, respectively, offer insights into the reliability of the model's performance. Although the values are relatively
high, suggesting a generally correct classification, there is still potential for improvement, especially in reducing false
classifications, which could enhance the MSFF-Net's effectiveness in real-world applications. However, its
performance varies across different metrics. It shows a commendable true positive rate (TPR) of 89.16%, suggesting
a strong ability to correctly identify fake faces. The proposed MSFF-Net’s performance on Celeb-df [26] Dataset
exhibits a commendable accuracy of 90.42%, indicating its proficiency in discerning between real and manipulated
facial images. Upon closer examination, the dataset's metrics unveil both strengths and areas for improvement. The
high true positive rate (TPR) of 93.55% suggests the model's robust capability in correctly identifying fake faces within
the dataset. However, the slightly lower true negative rate (TNR) of 87.48% indicates a comparatively lower accuracy
in recognizing genuine faces. Figure 8 depicts the confusion matrix of MSFF-Net on three different datasets. The
proposed MSFF-Net achieves an accuracy of 91.50% on DFDC [27] dataset. However, a deeper analysis of its metrics
reveals certain strengths and weaknesses. The relatively lower true positive rate (TPR) of 73.97% suggests that the
model occasionally struggles to correctly identify fake faces within the dataset.

Table 1. Performance of MSFF-Net on three different datasets (140Kreal and fake faces dataset, Celeb-df, and

DFDC)
Metrics 140k real and DFDC Celeb-df
fake faces
Accuracy 0.8972 0.9150 0.9042
TPR 0.8916 0.7397 0.9355
FPR 0.0974 0.0459 0.1252
TNR 0.9026 0.9541 0.8748
Fi-measure 0.8951 0.7606 0.9043
FNR 0.1084 0.2603 0.0645
PPV 0.8986 0.7826 0.8751
NPV 0.8958 0.9426 0.9353
Hinge loss 0.3374 0.1966 0.2712
AUC score 0.9617 0.9671 0.9669
EER 0.1072 0.2143 0.1180
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Figure 9 presents the AUC-ROC graphs of proposed MSFF-Net on 140k Real and Fake Faces [25], Celeb-df [26] and
DFDC [27] datasets. These scores serve as indicators of the models' ability to distinguish between authentic and
forged facial images. These scores suggest strong discriminatory power across all three datasets, indicating their
effectiveness in correctly ranking positive and negative samples. A higher AUC score signifies superior performance
in binary classification tasks, where distinguishing between genuine and forged faces is crucial. Thus, these results
underscore the models' proficiency in accurately identifying manipulated facial images, thereby contributing to
advancements in deepfake detection technology. On the 140k Real and Fake Faces [25] model achieves a slightly
lower AUC score of 0.9617. The proposed MSFF-Net achieves the highest AUC value of 0.9671 on DFDC [27] data,
followed closely by the Celeb-df [26] data with a score of 0.9669.
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Figure 9. ROC curve, (a) for 140K real and fake faces dataset, (b) DFDC dataset, (c) for Celeb-df dataset
Comparison with the SOTA models

Table 2 presents a comprehensive performance of MSFF-Net against several SOTA models on the Celeb-df [26] and
DFDC [27] data. Across both datasets, MSFF-Net outperforms or closely rivals existing approaches on the basis of
accuracy (ACC), AUC value, and Equal Error Rate (EER), indicating its effectiveness in detecting deepfake content.
MSFF-Net demonstrates exceptional performance on the DFDC [27] dataset, attaining an accuracy of 91.5%, an AUC
of 0.967, and an EER of 0.214. This highlights its superiority over the majority of other approaches. Similarly, on the
Celeb-df [26] data, MSFF-Net demonstrates competitive performance with an accuracy score of 90.4%, an AUC score
of 0.966, and an EER of 0.118. These outcomes highlight the efficacy of the proposed MSFF-Net in accurately
discerning between genuine and forged facial images, highlighting its potential to make a substantial contribution to
the development of deepfake detecting technologies.

Table 2. Comparison of MSFF-Net and the SOTA models on DFDC and celeb-df datasets

Models DFDC CELEB-DF
ACC AUC EER ACC AUC EER

Xception(baseline) [40] 0.589 0.655 0.405 0.654 0.675 0.384
ForensicTransfer [41] 0.540 - 0.464 0.620 - 0.404
Multi-task [42] 0.511 - 0.494 0.584 - 0.511
MLDG [43] 0.607 0.682 0.370 0.595 0.609 0.418
LTW [44] 0.631 0.690 0.368 0.634 0.641 0.397
RECCE [45] 0.640 0.701 0.355 0.673 0.695 0.336
Fengkai Dong [46] 0.635 0.733 0.342 0.726 0.823 0.264
Proposed method (MSFF-Net) 0.915 0.967 0.214 0.904 0.966 0.118

Table 3 presents a performance of MSFF-Net against several SOTA models, with the evaluation criterion being
accuracy. In the DFDC [27] dataset, the proposed MSFF-Net achieves an accuracy score of 0.915, while existing
models such as Matern [47], Wu [48], Khalid [49], and Fung [50] achieve accuracy of 0.795, 0.904, 0.862, and 0.890,
respectively. On the Celeb-DF [26] dataset, the proposed MSFF-Net attains an accuracy score of 0.904, while the
other models achieve scores of 0.834, 0.940, 0.879, and 0.900. On celeb-df [26] dataset, Wu [48] achieves higher
accuracy then the proposed MSFF-Net. These findings highlight the performance of the proposed MSFF-Net against
existing approaches, highlighting its strengths and areas for improvement in accurately classifying facial images as

authentic or manipulated.

Table 3. Comparison of the MSFF-Net and the SOTA models. The evaluation indicator is the Accuracy.

Models DFDC CELEB-DF
Matern [47] 0.795 0.834
Wu [48] 0.904 0.940
Khalid [49] 0.862 0.879
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Fung [50] 0.890 0.900
Proposed method (MSFF-Net) 0.915 0.904

Table 4 illustrates a comparative analysis of the MSFF-Net alongside various SOTA models, focusing on the
evaluation metric of the AUC score. For the DFDC [27] dataset, MSFF-Net achieves an AUC value of 96.71%. In
contrast, existing models such as Xception [51], ProtoPNet [52], DPNet [53] score 91.27%, 84.46%, 92.44%
respectively. However, some models have unspecified values. For the Celeb-DF [26] dataset, MSFF-Net achieves an
AUC score of 96.69%. In comparison, other models like F3-net [54], Multi-attentional Detection [56] score 65.17%,
67.44% respectively. These findings highlight the comparative performance of the proposed MSFF-Net against
existing approaches, emphasizing its effectiveness in discriminating between genuine and forged facial images across
different data.

Table 4. Comparison of the MSFF-Net and the SOTA models. The evaluation indicator is the AUC score.

Models DFDC CELEB-DF
Xception [51] 91.27% 65.50%
ProtoPNet [52] 84.46% 69.33%
DPNet [53] 92.44% 68.20%
SPSL [54] - 76.88%
F3 — net [55] - 65.17%
Multi-attentional Detection [56] - 67.44%
Proposed method (MSFF-Net) 96.71% 96.69%
DISCUSSION

Results shown in Table 2 demonstrate that MSFF-Net performs significantly better than SOTA models. Hybrid-
learning feature extractors and HOG's respective benefits are merged in the proposed MSFF-Net. Classification
accuracy is enhanced through the combination of deep learning feature analysis and texture analysis. Additional
results are presented in Table 1 for the performance of MSFF-Net on various datasets. The main advantages of MSFF-
Net are:

e By combining texture and deep features, MSFF-Net enhanced the performance.
e MSFF-Net is easily implementable and outperforms existing SOTA models.
e Across various datasets, MSFF-Net shows impressive results.

The MSFF-Net can be implemented in practical scenarios as a highly competitive approach, based on its prior
benefits. The reduction in manipulation artifacts may, nevertheless, compromise the accuracy of detection due to the
stunning and continuous improvements in deepfake generation techniques. Furthermore, it's important to mention
that our proposed method doesn't rely on temporal features, which may also affect the detection accuracy.

CONCLUSION

Recent intrusions by DeepFake software and tools into social media and mobile devices caused mistrust of visual
content. It became effortless to fabricate news to misrepresent politicians, actors, or anyone else. This results in
instability, which requires an immediate investigation into the visual data. In this paper, a fusion method is used to
fuse learned texture features, with deep features to increase performance. The texture and shape features of the
images have been extracted using the Histogram of Oriented Gradients. And for deep features Resnet50 model is
used. Then concatenate the features extracted from two different spaces. After concatenating the features PCA is
employed to identify and choose the significant features and to minimize the feature vector because the number of
features were relatively high.
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The experimental results on various feature extraction approaches demonstrate that the proposed fusion network
outperforms other SOTA techniques. In the future, the goal is to include both spatial and temporal content, as well
as audio content, which can enhance the performace of detection models.

Data availability

The datasets are available in the Kaggle repositories: https://www.kaggle.com/competitions/ deepfake-detection-
challenge and https://www.kaggle.com/datasets/xhlulu/140k-real-and-fake-faces.
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