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The availability of large-scale data (Big Data) presents strategic opportunities to enhance urban 

governance that is adaptive, efficient, and evidence-based. However, its implementation still 

faces various challenges, such as data heterogeneity, limited digital infrastructure, privacy risks, 

and human resource competency gaps. This study aims to identify current research directions, 

key challenges, and develop a conceptual framework for the utilization of Big Data in urban 

management. Using a Systematic Literature Review (SLR) approach and the PRISMA protocol, 

30 scientific articles published between 2020 and 2025 were thematically analyzed. The study 

findings indicate that Big Data integration in urban governance remains sectoral and has not yet 

been fully standardized. As the main contribution, this study proposes a conceptual framework 

based on three key dimensions data, risk, and human resources that interact within an adaptive 

governance system. These findings may serve as an evaluative foundation for developing more 

inclusive and sustainable smart city policies. Future research is recommended to test this 

framework through empirical studies across cities in developing countries. 

Keywords: Big Data, Urban Governance, Conceptual Framework, Smart City, Systematic 

Review 

 

INTRODUCTION 

The rapid development of information technology has fostered various innovations in urban management, including 

the integration of smart city concepts that rely on massive and continuous data utilization. One of the core pillars in 

realizing a smart city is Big Data, which encompasses a large volume of data generated from diverse sources such as 

IoT sensors, social media, digital transactions, and public administration systems. Big Data holds significant 

potential for providing real-time insights to support decision-making in various aspects of urban governance [1]. 

The utilization of Big Data in urban contexts spans multiple sectors such as transportation, environment, public 

safety, infrastructure, and citizen participation [2], [3]. However, the complexity of data also presents new challenges 

in terms of interoperability, privacy, data quality, and the analytical capabilities required to process and interpret 

such data appropriately [1], [4]. Moreover, each urban domain has different data needs and characteristics, which 

means that a one-size-fits-all approach is not applicable. 

As attention toward data-driven governance grows, academic studies concerning the application of Big Data in urban 

sectors have also progressed significantly [3], [5]. Nevertheless, there remains a gap in comprehensive knowledge 

synthesis regarding how Big Data is effectively applied across different urban domains, along with the emerging 

challenges and opportunities from such processes. Hence, a systematic review of recent literature is necessary to 

identify common patterns, best practices, and future research directions within this context. 

To guide the literature review and data synthesis, several research questions (RQs) have been formulated: 

• RQ1: What are the trends and research directions regarding Big Data utilization in urban governance over 

the past five years? 

• RQ2: What are the forms of data variety and structure used in Big Data for urban management? 
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• RQ3: What types of privacy and security risks arise in the implementation of Big Data in smart cities? 

• RQ4: How do human resource competency challenges affect the success of Big Data integration in the urban 

sector? 

• RQ5: What conceptual framework can illustrate the interrelation between data, risks, and human resources 

in supporting effective and sustainable Big Data governance? 

These questions help narrow the focus of the study while expanding the analytical scope across various theoretical 

and practical dimensions in the application of Big Data for urban governance. 

METHODOLOGY 

A. Research Approach 

This study employs a literature review approach using a systematic framework to explore prior studies on the 

utilization of Big Data in urban management. The literature search and analysis process follows structured filtering 

and selection stages based on the PRISMA protocol. This approach enables the researchers to trace the development 

of the field, identify research gaps, and highlight both conceptual and practical contributions from existing studies 

[16], [17]. 

By compiling this review, various strategies for applying Big Data in urban contexts are classified into major themes. 

This process also helps evaluate the effectiveness of policies, technologies, and implementation models used to 

support smarter, more participatory, and sustainable urban governance across different regions [18]. 

B. Article Search and Selection Procedure 

Literature was collected from five leading academic databases: IEEE Xplore, SpringerLink, ScienceDirect, MDPI, and 

Taylor & Francis. Keywords used were combinations of terms such as “big data,” “urban governance,” “smart city,” 

and “data-driven government,” joined by Boolean operators like AND and OR to yield more relevant search results. 

These keywords were selected based on the context of technology-based urban governance and the role of Big Data 

in decision-making processes [19], [20]. 

The search was filtered by publication year (2020–2025), English language, and peer-reviewed articles. This process 

initially produced 385 articles. After removing duplicates, screening by title and abstract, and reading the full texts 

of relevant articles, a final set of 30 key articles was selected. These articles formed the basis for the thematic synthesis 

and classification in this study [21]. 

C. Inclusion and Exclusion Criteria 

The selection process began with the identification stage, which yielded 385 articles. After deduplication, 340 articles 

remained. The next screening involved reviewing titles and abstracts to assess topic relevance to the research focus. 

This process narrowed the selection to 120 articles that met the initial criteria. This stage ensured the quality and 

relevance of literature for further analysis [22]. 

Following the initial screening, a full-text reading (full-text screening) was conducted to ensure the selected articles 

explicitly discussed the application or integration of Big Data in the context of urban governance. Ultimately, 30 high-

quality and highly relevant scientific articles were selected for thematic analysis. The selection flow is presented in a 

PRISMA diagram as a systematic representation of the review process [23]. 

D. Analysis and Classification Technique 

After selecting the articles, classification was conducted based on emerging themes, methodological approaches, 

geographic regions of the studies, as well as the technologies and data systems used. This process was supported by 

the development of a review matrix to organize contributions, challenges, and trends identified in each article. The 

analysis used a thematic approach, emphasizing recurring and relevant narrative patterns across different contexts 

[21], [23]. 
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The classification revealed that most studies focus on integrating urban information systems with Big Data analytics 

to support fast and accurate decision-making. Some studies also highlight the critical role of real-time data in citizen 

engagement, budget transparency, and risk mitigation for urban issues such as traffic congestion and disasters. This 

analysis forms the foundation for the synthesis discussed in the next section, which outlines policy directions and 

best practices based on the literature findings [22], [24]. 

E. Study Validity and Relevance 

Validity in this study is ensured by relying solely on peer-reviewed articles from highly reputable journals. Literature 

quality assessment was based on citation counts, research methodology, and the contextual relevance of the studies. 

Moreover, geographic diversity was considered to provide a global perspective on the utilization of Big Data in urban 

governance systems [19], [20]. 

Topical relevance was guaranteed through a curated literature selection focused on strategic issues and smart city 

policy. Topics that were overly technical or specific to a single software or algorithm without managerial dimensions 

were excluded. Through this approach, the results obtained are not only academic but also adaptable for real-world 

policy practice in municipal governments and public data institutions. 

 

Figure 1. PRISMA Flow Diagram for Study Selection Process. Adapted from Kong et al. [23]. 

 

F. Literature Matrix Review 

As part of the literature analysis process, the researchers compiled a review matrix to map relevant studies related to 

the utilization of Big Data in urban governance. This matrix serves as a systematic tool to organize key information 

from the literature, such as research approaches, the scope of urban domains, and the main findings that can serve 

as a basis for thematic synthesis. 

The development of this matrix enables researchers to identify common patterns, differing approaches, and potential 

directions for future research. Additionally, this process enhances the transparency and credibility of the review, and 

forms the foundation for domain classification in the following chapter. 

 

Table 1. Literature Review Matrix on Big Data Utilization in Urban Governance. 

Domain Research Field References 

Smart Governance Data-driven policy, governance innovation [1], [4], [5], [6], [19] 
Smart Mobility Intelligent transport, mobility analytics [26], [27], [33] 
Smart Environment Air quality, disaster warning, environment monitoring [28], [29], [32] 
Smart Living Urban safety, surveillance, public service delivery [30], [8], [12] 
Smart People Citizen participation, digital engagement [2], [34], [35] 
Smart Economy SME performance, innovation, digital economy [36], [37] 

 

RESEARCH QUESTIONS AND INVESTIGATIVE FOCUS 

This chapter elaborates on the research questions that serve as the foundation for compiling a systematic review on 

the utilization of Big Data in urban governance. Given the multidimensional characteristics of digital city governance 
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encompassing technical, policy, and human resource aspects the formulation of research questions is carried out 

thematically to reflect the complexity and scope of the issues addressed. 

Each research question is constructed based on prevailing trends found in recent literature, with the aim of 

systematically directing the investigative focus toward the main dimensions of Big Data implementation in the 

context of urban governance. 

A. Trends in Big Data Research for Urban Governance 

This question is formulated to investigate the development trajectory of scientific studies related to the utilization of 

Big Data in the context of urban governance. As modern cities increasingly rely on digital data to support decision 

making, academic research has shifted from technical focuses such as data collection and infrastructure optimization 

[2], [6] toward more strategic and participatory approaches that emphasize policy, transparency, and citizen 

engagement [4], [9]. 

Identifying temporal and geographic trends in scientific publications over the past five years is essential to mapping 

dominant topics, methodological approaches, and research gaps that remain open [10]. Therefore, RQ1 serves as a 

foundational basis for understanding how the scientific community positions Big Data as a key pillar in building 

adaptive and sustainable urban governance. 

B. Characteristics of Data Variety and Structure in Urban Big Data Systems 

This question aims to investigate the diversity of data types and the complexity of structures used in Big Data systems 

for urban governance. Previous studies show that data in this context originates from various entities, such as IoT 

sensors, social media, government administrative systems, and digital transactions [6], [7], [9]. This diversity 

includes structured, semi-structured, and unstructured data, each of which requires specific approaches in terms of 

integration, interoperability, and analysis [3], [10]. 

Heterogeneous data structures directly impact the quality of decision-making due to potential inconsistencies in 

format, lack of standardized metadata, and limited cross-system integration. Therefore, RQ2 is crucial to 

understanding the technical challenges arising from data variety and structure, as well as to support the urgency of 

developing open and semantically based data architectures in smart city governance. 

C. Privacy and Security Risks in Urban Big Data Governance 

This question is designed to identify various forms of privacy and data security risks in the implementation of Big 

Data within urban governance. Several studies indicate that the increasing volume and variety of data collected from 

urban residents can elevate exposure to privacy breaches, particularly when not accompanied by adequate technical 

safeguards [6], [10]. These risks are exacerbated by the absence of unified security standards and weak data 

protection regulations at the local level [4], [9]. 

In addition, some literature emphasizes that the integration of new technologies without system designs that 

incorporate privacy principles from the outset may lead to data leaks or misuse of personal information [2], [6]. 

Therefore, it is necessary to formulate a data governance approach that prioritizes information security principles, 

process transparency, and the strengthening of public privacy policies in order to build citizen trust in Big Data-based 

digital systems. 

D. Human Resource Competency Challenges in Big Data Implementation 

Challenges in the implementation of Big Data for urban governance are not limited to infrastructure and technology, 

but also lie in the readiness of human resources (HR). Several studies highlight the presence of skill gaps in key roles 

such as data analysts, system architects, and data-driven policy developers [6]. This gap is particularly evident in 

developing cities that face limited access to adequate training and human capacity development [9]. 

As a consequence, low data literacy and the lack of formal training hinder data-driven decision-making processes. 

Moreover, not all cities possess training institutions or systematic capacity-building mechanisms to support the 

adoption of smart technologies [10]. Therefore, RQ4 is focused on understanding these human resource challenges 
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as a preliminary step in designing sustainable and context-specific capacity-building strategies tailored to the needs 

of Big Data-based urban governance. 

E. Conceptual Framework Connecting Data, Risk, and Human Resources 

This question seeks to develop a conceptual framework that describes the interrelationship between the key 

dimensions involved in Big Data-based urban governance: data, risks, and human resources. These three elements 

are often discussed separately in various studies, yet few have attempted to integrate them into a unified model that 

reflects their interdependence in supporting sustainable and adaptive governance systems [1], [4], [6], [10], [18]. 

The data dimension includes aspects such as structure, format, interoperability, and update frequency, which are 

critical for producing evidence-based decisions. The risk dimension covers privacy, security, and the potential for 

data misuse, which can hinder public trust and the effectiveness of urban digital systems. The human resources 

dimension addresses issues of competence, training, and ethical awareness, which determine the capacity to manage 

both data and risks effectively. 

The conceptual framework proposed in this study will serve as a synthesis model that connects these three 

dimensions within a governance structure. This model is expected to provide a holistic perspective that can be used 

as a foundation for policy evaluation and future empirical validation. 

 

RESULTS AND DISCUSSION 

A. RQ1 – Big Data Research Trends for Urban Management 

The analysis of the 30 selected articles shows that research trends on Big Data in urban governance have experienced 

significant growth during the 2020–2025 period. The initial research focus revolved around technical issues such as 

transportation system efficiency, digital infrastructure, and data collection via sensors [3], [11], [26]. However, 

starting in 2022, research topics evolved towards more strategic themes such as data governance policies, citizen 

participation in decision-making, and privacy and data security issues [2], [4], [5], [12]. 

Geographically, most publications still come from developed countries such as Japan, South Korea, and various 

European nations [3], [13], while contributions from developing countries remain limited and are more exploratory 

in nature [22]. In addition, there has been a methodological shift from technology- and experiment-based studies 

toward those using conceptual frameworks and systematic analysis [1], [16], [23]. These developments underline the 

importance of strengthening cross-sectoral and interdisciplinary perspectives in understanding Big Data integration 

into sustainable urban governance [18], [19]. 

 

Table 2. Trends in Big Data Research for Urban Governance (2020–2025) 

Year Number of 
Publications 

Dominant Focus References 

2020 3 Infrastructure, Mobility [1], [3], [4] 
2021 4 Environment, Data Governance [6], [7], [8], [9] 
2022 7 Smart Security, e-Participation [10], [11], [12], [13], [14], [15], [16] 
2023 8 Public Service, Analytics [17], [18], [19], [20], [21], [22], 

[23], [24] 
2024 5 Risk, Privacy, Policy [25], [26], [27], [28], [29] 
2025 3 Conceptual and Framework-Oriented Topics [30], [31], [32] 
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Figure 2. Publication Trends of Big Data Research in Urban Governance (2020–2025).  

 

This figure visualizes the annual distribution of research publications analyzed in the SLR. A noticeable increase 

occurred between 2021 and 2023, indicating growing interest in strategic themes such as public service analytics and 

citizen participation. 

B. RQ2 – Data Variety and Structure 

The reviewed studies show that data variety in the context of urban governance encompasses a wide range of types 

and sources, including IoT sensor data, spatial data, digital transaction records, and social media content [3], [26], 

[28], [30]. The data formats used are also highly diverse, including structured data (such as system logs and 

demographic data), semi-structured data (such as JSON and XML), and unstructured data (images, videos, and free-

text content) [11], [20], [23]. This variety creates challenges related to format consistency, cross-platform integration, 

and the need for interoperability systems capable of unifying data from various urban domains in real-time [22], 

[25], [33]. 

 

Table 3. Data Types and Interoperability Challenges in Urban Governance 

Data Type Source Format Interoperability 
Challenges 

Reference 

IoT Sensors Transportation JSON, CSV High [4], [18], [27] 
Social Media Twitter/Facebook Text, Image High [3], [13], [20] 

Administrative Government 
Databases 

SQL, XML Medium [6], [1], [27] 

Digital Transactions E-commerce/Bank CSV High [27], [18] 
 

Figure 3. Layered Architecture in Urban Data Processing Flow 

 



Journal of Information Systems Engineering and Management 
2025, 10(55s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 720 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

The heterogeneity of data structures also has implications for the accuracy of analysis and decision-making. Several 

studies note that data originating from public sectors is often not regularly updated, lacks standardized metadata, or 

is incompatible with other systems [1], [4], [18]. To address these challenges, a layered data architecture such as the 

one shown in Figure. 3 is essential. The figure illustrates the data processing flow, starting from input sources, 

centralized storage (data lake), integration and cleaning processes, through to analytics and data presentation in the 

form of decision dashboards [6], [24]. 

Table 4. Description of Big Data Architecture Layers 

Layer Description References 

Input Data collected from sensors, social media, 
transactions, and administrative logs 

[4], [9], [15], [18], [26] 

Analytics Engine Real-time/batch processing, predictive 
modeling, AI/ML-based analysis 

[13], [20], [24], [27] 

Integration & Cleaning Combining structured/semi-structured data; 
removing redundancy and noise 

[6], [12], [16], [22] 

Decision Dashboard Visualization of insights via dashboards, 
used by policymakers and urban leaders 

[8], [10], [17], [21] 

 

Table 4 provides an explanation of each architectural layer in the Big Data pyramid illustrated in Figure 2. These 

layers reflect the flow of data from collection to insight delivery and are supported by various studies highlighting the 

function and challenges of each phase. 

C. RQ3 – Privacy and Security Risks 

The implementation of Big Data in urban governance brings significant privacy and security risks. Many studies have 

identified key concerns regarding the potential misuse of citizen data, such as unauthorized location tracking, mass 

surveillance via CCTV or social media, and personal data breaches due to weak protection systems [4], [5], [8], [9], 

[30]. The lack of preparedness in terms of policies and security infrastructure is a major issue, especially in developing 

cities that do not yet have adequate data protection regulations [6], [22]. 

Various security approaches have been developed to address these risks. Several studies propose the use of 

encryption, role-based access control, the principle of privacy by design, as well as AI-based auditing and 

anonymization techniques for open data such as social media [4], [8], [9], [31]. 

The table below summarizes a comparison of several security approaches found in selected studies: 

Table 5. Comparison of Data Security Approaches in Urban Governance 

Security 
Approach 

Protection 
Focus 

Advantages Limitations References 

End-to-End 
Encryption 

Citizen personal 
data 

Ensures data 
confidentiality in transit 

Ineffective if source 
data is already leaked 

[4], [8], [18], 
[31] 

Role-Based Access 
Control 

User access rights Prevents unauthorized 
inter-departmental access 

Requires complex 
access management 

[3], [8], [9], 
[30] 

Privacy by Design Full data lifecycle Integrated from the early 
system design 

Requires systemic 
redesign 

[6], [22], [23], 
[31] 

Open Privacy Policy Public 
transparency 

Builds citizen trust Difficult to implement 
in immature systems 

[1], [5], [6], 
[22], [28] 

Data Anonymization 
+ AI Audit 

Social media & 
CCTV data 

Reduces re-identification 
risks 

May lower data 
accuracy 

[9], [13], [24], 
[27], [31] 

 

Each security approach listed in Table. 5 is supported by multiple references from the SLR, emphasizing the diversity 

of implementation strategies and the multifaceted challenges involved in protecting urban data. 
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D. RQ4 – Human Resource Competency Challenges 

The successful implementation of Big Data in urban governance is significantly influenced by the readiness and 

competence of human resources, especially in developing cities. Numerous studies report persistent shortages of 

professionals, particularly data analysts and system architects, who possess the necessary skills to process, interpret, 

and integrate complex urban data systems effectively [10], [22], [33]. This shortage represents a major barrier to the 

adoption of data-driven decision-making strategies. 

As visualized in Figure 4, the most frequently cited human resource challenge across the reviewed literature is 

insufficient training, followed by the lack of qualified data analysts and system architects [10], [18]. These findings 

are further substantiated in Table 6, which provides a mapping of how frequently each challenge was identified across 

the selected studies. 

Table 6. Mapping of Human Resource Challenges in Urban Big Data Governance 

Challenge Number of 
Studies 

References 

Insufficient Training 14 [6], [10], [18], [22], [24], [27], [30], 
[31], [33], [34], [35], [36], [37], [12] 

Lack of Data 
Analysts 

12 [6], [10], [18], [24], [27], [30], [33], 
[34], [35], [12], [13], [22] 

Lack of System 
Architects 

9 [6], [10], [22], [24], [33], [35], [36], 
[37], [30] 

 

Figure 4. Human Resource Challenges in Urban Big Data Implementation 

 

In addition to the challenges in workforce availability, a broader set of skill gaps has been identified, spanning 

technical, ethical, and governance domains. These include low awareness of data ethics and privacy protection, 

limited expertise in analytical tools, and a lack of staff who can effectively integrate data analysis with public policy-

making processes. 

These specific gaps are detailed in Table 7. 
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Table 7. Skill Gaps in Human Resources for Urban Big Data Governance 

Skill Gap Description References 

Data Analysis Lack of professionals capable of reading and 
leveraging large-scale data 

[6], [10], [18], [22], 
[24] 

System 
Architecture 

Shortage of experts in designing integrated and 
scalable city data systems 

[10], [22], [24], [33] 

Data Ethics and 
Privacy 

Low awareness of data protection and privacy 
compliance 

[6], [22], [24], [30] 

Mastery of 
Analytical Tools 

Limited training in tools such as Hadoop, Spark, 
or visualization platforms 

[10], [18], [24], [27] 

Governance Skills Few staff who understand the integration of 
public policy and data analytics 

[6], [22], [24], [33] 

 

RQ5 – Conceptual Framework for Urban Big Data Governance 

Based on the synthesis of 30 selected articles, this study formulates a conceptual framework that represents the 

interrelation between three main dimensions in Big Data governance for smart cities, namely: data, risk, and human 

resources (HR) [1], [4], [6], [10], [18]. These three dimensions do not stand alone but are interconnected within an 

adaptive system governed by a governance structure as the regulatory and institutional framework that directs 

interaction, decision-making, and feedback mechanisms [5], [6], [19]. 

The data dimension is a fundamental component, covering the structure, format, interoperability, and update 

frequency of data used in evidence-based decision-making processes [3], [6], [20]. However, the effectiveness of data 

is heavily influenced by the quality of human resources managing it, as well as the regulatory framework that ensures 

data is handled securely and responsibly [6], [22]. 

The risk dimension relates to issues of privacy, security, and the potential misuse of data. Violations in this area may 

damage public trust and hinder the overall implementation of smart city systems [4], [5], [8], [9]. These risks arise 

due to the integration of large-scale data that is not matched with adequate security systems, particularly in 

developing cities. In this framework, risks are not only technical but also social and ethical in nature [8], [9]. 

The human resources (HR) dimension acts as the key actor responsible for operating, managing, and mitigating the 

risks associated with Big Data usage. The main challenges in this dimension include competency gaps, lack of 

technical training, and limited understanding of data governance and digital ethics [10], [22], [24]. HR quality 

directly affects the accuracy of data processing and the success of risk management efforts. 

To clarify the scope of each dimension, Table 8 summarizes the key focus areas and common challenges identified 
from the literature review: 
 

Table 8. Summary of Key Dimensions in Big Data Governance Framework 

Dimension Key Focus Common Challenges 

Data Structure, format, 
interoperability, data updating 

Inconsistent formats, limited 
integration, delayed updates 

Risk Privacy, security, surveillance, 
information misuse 

Data leaks, unauthorized access, weak 
data protection regulation 

HR Technical competencies, 
training, ethical awareness 

Skill gaps, lack of training, low ethical 
awareness 
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To visualize the interconnection between the three dimensions, Figure. 5 presents the conceptual framework in an 

interactive and bidirectional format. In this model, each dimension influences the others, all operating within a 

governance structure that directs, regulates, and receives feedback from the system [5], [6], [18]. Governance does 

not only regulate formal procedures but also acts as a reflective system that adjusts policies based on real-world 

dynamics [6], [19], [23]. 

Figure 5. Conceptual Framework of Three Dimensions in Urban Big Data Governance 

 

 

This model shows that the interrelation between data quality, risk exposure, and HR capacity forms a complex policy 

cycle. Governance serves as a connector that maintains coherence among elements and enables continuous strategy 

adjustments. This framework can be used as an evaluative tool to assess a city’s readiness to implement responsible 

and adaptive Big Data governance [6], [10], [12], [18]. 

CONCLUSION 

This study presents a systematic review of Big Data implementation in urban governance, focusing on five key 

questions related to research trends, data variety, privacy risks, human resource competency challenges, and a 

relevant conceptual governance framework. Based on an analysis of 30 scientific articles from the 2020–2025 period, 

the findings reveal that the integration of Big Data into urban management still faces multidimensional and 

interrelated challenges. 

In general, Big Data demonstrates great potential to transform urban governance toward a smarter, more efficient, 

and evidence-based direction. Current research trends have shifted from purely technical approaches toward greater 

attention to policy, social risks, and institutional readiness. However, the success of Big Data implementation is 

highly dependent on data quality, information security system readiness, and the competency of human resources 

managing it. 

To ensure optimal utilization of Big Data in city management, special attention is required in the following areas: 

• Strengthening data interoperability and standardization, to enable efficient and consistent cross-sector and 

institutional integration. 

• Implementing clear and adaptive privacy regulations and information security policies in response to 

technological developments. 

• Developing human resource capacity through continuous training and enhancement of technical 

competencies and digital ethics awareness. 

• Applying reflective and collaborative governance approaches by involving public participation and data-

based policy evaluation. 
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• Expanding the research context to developing countries to enrich model validation and understand more 

diverse implementation challenges. 

The conceptual framework developed in this study based on the interaction among data, risk, and human resources 

within a governance system can serve as a theoretical foundation for evaluating the maturity of Big Data governance 

practices. Future research is recommended to test the validity of this model through empirical case studies and 

comparative cross-regional approaches, in order to strengthen policy recommendations and accelerate the adoption 

of inclusive and sustainable digital transformation in future cities. 
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