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In the digital world, security of digital documents is a big challenge. Digital 

documents can be in any form, like images, word files or PDF. Digital watermark is 

used to secure copyright ownership. Also, it is used to validate the ownership of the 

digital document. This paper gives a detailed literature review of digital watermark 

types and applications. Also enlighten different attacks on digital watermarks. 
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Introduction 

With the help of the internet, it is very easy and time saving to send important electronic 
documents such as identity proof, address proof, bills, and images from one place to another. As the 
internet is not providing any security to digital content, it is important to provide security to these 
digital documents. For example, an image in healthcare sector holds significant value in shaping 
treatment choices. If the image is tempered by an attacker, then there is high risk as the patient's life 
is in danger. To avoid such situations, security is provided to digital documents. 

Authentication, confidentiality, authorization, integrity, accountability, and non-repudiation are 
criteria for digital document security [1]. 

As the internet is growing fast, digital content can be reproduced very easily.  So, there is a strong 
need to provide security to digital content. Digital watermark is a solution for content protection.  

Digital watermark 

Digital watermarking is the branch of information hiding. Digital watermarking is the process of 
incorporating identification or reorganization information into multimedia content that are readily 
apparent. It protects the copyright information of the owner. Also, it is used for safeguarding 
intellectual property rights, recognizing ownership, and ensuring authentication and security of digital 
content.  

As per definition digital watermarking is the process of incorporating digital information known as 
watermark into in the form of text, image or video on the digital media.  

Characteristics of digital watermark  

Evaluation of watermark is done based on these characteristics [2][3]. 

1) Robustness: watermark must be robust. Robustness means if there is any attack on watermark, 
watermark is expected to be intact, and there is no change in watermark data. Integrity of the 
watermark remains as it is after attending several watermark attacks. Also, if an unauthorized 
user tries to manipulate the watermark, then the watermark remains unchanged. 

2) Imperceptibility: Imperceptibility means unnoticed.  Watermarks should be hard to detect or 
it cannot be easily apparent to the viewer.  Such a watermark is used for content or owner 
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authentication. However, digital watermarks are classified as visible and invisible. Visible 
watermarks are visible to the human eye. Examples are logos used in news channels at the time 
of broadcasting news. Invisible watermark is helpful for text documents as it can be modified or 
copied easily. Invisible watermark is not visible easily but it can be extracted using a certain 
algorithm. 

3) Security: Digital watermark is said to be secure if watermarked data is unchanged irrespective 
of various attacks on it. It signifies the ability to prevent any unauthorized manipulation of the 
digital watermark.  

4) Capacity: Capacity is stated as the maximum amount information can be inserted into a cover 

object. Cover objects can be text, image, audio or video. 

5) Verifiability: Watermark should be able to confirm the ownership of copyright protected 
information. 

Process of Digital Watermark   

Digital watermarking is used to hide copyright information into cover media such as text, image, 
audio or video.  If any modification is done with watermark or in case of any attack on watermark or 
any changes made in the digital data, then this watermarked data is extracted to validate ownership.  

Digital Watermark embedding and extracting process is as follows [4]. 

Digital watermark Embedding Process: 

a. Let X is digital data on which digital watermark (W) is embedded. 

b. Digital watermark (W) may contain copyright information. 

c. Generate key (K) which is required to embed a watermark on digital data.  

d. Apply algorithm with key (K) to embed digital watermark (W) on Data (X). 

e.  The output of successful watermark embedding Process is watermarked data (X`)     

                         
The watermark extraction process is as follows  

a. Watermarked data (X`) is input to extract original data and digital watermark  

b. Another input is Key (K) of the watermark extraction algorithm.  

c. Apply algorithm with key (K)on watermarked data (X`) to get output as Original Data (X) and 

Digital watermark (W) 
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Digital watermark is grouped into different categories based on their features, type and 
applications [5] [6][7][8].  

 
 
 

Parameter Watermark and Description 
Data for 
Extraction 
or 
Detection 
Process 

Blind: These watermarks find out 
watermarked data without knowing 
the original signal. Here Original 
document is not required during 
watermark extraction. These 
watermarks are not much robust. 
Informed: To know watermarked 
data, these watermarks require an 
original signal. Original document is 
required during watermark 
extraction. This type of watermarks 
more tough to any attack.  

Robustnes Fragile: These watermarks are very 
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s sensitive. Watermark will be 
destroyed immediately if any small 
modification is done with watermark. 
Such a watermark will be used in 
authentication and verification of 
integrity purposes. 
Semi: This type of watermark 
presents itself like fragile watermark 
but they are much robust to handle 
minimal alteration such as adding 
noise. Such watermarks will use in 
authentication and tamper control of 
images. 
Robust: Robust watermark can 
survive itself after multiple attacks on 
the watermark. Also, in robust 
watermark watermarked data is 
extracted successfully by authorized 
users though watermark has gone 
through multiple signals processing to 
manipulate watermark and 
watermark attack.  Such watermarks 
will be used for duplication control 
also known as copy control and e-
monitoring purposes. 

Perceptivit
y 

Visible: Visible watermarks can be 
clearly visible to the human eye.  
Invisible: Invisible watermark is not 
visible to the human eye. This type of 
watermarks is stronger as compared 
to visible watermark. 

Domain Spatial: It is watermarking technique 
where watermarked data is embedded 
by modifying pixel value of an image, 
audio or video. 
Transform:  It is watermarking 
technique where watermarked data is 
inserted in the frequency domain. For 
example, Fourier Transform, Discrete 
Cosine Transform 

Host 
Media 

 Text: In text watermark, Watermark 
data is embedded into text then it is 
called Text Watermark. 
Image: Watermarked data is 
embedded inside image is called 
image watermark. It is visible or 
invisible. 
Audio: Watermarked data is 
embedded inside audio signal is called 
audio watermark. It is imperceptible 
to human ear and can store copy right 
information.  
Video: Video is sequence of images 
and audio signal. When watermarked 
data is embedded into video signal, it 
is called video watermarking. 

Table 1: Classification of watermark 
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Applications of Digital Watermark  

Digital watermarking is used in various applications [9].  

1. Broadcast monitoring: The aim of broadcast monitoring is to check when and where content was 

broadcast via satellite transmission and generate tracking reports for content owners. Here 

watermark is embedded in content data such as music, video etc. [10]. 

2. Copyright protection: owner`s copyright information is embedded in a digital watermark to 

prove his ownership.  For this, an invisible watermark is used. If there is any controversy or dispute 

about ownership of the data, this watermarked information is extracted to prove the ownership [11]. 

3. Copy Protection: digital watermark is used to avoid replication of digital content.  If an 

unauthorized user tried to copy digital content, then digital watermark embedded on digital content 

does not allow making a replica of the same [11].  

4. Medical applications: Digital watermark is used in the medical field. In this, medical information 

of patients and other details such as prescriptions, reports is stored in digital format. This document 

contains digital watermarks either in visible or invisible format. This digital watermark helps 

doctors and medical applications to verify the authenticity of documents. Here digital watermark 

ensures that medical documents are not tampered [12]. 

5. Fingerprinting: Fingerprints are used in identification. Watermarking technique is used for 

fingerprinting. In fingerprinting hidden data is known as fingerprint which is unique and used for 

identification purposes. For example, a unique watermark is embedded on each license document. 

When a buyer purchased a copy of a licensed document, a unique watermark owner can identify 

buyer information. This will help to prevent illegal copying of licensed documents [12].  

6. Captioning: Captioning means title or explanation.  For example, an image with a caption means 

brief information about the image. Similarly, a watermark is also used as a caption which provides 

identification information of the owner [12]. 

7. Data Authentication: Authentication is the process of verifying the identity. Data authentication 

is the process of verifying the identity of data received. Digital watermark is used in the data 

authentication process. Digital watermark helps to verify data received is original and no tampering 

is done with data. Here Sender sends data with a digital watermark embedded on it. On the receiver 

side, when data is received, digital watermark is extracted to check authenticity of data [13]. 

  

Attacks on digital watermark 

In terms of watermark, detecting watermark or watermarked data by unauthorized users is 
called an attack on watermark. Detecting and manipulating watermark is the major in copyright 
protection, fingerprinting or copy control applications. Watermark attack is partitioned into four 
categories namely Removal attack, geometric attack, cryptographic attack and protocol attack [14]. 

a. Removal attack: it tries to remove watermark information without knowing the watermarking 

algorithm [15].  

b. Cryptographic attack: These attacks target the security methods in the watermarking system 

and try to remove embedded watermark information or it simply adds fake watermark information 

into it. This can be done with a technique called brute force search. Another technique used in 

Cryptographic attack is called Oracle attack. This technique is used to create non-watermarked 

signals and when this signal traverses watermark detector, it fails to recognize [16].   

c. Protocol attack:  In Protocol attack, attacker tries to prevent watermark to do its intended 

functions. Attacker removes watermark from watermarked data and claims ownership of the 

watermarked data. This creates ambiguity between the genuine owner and fake owner. This type of 

protocol attack is called Ambiguity attack. Another form of protocol attack is copy attack where 

watermark is neither destroyed nor changed, only identify and extract watermark, copy it and paste 
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it into another data called target data.  The attack is called copy attack when a valid watermark 

(Copy of original watermark) is generated on target data without any watermark algorithm [17].  

d. Geometric attack: it tries to modify synchronization between watermark detector and 

information which is embedded and result in synchronization error.  This watermark is neither 

removed nor changed. Watermark is still present but only its position changed.  Once perfect 

synchronization is achieved watermark detectors detect digital watermark and extract watermark 

information [18]. 

 

Various types of other watermark attacks are as follows [19][20]. 

1. Active attacks: In this type of attack, the attacker removes watermarked data. It tries to make 

the watermark undetectable. 

2. Passive attacks: Here the attacker does not remove watermarked data.  But it tries to find out 

whether a watermark is present or not.  

3. Collusion attacks:  Every valid document or image contains valid data and watermark 

information. This watermark is unique, which is used for identifying a copy of a valid document. 

In this type of attack, the attacker tries to create a new copy of document or image without any 

watermark. Collusion attack is a major challenge in fingerprinting applications. 

4. Forgery attacks:  In this type of attack, the attacker does not remove the original watermark. 

Here hackers add new valid watermarks into data.  Once a new valid watermark is inserted into 

data, hackers in other words, unauthorized users can obtain access and modify document data or 

images. This will create confusion between original document and fake document. Forgery attacks 

are a major concern in data authentication. 

5. Detection disabling attacks: this attack tries to find correlation of watermark. Once 

correlation is found, it breaks the correlation. As correlation breaks, watermark detection is not 

possible. Though watermark is present in the data, due to lack of correlation, detection of 

watermark is not possible. This attack is known as "Synchronization attack". 

6. Ambiguity attacks: this attack attempts to generate false or fake watermarked data from host 

data. By generating fake watermarks, it claims ownership of watermarked images or data. 

For Example, ambiguity attack generates and embed one or multiple fake watermarks into image 

or document to confuse watermark detector. It makes confusion about the original owner of the 

document. It misleads here original owner. This attack is also known as "fake watermark attack", 

"fake-original attack", "deadlock attack" and "inversion attack" 

7. Copy attacks: The goal of this attack is neither to remove watermark nor to manipulate 

watermark. It attempts to detect watermarked data and copy it to some other data. The attack is 

called a copy attack if a valid watermark in other data can be produced without using any 

algorithm and algorithm key. 

8. Geometric attacks: Unlike removal attacks, geometric attack does not remove watermarked 

information but it tries to manipulate watermark detector synchronization with embedded 

information. 

Text vs. image watermark 

For document security host media is text and image only. So in this section we will see about text 

watermarking and image watermarking in detail. 

Ref. 
No 

Paramete
r 

Text Image 

[21] Definition Text 
watermarking 
involves 
embedding 
unique 

When 
watermarked 
data is 
embedded 
inside image, it 
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watermark 
inside text. 

is called image 
watermark. 

[22] 
 

[23] 

Classificatio
n 

image based 
- for 
embedding 
watermark 
image of text is 
used  
syntactic -
text is 
converted into 
syntactic tree 
and depending 
upon bit value 
from syntactic 
tree watermark 
is embedded 
semantic- 
synonym 
substitution 
method is used 
for semantic 
content for 
watermarking 

Spatial 

domain: In 

Spatial 

domain, 

watermark is 

embedded into 

cover image by 

just modifying 

pixel values 

Frequency 

domain: In 

Frequency 

domain, image 

is first 

transformed 

into spectral 

coefficient and 

then 

watermark is 

added to 

spectral 

coefficient. 

[5] 
[21] 

 
[6] 

Attacks 

character-

level attack: 

altering 

characters of 

text without 

changing 

original word 

Word Level 

attack: 

Adding, 

replacing word 

with other 

word  

Deletion 

attack: some 

words of text 

are deleted 

which distort 

watermark 

Formatting 

based attack 

like copy and 

paste, retyping  

Geometric 

attack 

Image 

Degradation  

Image 

Enhancement 

Image 

Compression 

Image 

Transformatio

n  

 

[21] 
 

[27] 

Application
s 

copyright 

protection 

fake news 

detection 

 
 

Fingerprinting  

Intellectual 

property right 

protection  

Broadcast 

monitoring 

Medical 

imaginary 
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Illegal 

transaction 

identification 

[28] 

Embedding 
Capacity 

Low or Limited 
to text 
information 
such as 
copyright 
information 

HIGH means 
can embed 
comparatively 
large 
information 
into image 

[28] 
Robustness HIGH 

MEDIUM/LO
W 

 
Visibility 

Less Visible or 
sometimes 
overlooked 

Clearly Visible 

 
Example 

Text, mostly 
copyright 
information 

Logos and 
graphics 
images  

 
 

Implement
ation 
complexity 

Simple Complex 

Table 2: Text vs. Image Watermarking 

Combining Hybrid Image Watermark for more Robustness and enhanced Security of 

digital document  

Hybrid image watermarking 

Advanced security, imperceptivity and robustness to various attacks (high robustness) are basic 
characteristics of digital watermark. It is not feasible to any single watermark (Spatial or Frequency 
domain) to fulfill all these characteristics. Hence to achieve High Robustness, Good Imperceptivity 
and Advanced Security, hybrid image watermarking is used. 

Domains are spatial and frequency. By combining domains for image watermarking, watermark 
becomes more robust and embedding capacity is also increased which is helpful for adding watermark 
information.  

Watermarks become more robust as spatial domain uses Least Significant Bit (LSB) technique to 
insert watermarked images into cover images. LSB bits of cover image are modified with watermarked 
image and frequency domain inserts watermarked information into the low frequency part of cover 
image. This watermark is more secure and has double layer protection. [10] 

Combining multiple frequency domains such as DCT, DWT and SVD provides strong robustness 
and good imperceptivity  

Improved robustness is achieved when DCT-SVD combined method of image watermarking is 
used. DCT-SVD based watermarking technique is used in fingerprinting, owner identification and 
tamper detection [27]. 

Combining DWT, DCT and SVD together provides high robustness in terms of quality and security 
for medical images. It is used to provide copyright protection to medical images.  It ensures 
Robustness against Gaussian noise, Salt & pepper, Speckle noise and filtering attacks such as Average 
filter, Median filter and Wiener filter [29]. 

Hybrid image watermark is used for copyright protection of digital document as it provides high 
robustness and more imperceptibility.  

Conclusion  

Digital watermark is used to provide copyright protection to digital documents. It can be visible or 
invisible. There are various attacks on digital watermark. To provide security of digital document, 
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digital watermark is more robust. Robustness to digital document is achieved by applying hybrid 
image watermark in frequency domain. To have better robustness along with digital watermark, 
steganography or cryptography can also be applied. Steganography, Cryptography and Digital 
watermarking are branches of information hiding. The main aim of cryptography is to keep messages 
secret whereas the main aim of steganography is to hide information in such a way that it cannot be 
easily visible. To make digital documents robust, 11 Steganography and digital watermark are applied 
together. Combining Steganography with hybrid image watermark will provide double layer security 
to digital documents. 
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