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Post-quantum cryptography (PQC) is a critical area of research aimed at addressing the threat 

quantum computing poses to traditional cryptographic systems. It focuses on evaluating the 

efficiency, security, and practical performance of PQC algorithms through experimental analysis. 

This research supports the development of optimized cryptographic solutions, contributes to 

standardization efforts, and ensures secure and efficient implementations for a wide range of 

applications. Despite progress in PQC, gaps still exist in practical performance evaluations, 

particularly in resource-constrained environments. There is a lack of standardized comparisons, 

hindering the selection of suitable algorithms for specific use cases like IoT and cloud systems. 

Furthermore, research on scalability, integration challenges, and the trade-offs between security 

and efficiency remains insufficient. The methodology involves creating a comprehensive 

framework to evaluate various PQC algorithms, including lattice-based (e.g., Kyber, Dilithium), 

code-based (e.g., McEliece), and hash-based (e.g., SPHINCS+). These algorithms will be tested 

in diverse environments, from resource-constrained devices to high-performance 

infrastructures such as cloud platforms. Key metrics such as encryption/decryption speed, key 

sizes, memory usage, and computational efficiency will be measured, focusing on the trade-offs 

between security, efficiency, and scalability. The results will be benchmarked against 

standardized metrics to provide a clear understanding of each algorithm's suitability for real-

world deployment. The findings indicate that lattice-based algorithms like Kyber offer a strong 

balance between security and efficiency but require considerable computational resources. Code-

based algorithms like McEliece are highly secure but come with large key sizes and slower speeds. 

Hash-based schemes like SPHINCS+ provide strong security but are computationally expensive, 

making them less suitable for resource-limited systems. The highlights the importance of 

optimizing PQC algorithms according to specific application requirements, where the choice of 

algorithm must balance security, efficiency, and resource constraints, with continuous 

optimization needed to address evolving real-world demands. 

Keywords: Post Quantum Cryptographic algorithms 

 

1. INTRODUCTION 

The computational costs of post-quantum cryptographic (PQC) calculations vary essentially from conventional 

calculations like RSA and ECC due to their unmistakable numerical establishments [1]. For key eras, conventional 

calculations such as RSA require the era of expansive prime numbers, which is computationally direct, whereas ECC 

benefits from littler key sizes and effective elliptic bend operations, making it speedier. To differentiate, PQC 

calculations like lattice-based Kyber and Dilithium include complex network increases and inspecting from likelihood 

conveyances, driving to higher computational costs. Code-based calculations such as McEliece are especially costly 

for key eras due to their dependence on expansive lattices. In any case, hash-based calculations like SPHINCS+ are 

generally lightweight but depend intensely on hashing operations [2]. 

For encryption and decoding, RSA performs decently, with encryption being speedier than decoding due to the littler 

open example. ECC beats RSA in both operations because of its smaller key sizes and more productive computations. 

PQC calculations display shifting execution. Lattice-based calculations like Kyber frequently accomplish encryption 

and decoding speeds comparable to RSA but marginally slower than ECC. Code-based calculations tend to have quick 
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encryption but slower decoding due to the complexity of disorder translating. Hash-based plans, whereas not 

regularly utilized for encryption, are computationally serious when performing marking operations [3][4]. 

In marking and confirmation, RSA is moderate for marking (a private key operation) but quick for confirmation (an 

open key operation). ECC is speedier in both angles due to its compact key sizes and proficient calculations. Among 

PQC calculations, lattice-based plans like Dilithium offer marking and confirmation speeds closer to ECC, whereas 

hash-based plans like SPHINCS+ are computationally overwhelming amid marking due to broad hash calculations. 

Multivariate quadratic plans, such as Rainbow, give effective marking but slower confirmation. Also, PQC 

calculations for the most part force critical memory and transmission capacity overhead, with key and ciphertext 

sizes extending from kilobytes to megabytes, compared to the compact keys of RSA and ECC. This makes PQC 

calculations more computationally serious by and large but essential for future-proofing cryptography against 

quantum dangers [5][6]. 

Post-quantum cryptographic (PQC) calculations by and large display higher computational costs, expanded 

overhead, and changed throughput compared to conventional RSA and ECC. Lattice-based calculations, like Kyber 

and Dilithium, offer a great adjustment of execution and security, with competitive execution times and higher 

throughput reasonable for secure communication and computerized marking. In addition, hash-based calculations, 

such as SPHINCS+, are computationally serious but exceed expectations in giving strong security, making them 

perfect for basic applications like firmware marking. Code-based calculations, such as McEliece, confront challenges 

due to their huge memory and transmission capacity prerequisites, restricting their utilization in resource-

constrained situations. Whereas PQC calculations present overhead in key sizes and ciphertexts, their capacity to 

stand up to quantum assaults makes them fundamental for future-proofing cryptographic frameworks [2-6]. 

Post-quantum cryptography (PQC) is very important now because quantum computers can endanger old security 

methods used to protect information. Algorithms like RSA, ECC, and DH are used to keep communications safe. They 

depend on the difficulty of solving problems like breaking down numbers into their factors and finding discrete 

logarithms. But quantum algorithms, such as Shor's algorithm, can solve these problems quickly, making traditional 

security systems weak. This possible quantum threat puts the privacy and safety of important data at risk, especially 

valuable information like medical records, financial transactions, and government secrets. 

PQC uses special math methods to protect data from being hacked by powerful quantum computers. These 

algorithms use math problems like lattice-based, hash-based, and code-based methods, which are thought to be 

difficult for even quantum computers to crack. Switching to PQC helps keep our communications safe and stops 

enemies from collecting encrypted information now to decode it later when they have powerful quantum computers. 

Since we don't know when practical quantum computers will be ready, using Post-Quantum Cryptography (PQC) is 

important to protect our digital systems and keep trust in cybersecurity as it changes [7]. 

Objective of the Study 

The primary objective of this study is to analyze the performance measures of post-quantum cryptographic (PQC) 

algorithms in terms of computational cost, execution time, throughput, and overhead. Specifically, this paper aims 

to:   

1. Compare the performance of various PQC algorithms, such as lattice-based, hash-based, and code-based schemes, 

against traditional cryptographic algorithms like RSA and ECC.   

2. Evaluate the feasibility of PQC algorithms in real-world applications, including secure communications, digital 

signatures, and resource-constrained environments.   

3. Identify trade-offs between security and performance to guide the selection of appropriate PQC algorithms for 

specific use cases.   

4. Contribute insights into optimizing PQC implementations for practical deployment. 

Significance of the Study 

This consideration is noteworthy because it addresses the critical requirement for cryptographic arrangements 

versatile to quantum computing dangers. With headways in quantum innovation, conventional cryptographic 

frameworks confront out of date quality, gambling the secrecy and security of basic computerized foundation. By 

efficiently assessing the execution of PQC calculations, this inquiry gives significant bits of knowledge for 
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organizations transitioning to quantum-resistant cryptography. The discoveries can direct designers, policymakers, 

and industry partners in selecting proficient and secure PQC plans, guaranteeing strong security for delicate 

information and keeping up belief in advanced communications. Besides, this consideration contributes to the 

broader exertion of standardizing PQC algorithms for far reaching selection within the post-quantum time. 

2. OVERVIEW 

Post-quantum cryptographic (PQC) algorithms are made to protect information from being broken by quantum 

computers. They depend on tough math problems that are thought to be safe from both regular and quantum 

computer attacks. 

PQC algorithms are: 1. Lattice-Based Algorithms (like Kyber and Dilithium) work by using tough math problems, 

such as the Shortest Vector Problem (SVP). They are praised for being secure, efficient, and having smaller key sizes 

compared to other post-quantum cryptography methods. 2. Code-Based Algorithms (like McEliece) are built on the 

challenge of decoding random linear codes. They provide strong security but require large keys. This makes them 

good for situations where safety is more important than size. 3. Hash-Based Algorithms (like SPHINCS+): These 

algorithms use special math functions called hash functions to perform tasks. They offer very strong security but can 

be more expensive in terms of processing power. 4. Multivariate Quadratic (MQ) Systems (like Rainbow) use a set of 

multiple polynomial equations. They are good for creating digital signatures, but they can have problems when it 

comes to verifying those signatures. 5. Isogeny-Based Cryptography (like SIKE) relies on the difficulty of finding 

isogenies, which are special connections between elliptic curves. These methods use small keys but require a lot of 

computing power [8]. 

3. LITERATURE SURVEY 

Numerous studies have explored the performance of Post-Quantum Cryptography (PQC) algorithms, focusing on 

benchmarking, computational requirements, and comparisons with classical cryptographic schemes. These 

investigations reveal critical insights into the efficiency and scalability of PQC algorithms under various conditions. 

The literature on Post-Quantum Cryptography (PQC) performance analysis reveals a diverse range of studies focusing 

on different aspects of computational performance, cryptographic security, and system optimization. Existing 

research has primarily concentrated on optimizing computational codes, evaluating cryptographic algorithms, and 

assessing performance in high-performance computing environments. However, there are notable gaps in the 

literature, particularly concerning the integration of PQC with emerging technologies and the comprehensive 

evaluation of its performance across various platforms.  

Studies have benchmarked PQC algorithms on standard PCs, assessing their performance across different metrics 

such as execution speed and memory utilization [9]. They evaluated traditional cryptographic algorithms like AES 

and RSA, but did not address Post-Quantum Cryptography (PQC) performance analysis. It highlighted the need for 

further exploration in PQC metrics, identified the gaps in existing literature on performance evaluation 

methodologies. The author evaluated the performance of various cryptographic algorithms, including AES, triple 

DES, Blowfish, RSA, MD5, and SHA, by measuring parameters such as the time required to encipher, the time 

required to decipher, and the memory used by each algorithm. A system for measuring the performance of these 

cryptographic algorithms is proposed and implemented, allowing for a comparative analysis to determine the most 

efficient algorithm in terms of resource usage. In [10] it identifies a lack of standardization in the optimization 

proposals for PQC algorithms, suggesting that future research should focus on coordination to facilitate an efficient 

and secure transition to post-quantum cryptography for IoT applications. For instance, the performance of 

Homomorphic Polynomial Public Key Cryptography (HPPK) was evaluated, demonstrating its efficiency in key 

generation and digital signature operations [11] focused on benchmarking the performance of Homomorphic 

Polynomial Public Key Cryptography (HPPK), highlighting its efficiency in key encapsulation and digital signatures. 

It identified gaps in existing PQC studies, emphasizing HPPK's compactness and superior performance metrics 

across various security levels. The researcher discussed global efforts in designing quantum-safe cryptography 

algorithms, highlighting their performance metrics such as CPU cycles, runtime memory, and key size. It identified 

gaps in existing literature regarding efficiency and feasibility, emphasizing the need for further exploration in these 

areas. It assessed various PQC digital signature algorithms, focusing on network performance, key robustness, and 

energy consumption. It highlights the MPPK/DS algorithm's advantages over RSA and SPHINCS, addressing gaps in 

existing literature regarding practical implementation and energy efficiency in resource-constrained networks. In 
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[12][13] focused on benchmarking the MPPK DS algorithm against NIST PQC schemes, highlighting its small key 

sizes and superior performance in key generation, signing, and verification. It identified gaps in existing studies 

regarding performance metrics for multivariate polynomial-based algorithms and also compared post-quantum 

signature algorithms' performance using execution time, communication costs, and implementation overheads. It 

highlighted gaps in existing literature regarding security strength metrics and proposes using depth-width cost for 

quantum circuits, advancing prior methodologies in performance analysis. In [14], it focused on comparing RSA and 

NTRU performance, highlighting NTRU's efficiency with smaller key sizes. It identified gaps in existing literature 

regarding performance metrics for post-quantum cryptographic algorithms, emphasizing the need for larger key sizes 

for security compared to NTRU in computational overhead and bandwidth efficiency. NTRU offers high speed with 

minimal computing power. In [15], it highlighted existing PQC studies, noting performance bottlenecks in key 

generation and signing processes. It introduced a hybrid approach combining extended Merkle Signature Scheme 

(XMSS) with Dilithium or Falcon, addressing gaps in role selection mechanisms and consensus optimization in 

blockchain-based federated learning systems. In [16], researcher reviewed existing PQC performance analyses, 

emphasizing the need for comprehensive security assessments and performance evaluations. It identifies gaps in 

standardization and integration challenges, highlighting the novelty of its guidelines for selecting and implementing 

quantum-resistant algorithms in real-world scenarios. Vulnerabilities of RSA and ECC to quantum attacks identified. 

In [17], consistent data is ensured by using a standardized set of messages for digital signatures. They focused on the 

most and least energy-consuming algorithms for both KEM and digital signatures. Lattice-based submissions 

demonstrated the lowest median energy consumption across security levels. SPHINCS+ and Picnic are notable for 

their energy consumption in signing and verification. Multivariate algorithms show higher energy consumption 

compared to lattice schemes. They could not expand energy analysis to lightweight cryptographic schemes and 

communication costs. Results are only categorized by energy efficiency for each security level and operation type. In 

[18], highlighted that clear-text denominations can hinder usability by increasing the number of required coins and 

the size of proofs needed for transactions. The authors highlight the ability for users to reconstruct their transaction 

history using a private view key, enhancing usability while maintaining privacy. It emphasized the need for robust 

security measures to safeguard user privacy in cryptocurrency systems. In [19], identified vectorization as a key 

optimization technique, resulting in significant performance improvements of 52% for the CRYSTALS-Kyber KEM 

SHA3 variant and 83% for the AES variant, specifically targeting polynomial multiplication and random number 

generation. In [20], a performance evaluation of PQC-integrated IKEv2 in terms of execution speed and packet size 

is presented, based on strongSwan, the most popular open-source IPsec implementation. 

4. PERFORMANCE METRICS 

The PQC algorithms and metrics are essential to evaluate their suitability for secure communication, digital 

signatures, and other cryptographic needs in the post-quantum era. Computational Cost which is the number of 

operations (e.g., matrix multiplications, hash evaluations) required for key generation, encryption/decryption, and 

signing/verification. Execution Time, the time taken to perform cryptographic operations, which impacts real-time 

and high-throughput applications. Throughput, the number of operations completed per second, relevant for high-

performance systems. Overhead which includes memory usage (e.g., key sizes, ciphertext sizes, signature sizes) and 

bandwidth requirements, which affect scalability and resource-constrained environments [21][22]. 

We choose different post-quantum cryptographic (PQC) algorithms from NIST for thorough study. Each candidate 

has its own strengths in security and performance. Kyber is a type of key exchange method that uses a special math 

structure called a lattice. It is known for being fast, having small keys, and working well for secure communication. 

Dilithium is a type of technology that uses a special grid-like structure to create secure digital signatures while using 

a reasonable amount of memory. This makes it a great choice for applications that need to sign documents securely. 

NTRU is a type of encryption that uses a lattice method. It allows for quick encrypting and decrypting, which makes 

it a good option for public-key encryption and sharing keys. McEliece is a type of encryption that uses codes to keep 

information safe. It is very secure, but the large keys it requires make it hard to use in places with limited data 

capacity. SPHINCS+ is a method for creating digital signatures that is very secure but needs a lot of computer power 

and memory to sign messages. Rainbow is a system that uses complex equations. It is great at quickly signing 

documents but takes longer to check those signatures. It provides a good mix of speed and safety. In short, SIKE is a 

way to exchange keys that uses isogenies. It has small keys and doesn't take up much space, but it is slower than 

methods based on lattices. This makes it great for places where bandwidth is limited. These algorithms give a clear 
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idea of the advantages and disadvantages in terms of cost, time taken to run, amount of data processed, and extra 

resources needed for post-quantum cryptography [23]. 

5. PERFORMANCE METRICS FOR POST QUANTUM CRYPTOGRAPHIC ALGORITHMS 

To evaluate post-quantum cryptographic (PQC) algorithms, several key performance metrics must be considered. 

These metrics help in understanding the feasibility and practicality of implementing these algorithms in real-world 

systems, especially when compared to traditional cryptographic schemes like RSA and ECC [24]. The main 

performance metrics are: 

1. Computational cost: This refers to the number of CPU cycles or basic operations required to perform key 

cryptographic functions such as key generation, encryption, decryption, and signing. A higher computational 

cost typically translates to more processing power needed, affecting the speed and efficiency of the algorithm. 

Algorithms with lower computational costs are more suited for devices with limited processing capabilities, 

such as embedded systems, IoT devices, and mobile platforms. For example, Kyber and Dilithium are 

known for their relatively low computational costs in terms of both key generation and encryption, making 

them more efficient in terms of CPU usage. 

2. Execution Time: This metric measures the time required for specific cryptographic operations, including key 

generation, encryption, decryption, and signature generation/verification. It is a crucial metric for 

determining how long it takes to perform cryptographic operations in a real-time system or a high-

throughput application. Shorter execution times are essential for real-time communication or applications 

that require fast cryptographic operations, such as secure messaging or online transactions. Kyber and 

NTRU offer relatively fast encryption and key generation times, whereas SPHINCS+ has longer execution 

times due to its computationally intensive signing process. 

3. Memory Usage: Memory usage refers to the amount of RAM and storage required to implement and execute 

a PQC algorithm. This includes the memory needed for storing keys, intermediate computations, and 

ciphertexts. Algorithms with high memory usage can be impractical for resource-constrained environments. 

McEliece is known for its large key sizes and thus requires considerable storage space, making it less 

suitable for environments with limited memory or bandwidth. On the other hand, Dilithium and Kyber 

are more memory-efficient, balancing security and memory requirements more effectively. 

4. Bandwidth/ computational Overhead: This metric refers to the size of keys, ciphertexts, and signatures that 

need to be transmitted during communication. Larger key sizes and longer ciphertexts increase bandwidth 

consumption, which can be a significant issue in networks with limited bandwidth or when transmitting large 

volumes of data. Algorithms with larger key and ciphertext sizes, such as McEliece, can impose high 

communication overheads, making them less suitable for applications where bandwidth is limited. Kyber 

and Dilithium, with relatively smaller key sizes and ciphertexts, are better suited for environments where 

bandwidth is a concern. 

5. Throughput: Throughput refers to the number of cryptographic operations that can be completed per second. 

It is an important metric for high-performance systems, such as data centers or cloud services, where large 

volumes of cryptographic operations are required. High throughput is crucial for applications requiring high-

performance encryption, key exchange, or signing operations. NTRU and Kyber generally provide higher 

throughput due to their more efficient algorithms compared to other PQC schemes like SPHINCS+, which 

has lower throughput due to the complexity of its signature generation [25][26][27]. 

6. PERFORMANCE EVALUATION OF HASHING ALGORITHMS 

Cryptographic operations play a crucial role in ensuring the security and integrity of data across various applications, 

from internet communication to secure storage. Hashing is one of the most fundamental cryptographic processes, 

which involves generating a fixed-length hash output from inputs of varying sizes. The performance of hashing can 

be evaluated based on the time taken to hash data of different sizes, such as very short packets, typical-size internet 

packets, and long messages. Notably, the length of the hash output remains constant, irrespective of the input size, 

which is a key property of cryptographic hash functions like SHA-256 and SHA-512. 
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Symmetric encryption is another vital operation, where the same secret key is used for both encryption and 

decryption. Performance is measured by the time taken to encrypt data of varying sizes, from very short packets to 

large messages, using a secret key and a nonce. The length of the secret key (e.g., 128, 192, or 256 bits) and the nonce 

(e.g., 96 or 128 bits) are critical parameters influencing both security and computational efficiency. Additionally, 

authenticated encryption combines confidentiality and integrity by securing the data and verifying its authenticity. 

The time required for authenticated encryption of short packets, typical-size internet packets, and long messages is 

a key performance metric, ensuring secure and efficient data handling. 

Public-key cryptography introduces asymmetric operations, involving a pair of private and public keys. The time to 

generate these key pairs, along with the lengths of the private and public keys, are important considerations. 

Similarly, the time to compute a shared secret using a private key and another user's public key, along with the length 

of the derived shared secret, reflects the performance of key agreement protocols like Diffie-Hellman and Elliptic 

Curve Diffie-Hellman (ECDH). Public-key operations also include encryption and decryption, where the time to 

encrypt a message using a public key and decrypt it with a private key, as well as the length of the encrypted message, 

are evaluated to assess efficiency. 

Digital signatures are crucial for ensuring the authenticity and integrity of data. The time to sign a message using a 

private key, the length of the signed message, and the time to verify the signature using a public key are significant 

performance indicators. These operations are particularly important in applications like secure messaging, 

blockchain transactions, and certificate-based authentication. By systematically evaluating the time and resource 

requirements for these cryptographic operations, researchers and practitioners can optimize the balance between 

security and performance in various computational and networking environments [28]. 

7. BENCHMARKING SETUP AND ENVIRONMENT 

For cryptographic performance evaluation, we utilize SUPERCOP (System for Unified Performance Evaluation 

Related to Cryptographic Operations and Primitives), a benchmarking tool that is specifically designed to run on 

Linux-based systems. As SUPERCOP is not natively compatible with Windows, we recommend using Windows 

Subsystem for Linux (WSL) as a viable alternative. WSL allows Windows users to run a Linux environment 

directly on their system, offering a seamless experience for executing SUPERCOP and related cryptographic tests. 

This approach is preferred over the older Cygwin tool, which may present compatibility issues and performance 

drawbacks. To ensure that the necessary packages are installed for running SUPERCOP on a Linux-based system 

(such as Ubuntu), the following commands should be executed in the terminal. These commands install essential 

development tools, including GCC, OpenSSL, Make, and Python3, which are required to compile cryptographic 

algorithms and manage benchmarking tasks. These packages are fundamental for preparing the system environment, 

enabling successful compilation of cryptographic primitives and ensuring that performance metrics can be accurately 

measured during benchmarking. 

8. Results 

The following diagram having each box represents the distribution of time for an algorithm.The filled dots (strip plot) 

show individual data points, providing more granularity.Outliers, if any, are visible as points beyond the whiskers of 

the box plot.Patterns can reveal which algorithms are consistently faster or have variable performance. 
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The histogram shows the frequency of time values, with a smooth KDE (Kernel Density Estimation) curve overlayed 

for better visualization.Peaks in the graph represent common time ranges.The spread of the histogram shows the 

variability in operation time, helping identify whether times are tightly clustered or widely spread. 
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The data set used in this study encompasses all classical and quantum-resistant algorithms prescribed within the 

NIST standards, as well as their final variant forms. This comprehensive collection allows for an in-depth comparison 

across a wide range of cryptographic primitives. 

The benchmarking process itself is extensive, running over a period of approximately 96 hours. The total volume of 

collected data amounts to 1.2 gigabytes, or more precisely, 1,304,928,041 kilobytes. This large data set provides a 

robust foundation for analyzing the performance of the algorithms under test, ensuring that the results are 

statistically significant and reflective of real-world usage. 

CONCLUSION: 

In conclusion, this study provides a comprehensive evaluation of the performance of various NIST-recommended 

post-quantum cryptographic (PQC) algorithms, highlighting the trade-offs between security, computational cost, 

execution time, memory usage, throughput, and bandwidth overhead. While PQC algorithms offer robust security 

against quantum threats, their higher computational costs and resource demands present challenges for practical 

deployment in real-world systems, especially in resource-constrained environments. The benchmarking process, 

based on an extensive 96-hour testing period and a large dataset, reveals distinct patterns in algorithm performance, 

with some algorithms like Kyber and Dilithium offering better efficiency in terms of computational cost and memory 

usage, while others like SPHINCS+ require more resources. Visualizing the data through box plots, histograms, and 

Kernel Density Estimation (KDE) further aids in understanding the efficiency of each algorithm across different use 

cases. The study emphasizes the importance of continued research to standardize performance metrics, optimize the 

integration of PQC algorithms into emerging technologies, and address existing gaps in their scalability across diverse 

platforms. As quantum computing advances, the findings of this study will play a crucial role in guiding the selection 

and implementation of PQC algorithms for future cryptographic systems. 
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