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The swift expansion of IoT devices necessitates robust mechanisms to protect sensitive data 

from unauthorized access and tampering. This paper fulfills this requirement by integrating 

AES encryption and blockchain technology. IoT data is encrypted using dynamically generated 

private keys with AES in CBC mode, ensuring confidentiality, while a Flask application 

facilitates secure data processing. The encrypted data and metadata are stored on a Solidity-

based smart contract, providing decentralized and tamper-proof storage. Results demonstrate 

enhanced data security, immutability, and traceability, making the framework scalable and 

suitable for modern IoT ecosystems. Analysis confirms the effectiveness of combining 

encryption and blockchain to mitigate security risks. 
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I. INTRODUCTION 

The exponential growth of the Internet of Things (IoT)devices has revolutionized various industries by 

enabling seamless data exchange and real-time connectivity. Nevertheless, this swift adoption has also introduced 

significant challenges in ensuring the security, confidentiality, and integrity of sensitive IoT data. Traditional 

centralized data storage systems are susceptible tovulnerabilities, including unauthorized access, data breaches, 

and single points of failure. As IoT ecosystems expand, there is an urgent demand for creative solutions that 

address these security challenges while maintaining scalability and transparency. 

This project aims to tackle these challenges by integrating advanced encryption techniques and blockchain 

technology into a unified framework for securing IoT data. This approach begins with a Flask-based application 

that encrypts IoT data using the AES (Advanced Encryption Standard) in Cipher Block Chaining (CBC) mode. A 

distinct private key is dynamically created for each encryption process, generated through timestamp-based SHA-

256 hashing, which guarantees that encryption keys stay unpredictable and secure. The encrypted data is 

subsequently formatted for storage in a decentralized blockchain system. 

To ensure tamper-proof storage and data traceability, the project employs a smart contract implemented in 

Solidity. This contract is deployed on a blockchain network and is designed to securely store the encrypted hashdata 

along with metadata, including the timestamp, the sender’s address, and an associated private key. By leveraging 

blockchain's inherent immutability and transparency, the system guarantees that once data is stored, it cannot be 

modified or removed, ensuring a high degree of trust and accountability. 

The Flask application facilitates seamless interaction among IoT devices and the blockchain, offering 

endpoints to encrypt IoT data and retrieve metadata or decrypt the stored information. The encrypted data is stored 

off-chain, while the blockchain maintains its integrity and metadata, balancing storage efficiency and security. 

The results of this project highlight the effectiveness of combining AES encryption with blockchain for 
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securing IoT data. The decentralized storage method removes the risks associated with a single point of failure, 

while the blockchain's immutable nature guarantees data integrity and transparency. Furthermore, the use of 

dynamically generated encryption keys strengthens security, making it much more difficult for attackers to breach 

the system. 

This framework offers a scalable and secure solution for IoT databut also opens up avenues for broader 

applications in industries that require robust data security, such as healthcare, finance, and smart cities. By 

addressing critical security challenges, this project lays the foundation for a future-proof approach to managing IoT 

data in an increasingly connected world. 

II. LITERATURE REVIEWS 

The combination of Advanced Encryption Standard (AES) encryption and blockchain technology has 

attracted considerable interest for improving the security and efficiency of Internet of Things (IoT) data 

management systems. This literature review explores recent developments and approaches that are relevant to our 

research focus. 

Shakor et al. (2023) introduced a dynamic AES encryption combined with blockchain-based key 

management to bolster cloud data security, emphasizing the importance of unique, ever-changing keys to to reduce 

risks related to compromised encryption keys and centralized storage. 

Souare and Keita (2024) proposed a hybrid AES-ECC cryptographic approach integrated with blockchain 

to optimize security, throughput, and latency in IoT platforms, demonstrating improved performance in 

communication-rich IoT environments. 

Almadhor et al. (2022) developed a security framework combining blockchain technology with the AES 

algorithm to enhance data confidentiality during transmission, particularly in IoT healthcare data, showing 

improved security and efficiency compared to other methods. 

Rahman et al. (2022) improved AES by incorporating chaos and logistic map-based key generation 

methods to enhance the security of IoT-based smart homes, highlighting the potential of chaos-based scheduling 

techniques in building dynamic key propagation methods for data confidentiality and integrity. 

Manzoor et al. (2018) presented a blockchain-based proxy re-encryption technique for secure sharing of 

IoT data, utilizing smart contracts and proxy re-encryption to provide an efficient, fast, and secure platform for 

storing, trading, and managing sensor data. 

Guo et al. (2018) proposed a blockchain-based model for secure and efficient management of searchable 

IoT communication data, addressing limitations in traditional centralized security architectures by leveraging 

distributed databases and secure search schemes. 

Woo et al. (2024) explored leveraging AES padding for error correction in IoT systems, introducing a dual-

functional method that integrates error-correcting capabilities into the standard encryption process, enhancing 

communication reliability in noisy environments. 

These studies collectively underscore the efficacy of combining AES encryption along blockchain 

technology to enhance IoT data security, integrity, and efficiency. Our research expands on these findings 

foundations by implementing a hybrid framework that integrates dynamic AES encryption with blockchain-based 

metadata storage, aiming to provide a scalable, secure, and transparent solution for managing IoT data. 

III. METHODOLOGY 

This research employs a hybrid framework integrating AES encryption and using blockchain technology to 

tackle the challenges of managing IoT data. The methodology consists of three critical stages: data encryption and 

key generation, blockchain-based metadata storage, and integration and testing. Each step plays aimportant role in 

achieving the project's objectives and has a significant impact on the results. 

The process begins with the encryption and key generation of IoT data, handled by a Flask-based 

application. The AES (Advanced Encryption Standard) in Cipher Block Chaining (CBC) mode is used for 

encryption, ensuring robust data confidentiality. A dynamic private key is created for each encryption process using 

a timestamp hashed with SHA-256, guaranteeing uniqueness and unpredictability. This dynamic approach 
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strengthens security by minimizing the risk of brute-force attacks. Additionally, a randomly generated Initialization 

Vector (IV) is employed for every encryption, further securing the data by preventing patterns in the ciphertext. 

These mechanisms make sure that sensitive IoT data stays protected during transmission storage, providing a 

strong foundation for the system’s security. 

 

Fig 3.1: Flow Chart 

The encrypted data is securely stored off-chain, with only metadata—including the hash of the encrypted 

data, timestamps, sender addresses, and associated private keys—being stored on-chain via a Solidity smart 

contract. The keccak256 hashing algorithm ensures the metadata is stored as unique and immutable identifiers. 

Blockchain's decentralized nature eliminates the risks associated with centralized storage, ensuring metadata 

remains tamper-proof and transparent. By limiting on-chain storage to essential metadata, the system significantly 

reduces gas costs while maintaining scalability. This stage is critical for balancing cost efficiency with the inherent 

benefits of blockchain immutability and transparency, making the solution both robust and economically viable. 

The final stage focuses on integrating Flask APIs to facilitate smooth communication between IoT devices 

and the blockchain network. These APIs manage critical functions, including data encryption, metadata storage, 

and retrieving encrypted data or metadata. Extensive testing is performed to verify the system’s performance under 

various scenarios, including edge cases such as duplicate data submissions, incorrect key usage, and high 

transaction volumes. Performance metrics like encryption time, transaction latency, gas costs, and scalability are 

assessed and analyzed to ensure the system's reliable operation in real-world conditions. 

This structured approach guarantees improved security through robust encryption and dynamic key 

generation, cost efficiency by offloading resource-intensive processes to off-chain systems, and scalability by 

reducing on-chain storage needs. The decentralized, tamper-proof nature of blockchain ensures transparency and 
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data integrity, while smooth integration and extensive testing ensure system reliability and deployment readiness. 

Each phase of the methodology plays a crucial role in the framework's overall success, making it a secure and 

scalable solution for managing IoT data. 

IV. RESULTS ANALYSIS 

This project showcases notable advancements in IoT data security and decentralized storage by 

incorporating AES encryption and blockchain technology. The findings and their analysis are summarized below: 

4.1 Encryption Performance: The analysis of encryption performance(ref figure 4.1.1) highlights the 

efficiency of AES encryption in handling data of varying sizes. The encryption time scales linearly with the 

data size, making itwell-suited for IoT applications that typically involve small to medium-sized data 

packets For example, encrypting 1 KB of data takes approximately 2 ms, while 1 MB requires 500 ms, 

demonstrating that the system remains responsive even for larger data sizes. 

 
Fig 4.1.1:Encryption Performance: Time vs. Data size 

 

4.2 Blockchain Latency:Offloading encryption to a Flask-based system significantly reduces transaction 

latency(ref figure 4.1.2). On-chain operations, which include encryption and metadata storage, exhibit 

higher latencies averaging 5.3 seconds. In contrast, off-chain encryption reduces his latency to an average 

of 2.2 seconds, enhancing the system’s responsiveness for real-time IoT applications. 

 
Fig 4.1.2:Blockchain Latency Comparison 
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4.1 Key Entropy:The system employs dynamic, timestamp-based private key generation, achieving an 

entropy level of 256 bits compared to static keys with 128 bits. This demonstrates (ref figure 4.1.3) a higher 

resistance to brute-force attacks, providing robust security for IoT data. 

 

Fig 4.1.3:Key Entropy Visualization 

 

4.2 Cost Optimization: The hybrid architecture optimizes costs by performing resource-intensive tasks off-

chain. On-chain storage and computation costs account for 50% and 30% of the total costs, respectively (ref 

figure 4.1.4). By offloading encryption and key management, these costs are reduced to 20% and 10%, 

achieving up to a 70% reduction in gas costs. 

 
Fig 4.1.4: Cost Breakdown: On-chain vs. Off-chain 

 

4.3 Scalability: The system proves(ref figure 4.1.5) scalable by maintaining efficient gas costs as transaction 

volume increases. For instance, while on-chain operations for 1000 transactions require 10,000,000 gas 

units, off-chain optimizations reduce this to 2,000,000 units, showcasing significant cost and performance 

benefits. 



733  

 

J INFORM SYSTEMS ENG, 10(9s) 

 

Fig 4.1.5:Scalability Analysis: Gas Costs vs. Transaction Volume 

 

4.4 Impact of Optimizations: Optimization efforts, such as off-chain key generation and storage, result in a 

dramatic reduction in gas costs from 150,000 units (pre-optimization) to 40,000 units (post-optimization), 

demonstrating the effectiveness of architectural improvements(ref figure 4,1,6). 

 

Fig 4.1.6:Impact of Optimizations on Gas Costs 

 

4.7 Comparative Analysis: Our paper outperforms existing research by achieving higher security (9.5 score) 

with AES encryption and blockchain. The cost optimization (70%) surpasses other studies by efficiently 

offloading processes off-chain. Our system also ensures the lowest latency (2.2s), making it ideal for real-

time IoT applications(ref figure 4.1.7). This hybrid framework sets a new benchmark in secure, cost-

effective, and scalable IoT data management. 
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Fig 4.1.7: Comparative Analysis of Security, Cost Optimization, and Latency across Research 

Papers 

 

V. CONCLUSION 

The findings confirm the proposed framework's effectiveness in tackling key challenges related to IoT data 

management. By employing off-chain encryption, sensitive data is safeguarded while maintaining minimal latency, 

while the blockchain provides immutable, transparent storage for metadata, enhancing security and traceability. 

Cost savings from offloading computationally expensive processes to Flask make the system economically viable for 

large-scale deployments. 

The scalability of the framework ensures that it can handle increasing transaction volumes without 

significant performance degradation or cost escalation. Moreover, the dynamic private key generation method 

enhances the security of encrypted data, ensuring compliance with modern cryptographic standards. 

To conclude, this study illustrates thatintegrating AES encryption with blockchain in a hybrid architecture 

provides a robust solution for securing IoT data. By addressing challenges in performance, cost, and scalability, the 

system is well-positioned for adoption in diverse domains such as healthcare, smart cities, and financial services. 

Future work could focus on further optimizing blockchain transaction speeds using Layer-2 solutions and exploring 

additional applications for this secure IoT framework. 
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