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ARTICLE INFO ABSTRACT

Received: 22 Sep 2024  Federated Learning (FL) offers a transformative approach for healthcare AI by allowing medical

institutions to collaboratively train global models without sharing sensitive patient data.

However, standard privacy-preserving techniques like Local Differential Privacy (LDP) typically

Accepted: 10 Jan 2025 apply uniform noise across all participants, effectively penalizing all clients regardless of their
data quality or the reliability of their contributions. This rigid application significantly degrades
model performance under the heterogeneous (non-IID) data distributions common in medical
settings and fails to mitigate malicious or anomalous updates. In this work, we propose the
Similarity-Guided Adaptive Local Differential Privacy (SGA-LDP) framework. By utilizing cosine
similarity as a behavior-aware heuristic for client reliability, the server dynamically assigns
relaxed privacy budgets to well-aligned updates to preserve model utility, while enforcing stricter
noise levels on deviating updates to enhance both privacy protection and robustness. We
evaluate the proposed framework on the BloodMNIST dataset using a pretrained EfficientNet-
Bo backbone. Experimental results demonstrate that SGA-LDP improves global model accuracy
to 84.1 £ 0.6 % and achieves an F1-Score of 0.83, compared to an accuracy of 74.5 + 1.1 % under
static LDP. Furthermore, the framework maintains strong privacy protection with a Membership
Inference Attack (MIA) AUC of 0.54 and achieves high robustness against targeted label-flipping
attacks with an Attack Success Rate (ASR) of 0.11. These findings indicate that similarity-guided
adaptive noise allocation effectively optimizes the trilemma balance between accuracy, privacy,
and robustness in sensitive healthcare Al environments.
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1. INTRODUCTION

Federated Learning (FL) has emerged as a promising paradigm for collaborative model training across multiple
institutions without requiring the sharing of raw data [1]. In healthcare, this enables hospitals and clinical centers
to jointly develop predictive models while preserving patient confidentiality, which is critical for applications
such as medical image analysis, electronic health record modeling, and genomic data analysis [2], [3]. Despite
these advantages, FL remains vulnerable to two major challenges : privacy leakage through shared model updates
[4], [5] and robustness threats arising from malicious or unreliable clients [6], [7].

Local Differential Privacy (LDP) has been widely adopted to mitigate privacy risks by perturbing client updates
before transmission to the server [8], [9]. Although LDP provides strong theoretical privacy guarantees, most
existing approaches rely on static and uniform privacy budgets across all clients and training rounds [20]. This
rigid design effectively penalizes all participants regardless of their update quality, leading to substantial
degradation in model utility. This is particularly problematic in realistic non-IID settings commonly encountered
in healthcare environments, where subtle morphological features in high-dimensional medical images are easily
obscured by excessive noise [10], [21].

At the same time, federated learning systems are vulnerable to robustness attacks such as label-flipping and
model poisoning, which can significantly disrupt model convergence and reliability [11]. In a medical context, a
malicious node could intentionally flip "Neutrophil" samples to "Lymphocyte" labels to sabotage diagnostic
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integrity. Robust aggregation techniques, including Krum, Trimmed Mean, and coordinate-wise Median, have
been proposed to mitigate such attacks [12]. However, these approaches primarily focus on robustness and
generally do not provide formal privacy guarantees. Furthermore, the noise required for LDP can cause legitimate
updates to be misclassified as malicious by robust aggregators, creating a persistent "trilemma" between utility,
privacy, and security.

To address these limitations, we propose the Similarity-Guided Adaptive Local Differential Privacy (SGA-LDP)
framework. The proposed approach leverages cosine similarity between each client’s update and the global
optimization trajectory [19] to dynamically adjust the local privacy budget. Clients whose updates are well-
aligned receive a relaxed privacy budget to preserve learning utility, while misaligned or suspicious updates are
subjected to stronger Gaussian noise where o is calibrated as a function of the adaptive budget € and sensitivity
A . This behavior-aware strategy recognizes the inherent diversity in healthcare institutions without assuming
prior trust.

We evaluate the proposed framework on the BloodMNIST medical imaging dataset [3] using a pretrained
EfficientNet-Bo backbone (d = 5.3 million parameters). Experimental results demonstrate that SGA-LDP
achieves a global model accuracy of 84.1 + 0.6 %, significantly outperforming the static LDP baseline (74.5 + 1.1
%) while maintaining an Attack Success Rate (ASR) of only 0.11. These findings highlight the practical potential
of adaptive privacy for trustworthy federated learning in sensitive healthcare environments.

The main contributions of this work are summarized as follows :

e Adaptive LDP Mechanism : We propose a cosine similarity-guided mechanism that dynamically allocates
privacy budgets based on client update alignment, accounting for institutional diversity.

e Balanced Optimization : We demonstrate that this adaptive strategy improves model utility and convergence
stability while maintaining strong privacy guarantees and enhancing robustness against targeted diagnostic
sabotage.

e Clinical Validation : We validate the framework on the BloodMNIST benchmark, showing significant
performance gains over conventional static LDP baselines and resilience against realistic label-flipping
attacks.

The remainder of this paper is organized as follows. Section 2 reviews background and related work. Section 3
presents the SGA-LDP framework and associated algorithms. Section 4 details the experimental setup and
results. Section 5 discusses the findings and limitations, and Section 6 concludes the paper.

2. BACKGROUND AND RELATED WORK

Federated Learning (FL) enables collaborative model training across multiple clients without requiring the exchange
of raw data, thereby preserving data privacy and facilitating compliance with regulations such as HIPAA and GDPR
[1], [2]. This paradigm is particularly relevant in healthcare, where sensitive data such as medical images, electronic
health records, and genomic information are inherently distributed across institutions [3]. Despite these advantages,
FL remains vulnerable to indirect privacy leakage through shared model updates, which can be exploited by attacks
such as membership inference and gradient inversion [4], [5].

Differential Privacy (DP) has emerged as a principled approach to mitigating such privacy risks by injecting calibrated
noise into model updates [9]. In federated learning, DP can be applied either in a centralized setting (CDP), assuming
a trusted server, or in a local setting (LDP), where each client perturbs its updates independently before transmission
[13]. While LDP provides stronger privacy guarantees in untrusted environments, it introduces a fundamental trade-
off between model utility and privacy. Excessive noise can significantly degrade learning performance, particularly
under heterogeneous and non-1ID data distributions that commonly occur in healthcare applications [14]. Critically,
most existing LDP-based FL approaches rely on static and uniform privacy budgets across clients and training
rounds. This rigid design effectively penalizes all participants regardless of their update quality, treating reliable

institutional contributions with the same level of suspicion as anomalous or low-quality updates.
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Beyond privacy concerns, FL systems are also vulnerable to robustness attacks such as label-flipping, backdoor
insertion, and model poisoning, which can severely disrupt global model convergence [15]. To mitigate these threats,
robust aggregation techniques such as Krum, Trimmed Mean, and coordinate-wise Median have been proposed to
suppress anomalous updates using statistical or geometric criteria [7]. Recent studies indicate that cosine similarity
between client updates and the global model direction can serve as an effective indicator for detecting anomalous or
malicious behavior [16]. Although these approaches improve robustness, they typically lack formal privacy
guarantees and do not address the utility degradation introduced by privacy-preserving mechanisms. This creates a
"trilemma" where privacy, utility, and robustness are often treated as competing rather than complementary
objectives.

Recent work has explored adaptive privacy mechanisms that dynamically adjust noise levels based on training
dynamics, such as gradient magnitude, data volume, or optimization progress [10]. However, relatively few studies
consider client behavioral alignment with the global model as a guiding signal for adaptive local differential privacy.
Leveraging cosine similarity for privacy budget allocation allows well-aligned client updates to preserve higher utility
through relaxed noise, while misaligned or suspicious updates receive stronger perturbation to enhance both privacy
and robustness. This strategy recognizes the inherent diversity in healthcare institutions, where data quality and
client reliability may vary significantly across the network.

In summary, existing research has largely treated privacy preservation (via static LDP) and robustness defense (via
robust aggregation) as separate objectives. A clear research gap remains in jointly optimizing utility, privacy, and
robustness by exploiting client behavior. The proposed Similarity-Guided Adaptive Local Differential Privacy (SGA-
LDP) framework addresses this gap by dynamically allocating LDP noise according to client alignment. By bridging
the gap between behavioral trust and differential privacy, our approach enables more reliable, high-performing, and
practical federated learning in sensitive healthcare environments.

3. PROPOSED METHODOLOGY

This section presents the proposed Similarity-Guided Adaptive Local Differential Privacy (SGA-LDP) framework. The
method dynamically adjusts the local privacy budget of each client based on the alignment between its update and
the global optimization direction, measured using cosine similarity. The objective is to jointly improve model utility,
privacy preservation, and robustness in federated learning systems.

A. System Overview

The SGA-LDP framework consists of a central server and N distributed institutional clients {C;, C,,..., Cy} , each
holding a private dataset Di. The collaborative training process proceeds as follows:

1) Global Initialization: The server initializes the global model w® and broadcasts it to all clients.

2) Local Training: During the local training phase, each client performs local optimization to compute its model
update. This update, represented by Aw; ,is calculated by taking the client's current local weights, w® and subtracting
the global weights from the previous round, wt By finding the difference between these two sets of weights, the client
identifies exactly how the model has changed based on its local data.

3) Gradient Clipping: Each client applies gradient clipping to ensure bounded sensitivity:
Awf = {AwfN\{max(1, {|Awf | \(A]} (1

4) Trust Evaluation: The cosine similarity S} is computed between the local update and the previous global
update direction to assess client reliability.

5) Adaptive Budgeting: The privacy budget €/ is dynamically adjusted based on the similarity score S; .
6) Noise Injection: Gaussian noise is added to the clipped update to satisfy (¢f, 6)-LDP:

A = Awf + N(0,671) (2)
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where the noise scale o is a function of the adaptive privacy budget € and the sensitivity A. Calibrating o in this manner
ensures that the perturbation is strictly proportional to the trust-based privacy requirements of the specific round.

7) Global Aggregation: The server aggregates the noisy updates A”w/ to compute the new global model w**! and
updates the global trajectory for the next round.

B. Phase-Based Workflow Description

The operational workflow of the proposed SGA-LDP framework is organized into three sequential phases, ensuring
a structured approach to balancing utility and security.

1. Alignment Assessment: At the beginning of the server-side process, each incoming client update is
compared with the reference global update direction from the previous round (t-1) using the cosine similarity
measure. This step provides a lightweight, scale-invariant heuristic to assess the consistency of local updates
with the global optimization objective. It serves as the primary mechanism for identifying potentially
anomalous or malicious behavior without inspecting private data.

2. Adaptive Sanitization: Based on the computed alignment score, the privacy noise applied to each update
is dynamically calibrated. Well-aligned updates those contributing positively toward the global objective are
perturbed using a relaxed privacy budget (€p,,,4,}) to preserve learning utility. Conversely, poorly aligned or
suspicious updates are sanitized with stronger noise using ey, to satisfy stricter local differential privacy
constraints. This targeted perturbation restricts the influence of outliers while maximizing the contribution
of high-quality data.

3. Aggregation: Finally, the server aggregates the sanitized client updates using the standard Federated
Averaging (FedAvg) scheme to produce the new global model. Unlike traditional robust aggregation methods
that discard data (e.g., Krum or Trimmed Mean), our framework achieves robustness through similarity-
guided adaptive local differential privacy. This allows the system to remain robust against attacks while
maintaining formal privacy guarantees and using a standard aggregation rule.

C. Similarity-Guided Trust Assessment

Cosine similarity is used as a scale-invariant measure to quantify the alignment between a client’s update and the
global update direction:

St = {(awf, Aw O {JAw] - [Aw Tt} (3)

We utilize the global update from round t-1 as a reference direction to ensure the trust assessment is independent of
the current round’s noisy updates, thereby preventing a feedback loop in noise calibration. The similarity score
satisfies Sf € [-1.0, 1.0], which provides a geometric characterization of client behavior. Values close to S¢ =1
indicate strong alignment with the global optimization direction, whereas values near zero or negative may indicate
anomalous behavior or potential adversarial activity [17], [18].

Although modern deep learning models involve high-dimensional parameter spaces such as the EfficientNet-Bo
backbone used in our experiments, which comprises approximately 5.3 million parameters (d = 5.3 x 10°) the
computation of cosine similarity maintains a linear complexity of O(d). This mathematical efficiency ensures that the
trust assessment mechanism introduces negligible computational overhead, even when processing the millions of
parameters required for medical image classification. Consequently, the framework remains highly scalable for
practical federated learning deployments across multiple healthcare institutions [19].

D. Adaptive LDP Mechanism
The local privacy budget €} is dynamically determined based on the similarity score Sf and mapped to the interval
[€tmax} Epminy] using a linear transformation:

ELF = €miny t (E{MGX} - E{min}) .max(O,Sit) 4)
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This formulation ensures that clients whose updates are highly aligned (Sf —1) r receive a larger privacy budget,
resulting in lower noise injection and better utility preservation. Conversely, poorly aligned or suspicious updates (S}
<0) are assigned a smaller privacy budget, enforcing stronger perturbation and providing stricter privacy protection.

In this work, we set €p,05) = 5.0, €gminy = 1.0 . This specific range was chosen based on standard privacy-utility trade-
offs documented in medical imaging literature, ensuring that the privacy guarantees remain meaningful while
allowing for high-quality global model convergence [20]. This choice allows well-behaved updates to retain clinically
relevant features while ensuring that deviating updates satisfy rigorous (e, 8§)-LDP constraints. This adaptive
allocation strategy improves both robustness and privacy without requiring changes to the aggregation mechanism
[20], [21]. Under this mechanism, each client applies Gaussian perturbation to its clipped update as follows:

Aw! = Awf + N(0,071) (5)

Where oi denotes the noise scale calibrated according to the selected privacy budget €/ and sensitivity A to satisfy (e,
§)-LDP.

E. SGA-LDP Optimization Algorithms

Algorithm 1 Client-Side SGA-LDP Update

Input: Global model w'™1, local dataset D;, learning rate n , clipping bound A , privacy bounds
€(max}> Emin}> Privacy parameter 8.

Output: Sanitized update A*w!

1 Receive the global model w!~1, from the server

Train the local model on dataset D; and obtain updated model w!
Compute the raw update: Aw! = w! — w1

Apply gradient clipping using Eq. (1) to obtain the clipped update Aw!
Compute cosine similarity S! using Eq. (3)

Compute the adaptive privacy budget €} using Eq. (4)

Calibrate the noise scale oi according to (Eﬁ, 8)-LDP

Generate the sanitized update using Eq. (2) : Aw! = Aw! + N(0,621)

© O N & s~ W N

Transmit the sanitized update A*w! to the server

Algorithm 2 Server-Side Aggregation

Input: Sanitized client updates {A"wﬁ}’{Ll} previous global model w1

Output: Updated global model w*

1 Receive sanitized updates from all participating clients

2 Aggregate the updates using Federated Averaging (FedAvg): w' = w'™1 + {1}\{N}. Zf’: ,(A*W))
3 Compute the global update direction: Aw‘=w' — w'~1

4 Broadcast the updated global model w! to all clients for the next communication round

Algorithm 2 implements the standard Federated Averaging (FedAvg) scheme. In the proposed framework, robustness
is achieved through similarity-guided adaptive local differential privacy rather than through modifications to the
aggregation rule.

F. Privacy Accounting Across Communication Rounds
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Although the proposed framework enforces (€, §)-Local Differential Privacy at each communication round, privacy
loss inevitably accumulates over repeated interactions. In federated learning systems employing local differential
privacy, cumulative privacy guarantees can be tracked using standard composition theorems or more advanced
accounting mechanisms such as Rényi Differential Privacy (RDP) or moments-based accountants.

In this work, we adopt a per-round privacy reporting strategy, which is commonly used in LDP-based federated
learning frameworks [20], [21]. Specifically, each client update is protected by an adaptive (€f, §)-LDP mechanism,
where the privacy budget is dynamically adjusted based on update alignment. This design ensures that each
individual communication round satisfies formal local differential privacy guarantees. While cumulative privacy
grows over time, the per-round adaptive budget ensures that "divergent" updates which carry the most risk of privacy
leakage or represent potential anomalies are always the most heavily protected by the strictest noise constraints.

4. EXPERIMENTS AND RESULTS

This section presents the experimental evaluation of the proposed Similarity-Guided Adaptive Local Differential
Privacy (SGA-LDP) framework in a federated learning setting. The experiments were conducted using the
BloodMNIST dataset with 30 heterogeneous clients under non-IID conditions. We compare three strategies: No
Defense (standard FedAvg without privacy protection), Static LDP with uniform privacy budget, and Adaptive LDP
(proposed method).

A. Dataset Description

BloodMNIST is a publicly available dataset of peripheral blood smear images across eight classes, containing 17,092
microscopy images from categories such as neutrophils, eosinophils, and lymphocytes. Each raw image is an RGB
sample of size 28 x 28 pixels. The dataset is divided into 11,959 training samples, 1,712 validation samples, and 3,421
test samples. This dataset is widely utilized to evaluate federated learning in medical imaging due to its clinical
relevance and class diversity [3]. In this work, the dataset was partitioned among 30 clients using a Dirichlet
distribution with a concentration parameter a = 0.1 , which simulates the highly heterogeneous non-IID data
distributions typical of decentralized healthcare systems. To ensure compatibility with the pretrained EfficientNet-
Bo backbone, which is optimized for higher-resolution inputs, all 28 x 28 input images were resized to 224 x 224
pixels using bilinear interpolation. This upsampling step is critical for preserving the integrity of the pretrained
weights and achieving high feature extraction performance. Figure 1 illustrates representative samples from the
dataset.

basophil eosinophil erythroblast immature granulocytes

lymphocyte

neutrophil

platelet

-w

Figure 1: Sample images from the BloodMNIST dataset across different classes.
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B. Model Architecture and Pretrained Backbone

The federated learning framework employs EfficientNet-Bo pretrained on ImageNet as the backbone for feature
extraction, followed by a fully connected classifier adapted for eight output classes [22], [23]. Clients fine-tune the
model locally and transmit only perturbed updates to the server according to the SGA-LDP mechanism. This
architecture provides strong feature extraction capabilities with moderate computational overhead, making it
suitable for federated medical image analysis.

C. Experimental Configuration

All models were trained for 100 communication rounds, with five local epochs per round and a batch size of 32. The
optimizer used was Stochastic Gradient Descent (SGD) with a learning rate of 0.01. Gradient clipping was applied
with a norm bound of 1.0 to ensure stability under differential privacy mechanisms.

The adaptive LDP parameters were set as follows :
®  €(max}= 5.0 for highly aligned clients
®  €(min) = 1.0 for poorly aligned clients

The complete set of system hyperparameters and local differential privacy configurations used throughout the
experiments is summarized in Table I.

Table I: System Hyperparameters and LDP Configuration

Parameter Symbol Value Rationale / Reference

Number of Clients N 30 Representative  of a
regional hospital network

Learning Rate M 0.01 Standard for SGD on
BloodMNIST [3]

Local Epochs E 5 Balances local
computation and
convergence speed

Batch Size B 32 Optimized for memory
efficiency

Clipping Norm A 1.0 Standard sensitivity
bound for DP stability

Max Privacy Budget €(max} 5.0 Chosen for high utility in
well-aligned updates [20]

Min Privacy Budget €(min} 1.0 Stricter bound for
anomalous updates

Privacy Parameter o} 1075 Selected to be < 1/N for
strong formal guarantees

Similarity Range [Stmin}> Sgmax}] [-1.0, 1.0] Full geometric range of
cosine similarity

Data Distribution a 0.1 Dirichlet parameter
simulating non-IID skew

Backbone Model - EfficientNet-Bo Optimal  balance  of
parameters and accuracy
[22]
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D. Hardware and Software Environment

All experiments were conducted on a high-performance workstation representative of contemporary deep learning
research environments. The hardware configuration is summarized as follows:

e CPU: Intel Core i9 (12 cores, 24 threads, up to 5.2 GHz)
e RAM: 64 GB DDRj5
e GPU: NVIDIA RTX 4090 with 24 GB GDDR6X VRAM

The software environment was based on Python 3.10 and TensorFlow 2.12 [24]. Federated learning orchestration
was implemented using Flower 1.6 [25], with PySyft employed for privacy-aware client-side operations. Standard
scientific computing libraries, including NumPy and Pandas, were used for data processing, while Matplotlib and
Seaborn supported result visualization.

E. Experimental Evaluation and Performance Analysis
1) Global Model Accuracy and Convergence Behavior

Figure 2 shows the evolution of global model accuracy over 100 communication rounds. The proposed SGA-LDP
approach achieves a final accuracy of 84.1 + 0.6 %, outperforming the Static LDP baseline (74.5 + 1.1 %) while
approaching the No Defense baseline (87.2 + 0.3 %). This demonstrates that similarity-guided adaptive noise
allocation allows benign clients to contribute more effectively to global model updates without unnecessary
performance degradation. Notably, while SGA-LDP introduces noise, the accuracy curve exhibits smoother
convergence compared to Static LDP, suggesting that the similarity-guided scaling helps stabilize the global model's
by prioritizing high-quality, consistent updates. The final converged accuracy values are reported in Table II.

Global Model Accuracy vs Communication Rounds (30 Clients)

0.90
—— No Defense 0.872
—— Static LDP

0.85 {1 —— Adaptive LDP 0.841
P
(&)
©
5 0.80 1
o
(&)
<
L 0.75 1 0.745
(=}
=
& 0.70
=
o

0.65 A

0.60 . . T :

0 20 40 60 80 100

Communication Rounds

Figure 2: Global model accuracy over communication rounds for 30 clients under No Defense, Static LDP, and
Adaptive LDP.

TABLE II: Global Model Accuracy Across Strategies

Strategy Accuracy (%)
No Defense 87.2
Static LDP 74.5
Adaptive LDP 84.1
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2) Robustness Under Label-Flipping Attacks

Robustness against malicious activity was evaluated using a label-flipping attack scenario. In this experiment, 20%
of the clients were designated as malicious, where "Neutrophil" samples were intentionally flipped to the
"Lymphocyte" class to simulate targeted diagnostic sabotage. As illustrated in Figure 3, the proposed SGA-LDP
approach achieves an Attack Success Rate (ASR) of 0.11, which is substantially lower than the No Defense scenario
(0.96) and remains highly competitive with the Static LDP baseline (0.08). These results indicate that similarity-
guided noise allocation effectively mitigates the impact of malicious behavior by detecting the resulting gradient
misalignment and suppressing the influence of the flipped labels.

Attack Success Rate (ASR) under Label-Flipping Attacks (30 Clients)

1.0
0.8 1
3
e 0.6
7]
T4
@
[ ]
=]
=
i
"4
E 0.4 -
=
0.2 -
0.0 -
No Defense Static LDP Adaptive LDP
Figure 3: Attack Success Rate (ASR) under label-flipping attacks for different strategies.
TABLE III: Robustness Comparison Across Strategies
Strategy ASR
No Defense 0.96
Static LDP 0.08
Adaptive LDP 0.11
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3) Privacy Analysis via Membership Inference Attacks

Privacy preservation was evaluated using a loss-based Membership Inference Attack (MIA). Figure 4 illustrates the
loss distributions for member and non-member samples under the SGA-LDP setting. The resulting MIA AUC is 0.54,
which is close to the ideal value of 0.50 corresponding to random guessing. This indicates that the proposed approach
provides strong protection against membership inference attacks, ensuring that sensitive institutional data remains
private while maintaining high model utility.

Loss Distributions for Member and Non-Member Samples under Adaptive LDP

Member Samples
Non-Member Samples
4 -
3 .
=
&
=
8 24
l -
0 -
0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
Loss Value
Figure 4: Loss distributions for member and non-member samples under Adaptive LDP.
TABLE IV: Privacy Evaluation Using Membership Inference Attack (MIA)
Strategy MIA AUC
No Defense 0.77
Static LDP 0.51
Adaptive LDP 0.54

F. Summary and Comparative Analysis of Experimental Results

A consolidated comparison of accuracy, robustness, and privacy metrics across all strategies is presented in Table V.
The proposed SGA-LDP framework achieves a final accuracy of 84.1 + 0.6 %, significantly outperforming the 74.5 +
1.1 % achieved by static LDP. By utilizing the F1-Score (0.83), we demonstrate that the model maintains high
diagnostic performance across the imbalanced classes of the BloodMNIST dataset. Furthermore, the framework
maintains strong privacy protection with an MIA AUC of 0.54 and achieves high robustness against label-flipping
attacks with an ASR of 0.11. These findings indicate that similarity-guided adaptive noise allocation effectively
balances the "trilemma" of accuracy, privacy, and robustness in medical federated learning.
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TABLE V: Consolidated Performance Metrics: Utility, Robustness, and Privacy

Strategy Accuracy (%) F1-Score (Avg) ASR (Robustness) MIA AUC (Privacy)
No Defense 87.2+0.3 0.86 0.96 0.77
Static LDP 74.5+1.1 0.72 0.08 0.51
SGA-LDP (Ours) 84.1+0.6 0.83 0.11 0.54

5. DISCUSSION

The experimental results demonstrate that the proposed Similarity-Guided Adaptive Local Differential Privacy (SGA-
LDP) framework effectively navigates the "trilemma" between model utility, privacy preservation, and robustness.
By achieving a final accuracy of 84.1 + 0.6 %, the proposed approach reduces the performance gap with the non-
private baseline (87.2 %) to just 3.1%, while significantly outperforming the static LDP baseline (74.5 + 1.1 %). This
improvement, further supported by a robust Fi-Score of 0.83, highlights the practical advantage of adaptive noise
allocation compared with uniform privacy mechanisms. The reduced variance in the accuracy curve suggests that
similarity-guided scaling helps stabilize the global model's trajectory by prioritizing high-quality updates, a critical
requirement for clinical reliability.

A key strength of the SGA-LDP framework lies in the use of cosine similarity over the full range S} € [-1.0,1.0 for
behavioral assessment. This continuous range allows the system to distinguish between highly aligned updates,
orthogonal behavior, and potentially adversarial contributions. Importantly, the computational overhead of
similarity computation remains negligible, as it scales linearly with the number of model parameters (O(d)). Even for
high-dimensional architectures such as EfficientNet-Bo, this additional computation does not compromise system
scalability. Even for high-dimensional architectures such as EfficientNet-Bo ( d = 5.3 x 10° parametres), this
additional computation does not compromise system scalability, making it viable for real-world clinical deployments.
The mapping of similarity scores to privacy budgets within the range [€pnin}, €maxy] € [1.0, 5.0] provides a practical
compromise between utility preservation and privacy protection. While the upper bound (€g,4,;= 5.0) exceeds the
conservative values often advocated in purely theoretical DP literature, this relaxation is justified by the specific
requirements of deep learning on high-dimensional medical images. Recent applied research in healthcare FL
suggests that strict budgets (€ < 1.0) often obscure the subtle feature gradients necessary for model convergence in
non-IID settings. Empirically, this design choice is supported by the low Attack Success Rate (ASR = 0.11) and the
Membership Inference Attack performance (AUC = 0.54), which approaches the ideal privacy condition of random
guessing. Specifically, the framework demonstrated high resilience during the targeted label-flipping of Neutrophils
to Lymphocytes, proving its ability to neutralize clinically relevant adversarial sabotage.

Despite these strengths, several limitations should be acknowledged. First, the use of fixed bounds €gy;,; and €pnqy
may be suboptimal in highly heterogeneous (non-1ID) environments, where rare but legitimate client updates could
be misclassified as anomalous. More advanced strategies, such as clustering-based similarity modeling , could
improve robustness to benign heterogeneity. Second, while the framework follows the principles of (e,5)-LDP,
cumulative privacy loss is not explicitly quantified across all rounds. Integrating formal accounting such as Rényi
Differential Privacy (RDP) represents an important direction for future work. Finally, the current evaluation focuses
on label-flipping; future work should consider more sophisticated coordinated poisoning or collusion-based attacks.
Overall, these findings confirm that behavior-aware adaptive privacy mechanisms offer a promising direction for
building trustworthy federated learning systems, particularly in high-stakes domains such as healthcare.

Finally, it is important to clarify the choice of baselines. While robust aggregation methods like Krum or Trimmed
Mean are effective against Byzantine faults, they primarily target robustness and do not provide formal privacy
guarantees. Furthermore, applying such aggregators in an LDP context is technically challenging; the inherent noise
injection required for privacy can cause legitimate updates to be statistically misclassified as outliers by robust
aggregators, leading to unintended data loss and degraded utility. Consequently, we prioritize comparison against
LDP-specific baselines to ensure a fair evaluation of privacy-preserving utility. Overall, these findings confirm that
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behavior-aware adaptive privacy mechanisms offer a promising direction for building trustworthy federated learning
systems in high-stakes healthcare domains.

6. CONCLUSION

This paper presented the Similarity-Guided Adaptive Local Differential Privacy (SGA-LDP) framework, a novel
approach designed to navigate the fundamental "trilemma" of model utility, privacy preservation, and adversarial
robustness in federated learning. By leveraging cosine similarity as a scale-invariant proxy for institutional reliability,
the proposed method dynamically adjusts local privacy budgets (¢). This allows high-quality updates to contribute
more effectively toward global convergence while simultaneously attenuating the influence of anomalous or malicious
behavior through targeted, stronger perturbation.

Experimental evaluation using the BloodMNIST dataset and a pretrained EfficientNet-Bo backbone demonstrated
that the proposed framework achieves a superior balance across all performance metrics. Specifically, SGA-LDP
reached a classification accuracy of 84.1+ 0.6 % and an F1-Score of 0.83, significantly outperforming the static LDP
baseline (74.5 + 1.1 %). Furthermore, the framework maintained robust resistance to targeted diagnostic sabotage
simulated via Neutrophil-to-Lymphocyte label-flipping achieving an Attack Success Rate (ASR) of only 0.11. The
privacy integrity of the model was further validated by a Membership Inference Attack (MIA) AUC of 0.54, which
remains near the theoretical ideal of random guessing.

Future work will focus on developing more sophisticated adaptive strategies for privacy budget allocation, such as
clustering-based similarity modeling and dynamic threshold calibration to better handle extreme institutional
heterogeneity. Additionally, the integration of formal privacy accounting techniques, specifically Rényi Differential
Privacy (RDP), will be explored to provide tighter theoretical guarantees on cumulative privacy loss over long-term
communication rounds. By addressing these challenges, the SGA-LDP framework offers a scalable and trustworthy
pathway for the deployment of collaborative Al in high-stakes healthcare environments.
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