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Received: 17 Feb 2026 Enterprise co-branded credit card projects must work within strict rules about
regulations, security, and privacy, while also handling a large number of
transactions. They need to follow different compliance rules set by various
organizations, especially because they involve both banking and non-banking large
consumer systems. The principles of security-by-design and compliance, which
involve integrating security and compliance into the system from the outset, help
the platform meet regulatory requirements at a high level and enable flexible
processing through an event-driven approach for making credit decisions. of
concerns and operational scalability. Establishing a segmented cardholder data
network ensures the separation of cardholder data from other system components.
Tokenization modules create tokens to validate transactions and credentials for the
credit card in credential vaults. Privacy-preserving techniques reduce the identity,
attribute, inferential, and membership disclosure threats. Privacy by Design
principles provide guidance for protecting privacy systems proactively instead of
attempting to patch privacy issues as they arise. High-performance network designs
allow for handling many transactions at once while being adaptable based on
available resources and the type of work needed. The circuit breaker pattern and
replica management capabilities ensure failure does not bring down a service.
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I. Introduction

The rising popularity of co-branded credit card systems has driven the demand for enterprise systems to
manage multi-faceted business processes, ensure regulatory compliance, and manage costs in high-
volume transaction environments. Financial institutions are becoming a major security target within the
shifting online marketplace. In a Computer Security Institute study, ninety-one percent of organizations
said that there was a computer security breach within the last year. Organizations that submitted loss
estimates for that study lost an average of roughly two million dollars each [1]. This highlights the
importance of having a strong security architecture on financial platforms.

Co-branded collaborations within enterprises must navigate regulated banks and their ecosystems.
Economic models within information security assume a fundamental misalignment with organizations
under-investing in security controls relative to costs and benefits [1]. Afterwards, Gordon and Loeb
showed that the optimal investment in information security is less than or equal to thirty-seven percent of
the expected loss due to a cybersecurity breach [1]. The authors also show that in certain conditions on the
probability functions of the security breach, the optimal investment is less than or equal to twenty-five
percent of expected loss [1]. This economic model provides financial platform architects with a tool for
allocating security resources over distributed processing environments.
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These heterogeneous regulatory requirements present important architectural challenges for today's
platforms and become more complex to address where platforms are operationally embedded in multiple
jurisdictions. Research on IS security policy compliance shows that organizational behaviors are critical
for the protection of an organization's information system. An empirical study by Kim et al. analyzed 32
firms across ten different industries using structural equation modeling and found a model fit of 0.857,
which is considered a strong model. The prediction of compliance intentions resulted in an R-squared
value of 81.6 percent, indicating that the behaviors have strong predictive power [2].

The behavioral dimensions of security compliance also impact platform governance. Attitude toward
security policy compliance had a path coefficient of 0.303 and was statistically significant [2]. Another
path coefficient can be derived from response efficacy, which is 0.266. This indicates that favoring the
policy positively influences its acceptance. In contrast, the path coefficient for neutralization techniques is
negative (—0.186) [2]. These results imply that it is not enough to have technical controls in place.

The key gap is in methods for designing compliance-aware software architecture, as security controls are
typically scattered across the system. An empirical analysis demonstrated that platforms with an
integrated architectural framework have far fewer security incidents. In light of this, the path coefficient
of compliance cost (-0.199 [2]) indicates it negatively affects their perception of security, requiring a
balance between security investment and workforce burdens.

This paper resolves these issues by proposing a security-by-design architecture for the co-branded credit
card ecosystem, which achieves compliance-by-construction through regulatory requirements applied
directly in the design of the system. Then apply the principles of economic optimization to distribute
security expenditure in accordance with models found in the literature [1]. Behavioral aspects are also
included to encourage compliance between organizations [2]. This scalable, market-based mechanism
supports growth while maintaining adequate governance and avoiding unnecessary security spending.

II. Related Work

Related work on the enterprise architecture of financial information systems has pieced together
distributed transaction processing and regulatory compliance. Gordon and Loeb have developed an
economic model. This involves investing in information security technology. The technique maximizes
security investment as a function of expected loss from future security breaches within bounded fractions.
Kim and co-authors investigate the impact of behavior on organizations' compliance with security
policies. Manchana focuses on event-driven architecture patterns to enable real-time responsiveness and
scalability in dynamic industries. He and his colleagues conducted a survey of automated log mechanisms
for reengineering and found little systematic logging in distributed systems.

Kashyap et al. proposed different Al-based encryption and tokenization frameworks incorporating hybrid
cryptography and intrusion detection. Hauselmann and Custers contrasted the substantive fairness of
data protection laws with the procedural fairness of their legal implementations. Carvalho et al. classify
privacy-protecting methods for microdata publishing into three categories: non-perturbative,
perturbative, and de-associative. Cavoukian proposed the privacy by design principles as a way to embed
privacy within the system architecture.

Binnig et al. showed that recent developments in high-speed networks eliminate virtually all of the
assumptions about bottlenecks in distributed databases. Zhang et al. created deployable systems
separating application and distribution from system management. All of these elements serve as the basis
for the proposed integrated compliance-by-construction architecture to meet the requirements of the co-
branded credit card platform.
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III1. System Architecture and Design Principles

The architecture is based on a layered service model. Each functional unit has its boundary, allowing for
independent scaling and maintenance. The presentation layer handles partner-facing APIs and
implements validation for incoming requests. The business logic layer manages tasks related to things like
handling credit applications and using finite state machines to control how things change.

The asynchronous processing of co-branded credit card platforms fundamentally relies on the Event-
Driven Architecture. This event-driven structure is focused on producing, detecting, consuming, and
reacting to events. Events serve as the main communication mechanism between components and allow
them to be independent and to function asynchronously without being directly coupled to each other [3].
Decoupling allows financial transaction processing systems to be more scalable, more flexible, and more
responsive to changes that can happen in real-time [3]. These systems typically use event brokers, such as
message queues and publish-subscribe systems, to reliably transfer events. These infrastructure
components allow for stable delivery of events in a distributed processing environment [3].

The design allowed different parts to communicate through events and handle events at different times
between the APIs, which helps keep the services independent from each other. This pattern is common in
microservices architectures, where services exchange events with each other, and middleware solutions
where APIs orchestrate business processes or workflows. For example, a credit application submitted via
an API could generate underwriting events in partner systems [3]. Event processing engines filter,
transform, and route events and actions based on those events; for example, they perform event
correlation and event aggregation [3].

Logging and monitoring help ensure system reliability and support compliance. A survey of fifty-four
experienced developers by Phaladi et al. found that almost all respondents agreed that logging statements
are important in system development and maintenance [4]. This same study stated that logs are the most
important source for diagnosing enterprise systems [4], but research has shown that 60% of failures for
software faults do not leave traces of their failure in the logs [4]. This is even more important in financial
systems, where, in fact, 70% of the logging code is for the purpose of detecting bugs by checking the The
code located at the end of the blocks of instructions [4]. This formatting has implications for logging in
with a co-branded credit card architecture.

High-volume financial applications generate logs at a high rate. Modern business software systems log
information at 50 gigabytes per hour. [4] Monitoring these applications requires automated approaches to
log analysis. Log mining, using statistics, data mining, and machine learning techniques to deal with large
amounts of log data, consists of four steps: log partitioning, feature extraction, model training, and online
deployment [4]. Domains are created using domain-driven design, and each specific area has its separate
data storage to avoid linking different domains and to meet regulations, while also allowing for better
performance when working with partners.

Component/Metric Category Value Unit
Software Fault Failures Without Log Trace Logging Gap 60 Percent
Logging Patterns for Error Detection Code Placement 70 Percent
Large-Scale System Log Generation Rate Volume 50 Gigabytes per Hour

Table 1: Event-Driven Architecture Characteristics and Log Analysis Metrics [3, 4].
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IV. Security and Compliance Framework
A. PCI DSS Compliance Architecture

Isolation of cardholder data is a fundamental prerequisite of PCI DSS compliance for co-branded credit
card programs. Dedicated network sections using micro-segmentation can be used to create boundaries
between sensitive and non-sensitive system parts. Encryption schemes can apply to data at rest, in use,
and in transit. Most implementations combine different encryption technologies in so-called hybrid
solutions.

Research on securing credit card information has also shown that Al-based encryption and tokenization
solutions are effective. Kashyap and others introduced a method that uses v-Support Vector Classification
for detecting intrusions and protecting data, which relies on elliptic curve cryptography and
homomorphic encryption. The tokenization module is responsible for generating a transaction validation
token on demand and storing the payment card data in credential vaults using restricted access policies.
Card numbers are validated using a Luhn check before they can be encrypted [5]. Instead, the architecture
stores the encrypted card data in token databases along with the generated tokens, separating card data
from transaction identifiers.

Benchmark testing of these methods has shown that they can require different amounts of resources for
computation. For example, Advanced Encryption Standard uses 25 units, BASE64 encoding 15, and SHA-
2 hashing algorithm 10 [5]. Standard tokenization methods have a memory consumption of 3. The
proposed Elliptic-Homomorphic Cryptography tokenization method has a memory consumption of 2. In
user evaluation, the method scored a 6 out of 6 in security and user experience (1 to 6 Likert scale) [5].
The mean scores for speed, effectiveness, and ease of use were 5, suggesting that the system as a whole
was generally perceived to perform well, and users were confident about the security of their credit card
details [5].

B. SOC 2 and Audit Trail Management

Immutable audit logging captures all events and uses cryptographic mechanisms to verify integrity. SOC 2
trust service criteria require that data access, changes, and transmissions be documented. A logging
infrastructure with guarantees on delivery or no loss should be able to handle bursts of events.

In practice, compliance actually goes beyond data protection objectives concerning technical controls. It
also includes the fairness of data processing as defined in European and national laws on data protection
and privacy. Hauselmann and Custers identified seven key components of fairness in data protection law
[6]. The ideas of good faith, no negative impact, personal freedom, not taking advantage of market power,
treating everyone equally, being aware of people's weaknesses, and ensuring accuracy come from laws
about consumer protection, competition, non-discrimination, and data protection itself.

The distinction from a procedural fairness perspective is important for financial platforms: it refers to the
formal requirements and process-oriented rules for data collection and processing [6]. Substantive
fairness focuses on the outcome of data processing activities affecting the data subject. A data controller
can be completely transparent and yet create an adverse outcome [6]. The relative powers of data
controllers and data subjects complicate the determination of fair processing in a credit card context.
Generally, data controllers are able to decide the purpose, legal basis, and duration of data processing and
sharing without receiving direct input from data subjects [6]. To ensure a fair outcome in using co-
branded credit cards, financial institutions must consider procedural compliance and substantive
outcomes affecting cardholders.
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Encryption Memory Usage Comparison and Fairness
Elements
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Figure 1: Encryption Memory Usage Comparison and Fairness Elements [5, 6]

V. Data Governance and Privacy Controls

The data governance structure of co-branded credit card programs requires privacy policies and
procedures to manage the lifecycle of protected data usage. Financial institutions hold cardholder data for
wide-ranging periods of time and must de-identify that data before sharing it with business partners and
for secondary use. The challenge is how to balance business needs to analyze data with regulatory
requirements.

Privacy-preserving techniques for microdata publication provide useful tools for protecting the
cardholder's information. According to Carvalho et al., financial systems need to consider the following
types of disclosure: risks identity disclosure, attribute disclosure, inferential disclosure, and membership
disclosure [7]. Identity disclosure occurs when an intruder learns the identity of individuals within the
dataset whose quasi-identifier values are the same. Attribute disclosure occurs when an intruder learns
additional facts about subjects. Inferential disclosure is when statistical properties of a database allow
specific information to be inferred. Membership disclosure identifies if information about an individual is
in a database [7].

Another problem in risk calculation is that confidential information attacks require specific knowledge in
addition to confidential information from the attackers. Hence, the data controllers must make
reasonable assumptions about attackers' knowledge, based on the assumption that attackers have
maximum knowledge and know the precise attribute values of each person [7]. However, when the
population frequency is 1, the quasi-identifier values are unique. When it is 2, the probability of re-
identifying the subject is 0.5 (50% confidence) [7]. Other measures of the privacy risk, such as k-
anonymity, can provide protection against background knowledge only for k > 1.
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Privacy-preserving techniques can be classified as non-perturbative, perturbative, and de-associative
approaches. Non-perturbative approaches include global recoding, local recoding, top-and-bottom
coding, suppression, and sampling, and work by reducing the fine granularity of sensitive information.
Perturbative approaches include swapping, adding noise, microaggregation, and rounding. The swap
parameter ranges from o to 20 percent of the total records [7]. De-associative techniques make it harder
to link quasi-identifiers with sensitive information by using methods like bucketization, anonymization,
and permutation.

Privacy by Design is a set of principles that guide the integration of privacy into platform design
processes. Cavoukian outlines 7 Foundational Principles of privacy-friendly system design [8]. The first
principle is anticipatory, and the second is privacy by default, which means that privacy should be the
default setting, and no intervention on the individuals' side is required. The third principle is privacy by
design, which means that privacy is built into the design and architecture of information systems [8].

Other principles include full functionality, assuming positive-sum approaches that do not require trade-
offs between privacy and other social values, and end-to-end lifecycle protection of data. Visibility and
transparency mean that independent stakeholders can establish which privacy practices are employed.
User-centric design keeps the interests of the user at the forefront through strong defaults and
empowering options [8]. These principles enable co-branded platforms to build trust and remain
operationally effective across partner relationships.

Category Method Purpose

Identity Disclosure Identifies specific individuals

Attribute Disclosure Reveals additional personal facts

Disclosure Risks

Inferential Disclosure Infers information from patterns

Membership Disclosure

Shows who is in database

Protection Measures

K-Anonymity

Multiple people share same data

Population Frequency

Checks data uniqueness

Global Recoding Generalizes all data uniformly
Local Recoding Generalizes specific records
Non-Perturbative
Suppression Removes sensitive data
Sampling Uses data subset
Swapping Exchanges values between records
Perturbative
Adding Noise Adds random variations

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons
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Microaggregation Uses group averages
Rounding Reduces number precision
Bucketization Separates identifiers from data
De-associative Anatomization Splits data into separate tables
Permutation Breaks data linkages
Proactive Prevents privacy issues early
Privacy Default Automatically enables privacy
Embedded Design Built into system architecture
Privacy by Design Full Functionality Balances privacy and business
End-to-End Protection Protects throughout lifecycle
Transparency Open privacy practices
User-Centric Users control their data

Table 2: Privacy Risk Measures and Privacy by Design Principles [7, 8].

VI. Scalability and Operational Resilience

The scalability of co-branded credit card networks depends on architectural styles that build on
innovations in networks and distributed processing. Previous work on distributed databases assumed that
network bandwidth was the key constraint. However, this is no longer true for high-performance
networking. The financial industry must reassess design choices for the desired throughput and latency.

In evaluating a distributed database architecture, the bandwidth of the network has become comparable
to the memory bandwidth in modern computers. According to Binnig et al., InfiniBand FDR 4x
networking offers 6.8 GB/s per NIC port, which is almost the same as the DDR3-1600 memory bandwidth
of 12.8 GB/s per channel. [9] Transferring 1 KB of data using RDMA takes about 1 microsecond, in
contrast to the 0.08 microseconds required for a similar transfer using a CPU memory read [9]. For small
message sizes of 8 bytes, RDMA WRITE operations can achieve latencies as low as 1 ps. In comparison,
IPoIB requires 20 pus and Ethernet requires 30 ps [9]. The latency of packet processing using RDMA
allows the development of new transaction processing models for distributed systems.

Novel protocols that leverage these network capabilities are orders of magnitude faster. For instance, the
RDMA-based Snapshot Isolation protocol is estimated to run at 1.8 million distributed transactions per
second [9]. Under the IPoIB standard, customary SI protocols managed only 22,000 transactions per
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second. An IPoEth implementation managed 32,000 transactions per second. Implementation of
protocols with two-sided RDMA verbs achieved 1.1 million transactions per second, or 66% of the
performance of optimized protocol implementations [9]. These results challenge the belief that
distributed transactions cannot scale.

These platforms can deploy resources according to workload characteristics on demand. The Sapphire
programming platform developed by Zhang et al. supports such flexible deployments on mobile devices
and cloud servers [10]. The transparent RPC in the Deployment Kernel shows local communication
latency of 0.08 ms and inter-server communication latency of 0.16 ms [10]. Researchers have measured a
throughput of 257,365 requests per second, demonstrating a linear scaling with the number of replicas
until the network reaches saturation [10]. The platform architecture separates application and
deployment logic using Deployment Managers to allow programmers to change deployment decisions
without changing application code.

The LeaseCaching implementation reduced read times for distributed objects from 6 ms to 0.5 ms [10].
Write latencies were 6.1 ms when lined up, but 7.5 ms otherwise. Read latencies could be reduced from 7-
13 ms to 2-3 ms, but write latencies increased from 29 ms to 77 ms [10]. These trade-offs allow platform
architects to optimize for the workload patterns typical of credit card transactions.

Operational resilience needs services that can handle faults and manage copies of data: the core system,
which includes the parts that run across multiple locations, has 12,735 lines of Java code. Replication
managers synchronize replicas, while centralized coordinators abstract away the complexity of leader
election and group membership from the distributed algorithms. This allows co-branded platforms and
their transaction data to remain available in the face of individual component-level failures between
partner integrations.

Network Performance Benchmarks and
Deployment Manager Metrics

7.5

e 5.1

LeaseCaching Read (After) = 0.5

LeaseCaching Write (After)

Server-to-Server RPC Latency 1 0.16
Two-sided RDMA Verbs = 1.1
Traditional Ethernet (8 Bytes) meesssssssssssssssssssssssss 3 ()
RDMA WRITE (8 Bytes) = 1
RDMA Data Transfer (1 KB) = 1
InfiniBand FDR 4x Bandwidth = 8

0 5 10 15 20 25 30 35

Figure 2: Network Performance Benchmarks and Deployment Manager Metrics [9, 10]
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Conclusion

Architectural abstractions of co-branded credit card platforms struggled with regulatory compliance and
their scalability in practice. Security by design shows how including regulatory requirements as part of the
architectural abstractions minimizes operational costs for the system. Event-driven architectures simplify
the handling of tasks that occur at different times, making them ideal for financial transactions where
separate components must work together seamlessly. Additionally, extensive logging and monitoring
capabilities facilitate operational and regulatory compliance through event-driven audit logging and the
monitoring of state changes. The best ways to protect cardholder data include using a mix of encryption
methods, different types of codes, tokenization, and secure storage systems that separate card information
from transaction details, along with various privacy-protecting technologies. Tokenization and credential
vaults are the most important and widely adopted methodologies to protect cardholder data. Privacy by
Design principles require accounting for privacy controls in platform architecture from the start. State-of-
the-art high-performance networks also challenge assumptions made above about scaling distributed
transactions. RDMA-based protocols' transaction throughput is orders of magnitude greater than socket-
based protocols, and the deployment managers provide flexible resource and replica management. With
caching, reads are accelerated with little overhead in writes, making it suitable for certain workloads.
Future directions include scaling the architecture to comply with evolving regulatory frameworks and
cross-border transaction processing across an expanding network of partners.
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