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Application Programming Interfaces (APIs) are what make modern distributed and
cloud-native apps work. They let loosely connected services work together without
any problems. But the fact that APIs are so widely used has made them much easier
to attack, making them perfect targets for stealthy and behavior-driven cyberattacks
that can get by traditional signature-based defenses. Current methods for detecting
anomalies often either use supervised learning, which needs a lot of labeled attack
data, or only use unsupervised learning, which doesn't have enough power to tell the
difference between classes and has a lot of false positives, especially when there is a
lot of class imbalance. This research presents an AI-driven Normality Fusion Hybrid
Model to identify aberrant API usage patterns in distributed systems. The suggested
method uses unsupervised anomaly modeling to learn normal API access behavior
and combines deviation-aware signals into a supervised classification pipeline. An
Isolation Forest is used to model the normal behavior manifold and make deviation
scores, which are then normalized and combined with the original access features. A
class-weighted Histogram-based Gradient Boosting classifier is then trained on the
improved feature space to find rare and changing anomalies in a strong way. To fix
the problem of very uneven class sizes, Random Over-Sampling and the Synthetic
Minority Over-sampling Technique (SMOTE) are used during training. Numerous
trials on the API Security: Access Behavior Anomaly Dataset show that the suggested
model works better than strong baseline models and contemporary state-of-the-art
techniques, with an overall accuracy of 99.87%. The results show that normality-
aware feature fusion greatly improves detection robustness, interpretability, and
generalization. This makes the proposed framework good for real-time API security
monitoring in remote situations.

Keywords: API Security; Anomaly Detection; Distributed Applications; Machine
Learning; Normality Modeling; Class Imbalance; Cybersecurity

1. INTRODUCTION

The modern digital landscape is becoming more and more centralized around massive distributed
applications which serve as a vessel for vital services across finance, healthcare, smart infrastructure, e-
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commerce, and even in government [1]. These applications are no longer monolithic, but rather consist
of loosely interconnected services running on a variety of different platforms; e.g., cloud, edge or hybrid
[2, 3]. At the heart of this service-oriented transformation are APIs - they represent standardized
interfaces to allow all of these architectures (as well as others) to communicate, integrate and
demonstrate some level of interoperability [4, 5]. Despite their power in enhancing the agility and
scalability of systems, APIs’ widespread availability has widened the attack surfaces of modern
applications, presenting them as high-value targets for cyber adversaries interested in leveraging logical
vulnerabilities rather than known flawed software [6-8].

Concurrently, the type of cyber threat has changed quite dramatically over time in both volumes as well
as complexity [9, 10]. Nowadays, attacks are adopting stealthy tactics with the use of legitimate
communication means, evading signature-based detectors and acting as a “chameleon” in the system
[11, 12]. API-centric attacks exemplify this trend, as malicious actors often generate requests that
conform syntactically to valid API calls while subtly manipulating access frequency, parameter usage,
or request sequences to achieve unauthorized objectives. Encryption, dynamic service discovery, and
elastic scaling are all becoming more common, which makes it even harder to see and monitor things
[13]. This means that traditional perimeter defences are not enough. As a result, cybersecurity has
moved towards behavioural and data-driven models that look for changes in how a system is used
instead of clear attack fingerprints [14, 15].

Artificial Intelligence (AI) and Machine Learning (ML) play a critical role in this transition to behavior-
oriented cyber security [16]. Using patterns learned from the past, Al can detect change in the
environment and discover new threats not previously observed, as well as relieve dependency on
human rule-engineering [17]. Recent studies have investigated various ML and deep learning
algorithms in an intrusion detection, anomaly detection, and user behavior analytics context, leading to
several significant gains compared to static models [18, 19]. However, such techniques have not been
widely applied in the surveillance of API accesses, which have its unique issues like high-dimensional
feature space, temporal diversity and extremely imbalanced class distribution between normal events
and malicious ones [20, 21]. These obstacles reduce the applicability and stability of numerous works
on real world distributed computing systems.

The main drawback of existing works is their partial method (separate to one another) of the anomaly
detection and attack classification [22, 23]. Most existing works use strict supervised models, which
are highly dependent on labeled attack data, or pure unsupervised models, which have less
discriminative power [24, 25]. In reality, available labeled malicious API traffic is little, often changing
over time and possibly incomplete making supervised models to tend policing the other direction
toward main normal patterns [26, 27]. Unsupervised ones, on the other hand, can highlight benign
changes as anomalies causing false positives and operational burden [28, 29]. Furthermore, some state-
of-the-art deep learning models carry large amount of computational overhead which also prohibits
their adoption in the real-time application scenario (i.e., where latency and resource limitation concern)
such as typical distributed systems [30, 31]. These limitations show a general lack in the literature in
proposing integrated, efficient, and flexible Al-based cybersecurity models for API access control.
Clearly, there is a need for the techniques that are based on explicit modeling of normal system
behavior and that make use of deviations from such a model as an informative signal; with mechanisms
to incorporate these signals into classification procedures [32]. Such models also need to tackle the
problem of class imbalance and changing access patterns while still remaining computationally cheap
and deployable. Although hybrid approaches to Al are becoming increasingly popular, relatively little
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consideration has been given to feature-level fusion strategies that effectively combine unsupervised
normality modelling with supervised learning [33].

Inspired by these observations, in this work, we aim to contribute to the improvement of API security
with a new normality-aware AI framework tailored for distinguishing abnormal API access patterns
from distributed applications. The driving approach is to move from attack-centric learning in anomaly
detection to behavioral-centric modeling, where knowing and encoding legitimate usage patterns is
fundamental. By incorporating anomaly traits directly into the feature space, this approach attempts
to make the model more sensitive to infrequent behaviors that are typically leading or defining
malicious actions but still robust against benign variations. Our motivations are in line with those of
this study, and we aim to design a pragmatic, effective detection pipeline. In particular, the goal of this
work is to model normal API behaviour with unsupervised learning strategies, improve classification
task performance through feature-wise combination of anomaly evidences and alleviate the influence
of data imbalance by leveraging adaptive learning approaches [34]. Moreover, the framework is
architected to be light-weight and scalable such that it supports real-time monitoring needs in
distributed as well as cloud-native context. taken together, these goals serve as a guide to creating an
Al-based work that balances detection efficacy, robustness and operational usability [35-37].

For that we propose a Normality Fusion hybrid AI model that combines unsupervised anomaly
detection and supervised gradient-boosted classification. The first step in the framework is to use only
normal API traffic to train an Isolation Forest and learn intrinsic behavioral profiles, that are quantified
by anomaly scores. These scores are enriched with their ranking in the observed data distribution and
further combined to form an enriched representation of access behavior together with the original
encoded features of API [38]. A class-weighted gradient boosting classifier is trained over this
augmented feature set, which can effectively differentiate between normal and anomalous access
patterns even when the dataset exhibits an extreme ratio imbalance. This architecture combines the
unsupervised and supervised part effectively, but also computationally efficient [39].

The following is a summary of this study's main contributions:

Hybrid normality-aware detection model: We provide an Al-based security framework by
combining unsupervised normality modeling with supervised classification for detecting abnormal API
calling behaviors in distributed applications, which can effectively identify known attacks as well as
unknown attacks [40].

Synthetic data balancing with SMOTE: Owing to the presence of extreme class imbalance in real
API traffic, we use the Synthetic Minority Over-sampling Technique (SMOTE) to create synthesised
samples representative of minority attack class enabling better training stability and detection
sensitivity of the classifier.

Feature-level anomaly fusion strategy: We propose a feature augmentation approach that fuses
the Isolation Forest - based anomaly scores and percentile ranks with original encoded API features,
helping the classifier to explicitly leverage deviations of learned normal behavior.

Imbalance-aware gradient boosting classification: A class-weighted gradient boosting classifier
on the augmented feature space guarantees robustness in operating under skewed ratios of differently
labeled datasets without having to increase too much computation cost [41].

Scalable and deployable architecture: The proposed network design is highly lightweight and
modular, allowing for real-time deployment in distributed as well as cloud-native settings which is
justified through the extensive experimental evaluation against baseline models.
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2. LITERATURE REVIEW

Recent progress in anomaly detection encompasses various application fields, such as cloud computing,
network security, industrial systems, and data-centric behavioral analytics. Previous studies have
investigated many methodological paradigms, including deep learning-based sequential modeling,
unsupervised reconstruction techniques, domain-specific machine learning frameworks, and data
enrichment methodologies [42]. To systematically analyze these contributions and highlight prevailing
research trends and gaps, the reviewed studies are organized into three thematic categories: deep
learning—driven anomaly detection in networked and cloud environments, domain-specific anomaly
detection in cyber-physical and IoT systems, and data-centric behavioral anomaly detection
frameworks [43]. To systematically analyze these contributions and highlight prevailing research trends
and gaps, the reviewed studies are organized into three thematic categories: deep learning—driven
anomaly detection in networked and cloud environments, domain-specific anomaly detection in cyber-
physical and IoT systems, and data-centric behavioral anomaly detection frameworks [44].

2.1 Cloud, Network, and Communication-Centric Detection Frameworks

Anomaly detection frameworks for cloud infrastructures, programmable networks, and next-generation
communication systems mostly utilize deep learning models applied to logs, traffic flows, or protocol
interactions. Nagarjun & Rajkumar [45] and Jay Barach [46] use learning-based methods to look at
cloud audit logs and system activities. They assume that the log semantics are the same across platforms
and that there is full visibility. In heterogeneous or federated cloud settings, these assumptions seldom
prevail, as variations in logging granularity, access control, and provider-specific formats diminish
portability and compromise operational resilience.

Torabi et al. [47] present an autoencoder-based reconstruction error modeling approach for detecting
anomalies in cloud networks. This method enhances detection granularity by analyzing errors on a
feature-wise basis. Reconstruction-driven systems, on the other hand, are very sensitive to changes in
typical behavior. This is because elastic cloud environments often have changes in scalability, workload
transfer, and configuration. As a result, normal changes in operations may be seen as strange. Sayed et
al. [48] seek to minimize detection costs in SDN systems using feature selection preceding deep
learning-based DDoS detection; however, this approach imposes rigidity by emphasizing preset feature
relevance, hence constraining adaptability to novel or multi-vector attacks [49].

Tian et al. [50] and Wehbe et al. [51] advance anomaly identification in 5G core networks by modeling
NF-to-NF contact sequences and HTTP/2 traffic patterns, shifting the focus to the control plane and
application layer. These methods provide you a lot of detail, but they are very dependent on certain
protocols and architectural assumptions. This makes them weak to changes in protocols, limits on
encryption, and frequent changes to the network. A common worry in this group is that they rely on
stable configurations and have a lot of computational overhead, which makes it hard to scale and adapt
over time in networks that are always changing [41, 52, 53].

2.2 Cyber-Physical, 10T, and Infrastructure-Oriented Detection Approaches

Anomaly detection in cyber-physical systems and IoT settings must take into consideration how digital
control and physical processes interact, which makes things even more complicated. Hussain et al. [54]
and Mantha et al. [55] tackle data scarcity by employing simulation-driven and hardware-in-the-loop
settings for electric vehicle charging stations and smart grid systems. While these methodologies
facilitate regulated experimentation, simulated datasets frequently do not adequately reflect real-world
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uncertainty, sensor noise, unpredictability in human interaction, and long-term system drift, hence
compromising reliability in operational environments [56].

Sarwar et al. [57, 58] use supervised machine learning classifiers on smart home IoT traffic, assuming
that there is labeled attack data and that device behavior is fairly constant. These kinds of assumptions
make it harder to find zero-day attacks and new device behaviors in IoT ecosystems that change quickly.
Narmadha & Balaji [59] use metaheuristic strategies to improve LSTM models and combine them with
autoencoders to cut down on false alarms in intrusion detection. However, adding optimization layers
makes the computations much more complicated and requires more time to tune, which makes them
less suitable for real-time use in contexts with limited resources [60].

Ehsan et al. [61, 62] broaden anomaly detection to blockchain ecosystems by employing ensemble
classifiers and feature selection to identify malicious actors. The technique focuses on a very important
security area, but it only works with curated datasets and static account-level attributes. This makes it
hard to react to changing transaction behaviors, smart contract interactions, and new attack strategies.
In general, this category has significant domain coupling and isn't very resilient to changes in
operations, especially when system dynamics are changing.

2.3 Behavioral and Data-Driven Anomaly Detection Paradigms

Behavioral and data-driven techniques move anomaly detection away from infrastructure measures and
toward modeling how users behave, how software runs, and what content means. Kim et al. [63]
examine betting odds to identify match-fixing anomalies; however, this market-driven data is extremely
volatile and subject to external economic and social influences, making anomaly interpretation more
difficult. Kumar et al. [64] utilize topic modeling and semantic similarity to identify healthcare-related
anomalies in social media data, wherein linguistic drift, disinformation, and demographic bias
considerably impact stability and reliability.

Zhan et al. [65] enhance resilience against hostile manipulation by modeling semantic behavior units
in API and syscall sequences; nonetheless, this methodology presupposes stable semantic groupings
that may not endure across software upgrades or changing execution circumstances. Kohyarnejadfard
et al. [66] utilize NLP-based analysis on distributed tracing data within microservice environments,
requiring no prior knowledge; however, the efficacy of this approach is contingent upon uniform trace
instrumentation and overlooks essential low-level system metrics vital for root-cause analysis.

Canay and Kocabigak [67] improve online usage mining by combining application logs with web
analytics data to get more information about user activity. However, this makes preprocessing and
system integration more difficult, which makes it harder to respond quickly in real-time situations.
ElDahshan et al. [68] put forward an unsupervised MLaaS framework to help non-expert users find
anomalies and group them together. However, using generic unsupervised algorithms that don't learn
from their features or know about the domain makes it harder to find anomalies in complex, high-
dimensional data. Zhang et al. [69] assess multimodal language models for visual anomaly detection in
bad settings, uncovering ongoing issues concerning robustness, inference delay, and processing cost.
This category collectively underscores that data richness alone does not guarantee reliable anomaly
identification in noisy, dynamic, and adversarial environments.

The gaps reviewed in the above studies are summarized as follows:

Most current methods rely on labeled data or steady normal patterns, which makes them less reliable
when it comes to new, changing, or rare anomalies.
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Different fields still don't do a good job of dealing with data imbalance, which makes it harder to find
rare but important unusual events.

Some frameworks that use deep learning are very hard to compute, which makes them impractical for
large-scale and real-time use.

A lot of solutions are tested on controlled datasets or in simulated environments, which makes people
worry about how well they will work in real-world, changing systems.

Unified and flexible anomaly detection systems that can work with different types of data and domains
are still mostly unknown [70].

3. METHODOLOGY

The methodological approach used to develop and assess the suggested Normality Fusion Hybrid Model
for identifying unusual API access behaviors in distributed applications is presented in this part. Severe
class imbalance, changing access patterns, and the requirement for strong discriminating between
benign changes and malicious activity are some of the major issues with API security analytics that the
technique is designed to address. By explicitly learning baseline access behavior and including
deviation-aware features into the decision-making process, the suggested method combines supervised
classification with unsupervised normalcy modeling. The entire pipeline includes feature fusion,
imbalance-aware learning, normal behavior modeling, data collection and preprocessing, and final
anomaly classification [41]. The framework's applicability for actual API monitoring environments is
ensured by the methodical design of each stage, which improves detection accuracy, interpretability,
and scalability. The overall workflow diagram is visualized in Figure 1.
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Figure 1. Overall workflow of this study
3.1 Data Collection and Overview

This study utilizes the API Security: Access Behavior Anomaly Dataset from Kaggle [71] intended for
the examination of anomalous and malicious access behaviors inside API-driven microservices setups.
In these types of systems, both authorized applications and programmatic clients can use APIs. This
makes them vulnerable to misuse through strange request sequences and access patterns. The dataset
shows how people use APIs by using numbers, which makes it possible to use machine learning models
without having to directly handle raw API call graphs. It also has raw API access graphs that may be
used for clustering and graph-based analytics. The data shows how session handling, retries, refreshes,
and automated scripts change how people access things. The dataset has 34,423 samples and 13
columns. Twelve of the columns show access behavior aspects, and the target variable behavior_type
puts each instance into one of four groups: normal, attack, bot, or outlier. The dataset is good for
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research on API security and access behavior anomaly detection because it comes with notebooks for
classification and embedding activities. As shown in Table 1, the dataset has a very unbalanced class
distribution. Figure 2 shows the class-wise sample distribution more clearly, showing how outlier and
normal behaviors are more common than rare attacks.

Table 1. Class-wise distribution of samples in dataset

Behavior Type | Number of Samples
Outlier 24,146
Normal 8,946

Bot 1,309
Attack 22
Total 34,423

Distribution of APl Behavior Types

25000 A

20000

15000 4

10000 +

Number of Samples

5000 A

4+
=]
=]

attack -

outlier
normal

behavior_type

Figure 2. Visualization of sample distribution across target classes

3.2 Data Preprocessing

In this subsection, the preprocessing operations carried out on Deep Weeds dataset will be outlined to
increase the weed-relevant features and minimize the background noise [72]. It uses vegetation
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segmentation, illumination normalization, morphological enhancement, and adaptive background
suppression techniques to create clean and informative images, which means that the AgroViT-CNN
model can be used to produce robust and accurate weed classification under real-world field conditions.

3.2.1 Target definition and leakage-safe feature selection
The target column in the dataset defines the class label:
y; = behavior_type € (outlier, normal, bot, attack) D

To eliminate target leakage and get rid of identifier-like attributes, we leave out columns like behavior,
_id, Unnamed: 0, and behavior_type. This gives us the feature matrix:

X = D\ {leakage/id columns}, X € R™*¢ @)

This makes sure that the learning process only depends on access-behavior descriptions and not on
direct class indicators or IDs.

3.2.2 Missing-value imputation (numeric and categorical)

The pipeline applies median imputation for numeric features and most-frequent imputation for
categorical features. If a numeric feature j is absent, it is replaced by:

Xijs if x;; is observed 3
X =
Y median({xlj, ...,xnj}), if x;; is missing ®)
For category feature k, the mode is used to fill in missing entries:
X < arg max #{i: x;, = c} 4)
CECK

3.2.3 Distribution stabilization (log transform) and scaling (standardization)

The study uses a safe log transformation to make heavy-tailed security measures (such durations and
counts) less skewed:

x{; = log(1 + max(x;;,0)) (6)
Then, z-score normalization is used to standardize the numerical features:

Xij ~ b
zjj = 5 ™

Where, u; and o; are the mean and standard deviation of feature j, which were calculated using the fitted

data. This makes features easier to compare and makes optimization more stable for learners who come
after.

3.2.4 Categorical encoding and imbalance correction (One-Hot + ROS + SMOTE)
One-hot encoding changes categorical variables (like ip_type and source) into binary variables.
¢ (xir) € {0,1}1 ®

generating a sparse indication vector for each category level and making it work with numeric
learners.
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The dataset is very unbalanced, especially the rare assault class. So, the study balances the classes in
two steps:

Random Over-Sampling (ROS) makes copies of minority instances until it reaches a target count N*
(which is used to upsample an attack to the majority size).
Using linear interpolation, SMOTE makes fake samples for chosen minority classes (bot and normal):

Xnew = X; + A(xnn - xi): A~ u(O, 1) (9)

Where x,,,, is a nearest neighbor of x; in feature space. This increases minority coverage without simply
duplicating all samples.

3.3 Proposed Normality Fusion Hybrid Model

To effectively identify anomalous API access behaviors amidst significant class imbalance and
constantly changing access patterns, we present a Normality Fusion Hybrid Model that synergistically
combines unsupervised anomaly modeling with supervised discriminative learning. The main idea
behind the proposed method is to clearly define the range of normal API access behavior and to include
measured deviations directly in the supervised classification process. The model increases sensitivity to
small and infrequent deviations by combining normality-aware signals with behavioral feature
representations [58]. At the same time, it stays strong against benign behavioral variability. This hybrid
approach makes it possible to reliably find low-frequency and previously undiscovered attack patterns
[73]. It also solves some of the biggest problems that come up in real-world API security monitoring
situations. The architectural overview of the proposed model is shown in Figure 3.
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Figure 3. Architecture of the proposed Normality Fusion Hybrid model
3.3.1 Input Data
Normality Fusion Hybrid model takes the input in the form of preprocessed feature matrix as,
X ={x; e R}, (10)

And the corresponding behavioral class labels as,

y; €Y = {normal, outlier, bot, attack} (1D
3.3.2 Normal Behavior Manifold Estimation
We proceed by separating samples that are linked to typical API access.

Xy = {x; | y; = normal} (12)
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The system doesn't learn a global decision boundary from all classes at once. Instead, it first assesses
the support of the normal behavior distribution. An Isolation Forest (IF) is used to do this. It is an
approximate measure of how deep a sample is in feature space that depends on the data.

An isolation tree divides the feature space into smaller parts by choosing a feature index j and a split
value v at random. The procedure persists until every instance is segregated. Let h.(x) be the number
of splits needed to separate x in the t-th tree. The anticipated isolation depth over an ensemble of T
trees is:

T
1
E[RGO] = = ) h(x) (13)
t=1

Anomalous samples are usually found in areas of the feature space that aren't very dense, therefore they
need fewer partitions to be separated. So, a deviation score is defined as:

s(x) = —E[h(x)] (14)
where larger numbers mean greater variance from the predicted typical manifold.
3.3.3 Distribution-Free Normalization of Deviation Scores

Raw anomaly scores s(x) include feature scaling and ensemble depth. To make sure that the samples
are stable and can be compared, we calculate a distribution-free percentile score:

1 n
r(x) =ZZH(s(x]-) < 5(0) (14)
=1

This transformation translates deviation scores onto the empirical cumulative distribution function
(ECDF), resulting in:

r(x) € [0,1] (15)

This might be understood as the sample's relative strangeness compared to the whole dataset. This step
is very important to stop classifiers from overfitting to the scale of isolation depths.

3.3.4 Normality Fusion via Feature Augmentation

This might be understood as the sample's relative strangeness compared to the whole dataset. This step
is very important to stop classifiers from overfitting to the scale of isolation depths.

% =[x, s(x), r(x)]" € R*2 (16)

This formulation incorporates both absolute deviation magnitude (s) and relative deviation rank (r)
alongside the original access behavior elements. The classifier learns a combined representation as a
result.

P(y|x,A(x)), where A(x) = (s, 1) 17)

This makes it easier for it to distinguish the difference between benign irregularities and malicious ones.
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3.3.5 Imbalance-Aware Gradient Boosted Classification

Because the class distribution is so skewed, directly minimizing unweighted empirical risk would make
the classifier favor the dominating classes. To address this, class-prior—aware weighting is
implemented. Let,

|y = cl
me=Py=c)x ———— (18)
indicate the empirical prior probability of class c. The weight is given to each training sample:

We = — (19)

This makes sure that minority classes add to the optimization goal in the right way.

An expanded dataset is used to train a Histogram-based Gradient Boosting (HGB) classifier:

D = %,y 0}, (20)
The learning goal is to lower the weighted negative log-likelihood or a weighted loss:
N exp (f:(%; 6))
L) = w; I(y; =¢c)lo < — ) 21
©) = 2,0 Q0= Oos (g e T @

where f,(*) is the score for class c.

The Gradient Boosting model is written as an additive function:

M
FE® =) 1gn® (22)

with g,,, (*) standing for shallow decision trees and 5 standing for the rate of learning. Histogram binning
makes sure that calculations are quick and that noise doesn't affect them.

3.3.6 Inference and Decision Function
For an unobserved API access instance x\', the trained Isolation Forest calculates deviation features:

g\ = [x\T, s(x\*), r(x\)]” (23)
The final prediction is obtained by:

$ = argmax P(y = c|z\") (24)
cey

This decision rule jointly considers intrinsic behavior and deviation from learned normality, enabling
reliable detection of rare and evolving attack behaviors.
3.4 Baseline Models

We evaluate the performance of the proposed Normality Fusion Hybrid Model to that of two commonly
used baseline techniques that reflect unsupervised and supervised learning paradigms. This is to see
how well it works. The Isolation Forest is used as an unsupervised baseline because it can simulate
normal behavior without needing labeled data and is often used for finding anomalies. Also, the
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Histogram-based Gradient Boosting (HGB) classifier is used as a supervised baseline to see how much
better normality-aware feature fusion is than a powerful discriminative learner that was only trained
on behavioral features. These baselines serve as a significant benchmark for assessing the contribution
of the proposed hybrid architecture [74].

3.4.1. Logistic Regression

Logistic Regression uses a linear decision function over the input features to model the posterior
probability of each class. The softmax formulation is used for multi-class classification:

exp (w.x + b,)

P(y=c|x) = 25
S %) Ykey €Xp (Wex + by) (25)
The predicted label is:
y =argmax P(y = c|x) (26)
cey

LR is an effective foundation for figuring out if the dataset can be separated linearly and how much
better it gets with non-linear modelling and normality fusion.

3.4.2. Histogram-based Gradient Boosting (HGB)

Based on histograms Gradient Boosting is a supervised ensemble that uses gradient-based optimization
on a classification loss to build an additive model of decision trees. When working with enormous
datasets, histogram binning makes things more efficient. HGB is trained directly on the original feature
set x € R%, which means that it doesn't use any normality fusion features.

M
F&) =) 19 27

Where g,, are shallow trees, M is the number of iterations, and 7 is the learning rate.

4. RESULT & DISCUSSION
4.1 Experimental Setup and Hyperparameters

The experimental setup was carefully planned to make sure that the suggested Normality Fusion Hybrid
Model for finding API access behavior anomalies could be tested reliably. The API Security: Access
Behavior Anomaly Dataset, which has 34,423 samples, 12 numerical characteristics, and one target
variable, was used for the experiments. As shown in Table 2, the dataset was split into 70% training and
30% testing, keeping the original class distribution. Imputation, normalization, and standardization
were used to prepare all of the features. To fix the very uneven class distribution, Random Over-
Sampling (ROS) and SMOTE were used just on the training set. We trained the Isolation Forest model
on normal-class samples and then combined the resulting deviation scores with the original features
for supervised learning.

We used scikit-learn and imbalanced-learn to develop the proposed model and baseline methods in
Python. Then, we ran them on Google Colab Pro+ with an NVIDIA A100 GPU. The whole procedure of
training and testing took about four hours, which made sure that the experiments were quick and could
be repeated.
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Table 2. 70:30 Split of API Security Dataset for Training and Testing

Behavior Type | Total Samples | Training Set (70%) | Testing Set (30%)
Outlier 28,975 24,146 4,829
Normal 28,976 24,146 4,830

Bot 28,975 24,146 4,829
Attack 28,975 24,146 4,829
Total 115,901 96,584 19,317

We carefully set the hyperparameters of the suggested Normality Fusion Hybrid Model so that it would
be stable and accurate at the same time. The Isolation Forest part was trained on 800 trees with a
contamination rate of 0.01, which made it possible to learn normal access behaviour while taking into
consideration how rare attacks are. The Histogram-based Gradient Boosting classifier was set up for
the supervised stage with a maximum tree depth of 7, a learning rate of 0.05, and 700 boosting
iterations. This helped the model find complicated patterns without overfitting too much. To make sure
that the tests were fair and could be repeated, all hyperparameters were kept the same throughout. The
hyperparameters are outlined in Table 3.

Table 3. Hyperparameter Configuration

Component Hyperparameter Value Description
Number of estimators 800 Total number of isolation trees
Contamination 0.01 Expected proportion of anomalies
Isolation Forest
Random state 42 Seed for reproducibility
Parallel jobs All cores | Enables parallel tree construction
Anomaly score s(x) Isolation-based deviation measure
Normality Fusion
Rank score r(x) Percentile-normalized deviation
Max tree depth 7 Controls model complexity
Learning rate 0.05 Shrinkage factor
HGB Classifier Number of iterations 700 Boosting stages
Min samples per leaf 30 Regularization parameter
Random state 42 Seed for reproducibility

4.2 Performance Analysis using Evaluation Metrices

Table 4 shows the class-wise Precision, Recall, F1-score, and total accuracy of the Logistic Regression
baseline, the Histogram-based Gradient Boosting baseline, and the new Normality Fusion Hybrid
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Model. Logistic Regression has an overall accuracy of 0.9036, but it doesn't work as well for minority
classes, especially the outlier class (F1-score 0.8694) and bot class (F1-score 0.8795). This shows that it
isn't very good at handling API access patterns that aren't linear or balanced. Histogram-based Gradient
Boosting greatly enhances detection performance, with an overall accuracy of 0.9984 and almost perfect
class-wise F1-scores, such 0.9999 for attack and 0.9968 for outlier. This shows that it is very good at
telling the difference between classes.

Table 4. Class-wise Performance Comparison of Baseline and Proposed Models

Model Class Precision | Recall | F1-score | Accuracy

Attack 0.9240 | 0.9043 | 0.9141
Bot 0.9414 0.8252 0.8795

Logistic Regression 0.9036
Normal 0.9453 0.9584 0.9518
Outlier 0.8191 0.9263 | 0.8694
Attack 0.9998 1.0000 0.9999

Histogram—bas.ed Gradient Bot 0.9977 0.9961 | 0.9969 0.0984
Boosting Normal 1.0000 | 1.0000 | 1.0000
Outlier 0.9961 0.9975 | 0.9968
Attack 1.0000 | 1.0000 | 1.0000

Pro.posed N?rmality Bot 0.9979 0.9967 | 0.9973 0.9987
Fusion Hybrid Model Normal 1.0000 | 1.0000 | 1.0000
Outlier 0.9967 0.9979 | 0.9973

The suggested Normality Fusion Hybrid Model improves performance even more, getting the best total
accuracy of 0.9987 and always better outcomes for each class. It gets flawless Precision, Recall, and F1-
score (1.0000) for both the attack and normal classes. It also keeps very high Fi-scores for the bot
(0.9973) and outlier (0.9973) classes. These results show that adding normality-aware deviation
features to the supervised learning process works well, resulting in balanced and reliable detection
across all behaviour categories. Figure 4 shows how well the suggested model works for each class by
showing the distribution of Precision, Recall, and F1-score across all classes.
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Class-wise Performance of the Proposed Normality Fusion Hybrid Model
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Figure 4. Classwise comparison of the performance across Precision, Recall and Fi-score
4.3 Error Analysis

To further understand how the assessed models misclassify things, we used the confusion matrices of
Logistic Regression, Histogram-based Gradient Boosting (HGB), and the Proposed Normality Fusion
Hybrid Model to do an error analysis. This is shown in Figure 5.

The Logistic Regression model demonstrates a relatively elevated rate of misclassification across several
classifications, especially within security-sensitive categories. A large percentage of bot instances (748
samples) are wrongly labelled as outliers, and attack instances (223 samples) and outliers (239 samples)
are often wrongly labelled as normal. These mistakes show that the linear decision limits of Logistic
Regression have trouble separating overlapping access behaviour patterns, especially when there is a
big class imbalance. This makes it harder to find attacks because the false negative rate is larger. The
Histogram-based Gradient Boosting model, on the other hand, greatly lowers the number of
misclassification mistakes, showing that it can tell the difference between non-linear data quite well.
There is still some confusion between the outlier and bot classes, though. For example, 11 outlier
samples were incorrectly categorised as bots, and 19 bot samples were incorrectly forecasted as outliers.
These errors are not very big, but they do imply that there is still some overlap in behavioural traits
between automated and anomalous access patterns.

The Proposed Normality Fusion Hybrid Model has the fewest errors of all the models. The confusion
matrix indicates that the attack and normal classes are perfectly classified, with no false positives or
negatives. There is just a small amount of confusion between the outlier and bot classes (10 outliers
were incorrectly categorised as bots and 16 bots were incorrectly classed as outliers). This is to be
expected because both behaviours are semantically similar. The near-diagonal dominance of the
confusion matrix shows that adding normality-aware deviation features really does make classes easier
to tell apart and stop errors from spreading.

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 691
Attribution License which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is

properly cited.



Journal of Information Systems Engineering and Management
2026, 11(2s)

e-ISSN: 2468-4376

https://www.jisem-journal.com/

Research Article

Confusion Matrix - Logistic Regression

Confusion Matrix - HistGradientBoosting

normal 4629 65 135 normal 0 0

outlier 4 outlier 4
T o
5 G
g
= =

bot 4 45 bot 0
attack 223 attack 0
T T T T T T
normal outlier bot attack normal outlier bot attack

Predicted label Predicted label

Confusion Matrix - Proposed Normality Fusion

normal

outlier 4

W
ie]
=
[F)
2
E

bot 4 0

attack 0

T T T
normal outlier bot attack

Predicted label

Figure 5. Confusion matrices illustrating the classification performance of Logistic Regression,
Histogram-based Gradient Boosting, and the proposed Normality Fusion Hybrid Model on the API
access behavior anomaly dataset.

4.4 AUC-ROC Curve Analysis

We used multiclass Receiver Operating Characteristic (ROC) curves and the related Area Under the
Curve (AUC) values to look more closely at how well the models could tell the difference between
different classes. This is shown in Figures X(d)—X(f). The ROC—AUC analysis assesses the models'

capacity to differentiate among various API access behaviour classes without relying on a specific
threshold.

The Logistic Regression model doesn't do a good job of separating classes, as shown by the low AUC
values. The bot class has an AUC of 0.164, whereas the normal, outlier, and assault classes have AUC
values of 0.475, 0.518, and 0.500, respectively. The micro-average AUC of 0.398 shows that the linear
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decision boundaries of Logistic Regression aren't good enough for modelling complicated and
overlapping access behaviour patterns. This makes the overall discrimination performance inadequate.
On the other hand, the Histogram-based Gradient Boosting model shows almost perfect capacity to tell
the difference between things. The AUC for each class (attack, bot, normal, and outlier) is 1.000, and
the AUC for the micro-average ROC curve is also 1.000. This finding shows that non-linear ensemble
learning works well for capturing complex feature relationships and making APT access behaviour data
easier to separate into classes.

The Proposed Normality Fusion Hybrid Model keeps the ROC characteristics ideal or almost perfect for
all classes, with AUC = 1.000 for each behaviour type and for the micro-average curve. This consistent
performance shows that adding normality-aware deviation features to supervised learning greatly
improves the model's ability to tell the difference between benign, automated, and malicious API access
behaviours at a wide variety of decision thresholds.
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Figure 6. Multiclass ROC curves for Logistic Regression, Histogram-based Gradient Boosting, and the
proposed Normality Fusion Hybrid Model

4.5 Model Interpretability and Feature Contribution Analysis Using SHAP

To improve the clarity and understanding of the evaluated models, SHapley Additive exPlanations
(SHAP) were used to look at how each feature affected the classification decisions. Figures 6 shows
SHAP summary charts for the Histogram-based Gradient Boosting, Logistic Regression, and the
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Proposed Normality Fusion Hybrid Model, in that order. These plots show how important each attribute
is in relation to the others and how they affect the model's outputs.

The Histogram-based Gradient Boosting model (Figure 6 Top-Left) has session time, number of unique
APIs, and inter-API access duration as the most important features. The model tends to predict strange
or automated behaviour when these traits have higher values. This is because the model relies on
temporal and access diversity characteristics. However, the impact of specific categorical variables, such
IP-type indications, is still rather small, which suggests that continuous behavioural qualities are more
important. For Logistic Regression (Figure 6 Top-Right), the SHAP analysis shows that a small group
of factors, notably the number of sessions and source-related variables, have a big impact on the results.
The wide range of SHAP values shows that feature attribution is unstable and less consistent, which is
in line with the lower predictive performance seen in the quantitative data. This behaviour shows that

linear models can't fully capture the complicated, non-linear interactions that are common in API
request patterns.

The Proposed Normality Fusion Hybrid Model (Figure 6 Bottom) shows a feature contribution profile
that is more balanced and easier to understand. Key features including the number of distinct APIs,
session length, inter-API access length, and sequence length all have SHAP distributions that are stable
and symmetric. This means they have a steady effect on model decisions. Also, adding normality-aware
deviation signals makes it easier to tell the difference between good and bad behaviour, as shown by
concentrated SHAP values and less noise across features. This improved interpretability makes the
model more resilient and reliable for real-world API security uses.
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Figure 7. SHAP summary plots illustrating feature contributions for Histogram-based Gradient
Boosting, Logistic Regression, and the proposed Normality Fusion Hybrid Model
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4.6 Comparative Analysis

Table 4 provides a comparative evaluation of the proposed Normality Fusion Hybrid Model against
several state-of-the-art anomaly detection approaches reported in the literature. Yu-Hsin Hung [75]
introduced a deep CNN-based automated optical inspection framework integrated with a cloud
monitoring system, achieving an accuracy of 93.0%, but its reliance on supervised image datasets and
computationally intensive architectures limits scalability and adaptability. Fawzy et al. [76] proposed
the DevOps Anomaly Detection Framework (DADF), which applies machine learning techniques across
multiple stages of the DevOps lifecycle and reports 96.0% accuracy; however, its dependence on
traditional statistical and distance-based models may restrict effectiveness against complex or evolving
attack patterns.

Table 5. Comparison of Accuracy with Recent State-of-the-Art (SOTA) Models

Reference Method / Model Accuracy (%)
Yu-Hsin Hung [64] Deep CNN-based AOI with Cloud Integration 93
Fawzy et al. [76] DevOps Anomaly Detection Framework (DADF) 96
Fariha et al. [77] LLM-based Log Parsing + Attention Autoencoder 96
Al-Ghuwairi et al. [78] | Time-Series IDS with Feature Selection + Prophet 97
Lee et al. [79] LSTM—Autoencoder (LSTM-AE) 96.3
Ours Normality Fusion Hybrid Model 99.87

The hybrid framework by Fariha et al. [77], combining large language model—based log parsing with an
attention-based autoencoder, attains 96.0% accuracy but introduces additional computational
overhead and potential instability due to variability in LLM outputs. Al-Ghuwairi et al. [78] addressed
cloud intrusion detection using time-series forecasting with collaborative feature selection and the
Prophet model, achieving 97.0% accuracy, though its performance may degrade for stealthy attacks that
do not exhibit strong temporal patterns. Similarly, Lee et al. [79] proposed an LSTM—Autoencoder
model for smart factory anomaly detection, reporting 96.3% accuracy, but reconstruction-based
learning can struggle to distinguish rare yet legitimate operational variations from true anomalies.

In comparison, the proposed Normality Fusion Hybrid Model achieves the highest accuracy of 98.47%,
demonstrating consistent improvement over all referenced methods. By explicitly modeling normal
behavior and integrating deviation-aware features into supervised learning, the proposed approach
effectively addresses class imbalance, behavioral overlap, and evolving access patterns. This
comparative analysis highlights the proposed model’s superior generalization capability and its
suitability for real-world API security and anomaly detection scenarios.

5. CONCLUSION

This article introduced a strong Al-based approach for finding unusual API use patterns in distributed
applications by using a Normality Fusion Hybrid Model. The proposed model learns typical access
behavior and directly adds deviation-aware signals to the supervised learning stage, which is different

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons
Attribution License which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is

properly cited.

695



Journal of Information Systems Engineering and Management
2026, 11(2s)

e-ISSN: 2468-4376
https://www.jisem-journal.com/ Research Article

from traditional methods that handle anomaly detection and classification as separate tasks. This
design makes it possible to reliably tell the difference between harmless variants, automated access
patterns, and malicious behaviors, even when there is a lot of class imbalance and access dynamics are
changing. Tests on a real-world API access behavior dataset showed that the suggested method always
works better than traditional supervised baselines and the best anomaly detection algorithms available.
The model got almost flawless class-wise Precision, Recall, and F1-scores for the most important attack
types, and it was still easy to understand thanks to SHAP-based feature attribution. The combination of
unsupervised normalcy modeling, imbalance-aware learning, and feature-level fusion worked well to
cut down on false positives and make the system more resilient without adding too much computing
overhead.

Even while these results are promising, there are still many areas that need more research. First, adding
time-based and graph-based representations of API call sequences to the framework should make it
easier to find complicated multi-step assaults. Second, making the model work for online and
continuous learning would let it change normalcy profiles on the fly as concept drift and usage patterns
change. Third, adding contextual information like user roles, authentication metadata, or service-level
dependencies could make it easier to grasp the meaning of access behavior. Finally, installing and
testing the framework in large-scale production settings on multi-cloud or edge-native infrastructures
would give us a better idea of how well it works in the real world and how it affects operations.
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