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The exponential growth of connected vehicles, IoT sensors, and smart city 

infrastructure generates unprecedented volumes of heterogeneous mobility data, 

creating both opportunities and challenges for real-time urban traffic optimization. 

Current traffic management systems predominantly operate as reactive systems, 

responding to congestion after it materializes, while simultaneously struggling with 

critical limitations in privacy preservation, energy efficiency, and scalability. This paper 

introduces CognitiveTwin-Edge, a novel framework that synergistically integrates 

cognitive digital twins with hierarchical federated edge intelligence to enable proactive, 

privacy-preserving urban mobility orchestration. Unlike existing digital twin 

implementations that function as passive mirror systems merely replicating current 

state without anticipatory capabilities, our framework endows digital twins with 

cognitive properties including autonomous self-configuration, adaptive self-healing, 

and predictive anticipatory behavior through a novel Temporal-Spatial Attention 

Mechanism (TSAM). The framework employs a three-tier hierarchical federated 

learning architecture where geographically distributed edge nodes collaboratively train 

mobility prediction models without sharing raw sensor data, thereby preserving citizen 

privacy while enabling city-wide traffic optimization. We introduce the innovative 

concept of Mobility Intent Graphs (MIGs) that capture latent movement intentions and 

aggregate demand patterns across urban zones, enabling proactive rather than reactive 

traffic management through predictive orchestration. The framework incorporates an 

adaptive synchronization protocol that dynamically adjusts model update frequency 

based on detected mobility dynamics, reducing communication overhead while 

maintaining prediction accuracy. Comprehensive experimental evaluation on synthetic 

datasets modeling a metropolitan area with 500,000 daily vehicle trips across 200 

traffic zones demonstrates that CognitiveTwin-Edge reduces average travel time by 

23.7% during peak hours, decreases total system energy consumption by 18.4%, and 

maintains high prediction accuracy (RMSE of 18.3 vehicles/hour at 15-minute horizon) 

while reducing communication overhead by 67% compared to centralized approaches. 

The framework provides differential privacy guarantees (ε=1.0) and demonstrates 

robust scalability from 20 to 200 edge nodes. This work represents a paradigm shift 

from reactive to anticipatory, centralized to federated, and privacy-compromising to 

privacy-preserving urban mobility systems. 

Keywords: Digital Twins, Federated Learning, Edge Computing, Urban Mobility, 

Self-Adaptive Systems, Privacy-Preserving AI, Cognitive Computing, Temporal-Spatial 

Attention, Mobility Intent Graphs. 
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INTRODUCTION 

The convergence of fifth-generation (5G) mobile communications, artificial intelligence, and ubiquitous computing 

has catalyzed a fundamental transformation in how cities conceptualize and manage urban mobility systems. With 

over 55% of the global population currently residing in urban areas and projections from the United Nations 

suggesting this proportion will reach 68% by 2050, efficient and sustainable transportation systems have emerged as 

critical infrastructure for maintaining quality of life, economic productivity, and environmental sustainability (UN-

Habitat, 2022). However, current approaches to traffic management rely predominantly on reactive control systems 

that respond to congestion after it has already materialized and propagated through the network, leading to 

suboptimal resource utilization, increased greenhouse gas emissions, wasted commuter time valued at billions of 

dollars annually, and systematically diminished quality of life for urban residents. 

Digital twin technology has emerged as a promising paradigm for creating synchronized virtual representations of 

physical systems that enable simulation, prediction, and optimization (Grieves & Vickers, 2017). In the urban 

mobility context, digital twins offer the potential to model complex traffic dynamics, test intervention strategies in 

virtual space, and optimize real-world operations. However, existing digital twin implementations for urban mobility 

suffer from three fundamental architectural and operational limitations that severely constrain their effectiveness. 

First, they operate as passive mirror systems that merely replicate the current observed state of the physical system 

rather than incorporating predictive models to anticipate future conditions, preventing proactive intervention. 

Second, they rely on centralized data aggregation architectures where all sensor data streams to central servers for 

processing, creating privacy vulnerabilities through exposure of individual movement patterns, scalability 

bottlenecks as data volume grows, and single points of failure. Third, they lack the cognitive capabilities necessary 

for autonomous adaptation to the highly dynamic, non-stationary, and spatially heterogeneous urban environments, 

requiring constant human oversight and manual parameter tuning. 

The intersection of edge computing and federated learning presents an opportunity to address these limitations while 

introducing new capabilities. Edge computing enables data processing at network edges close to data sources, 

reducing latency and bandwidth consumption (Shi et al., 2016). Federated learning allows collaborative model 

training across distributed nodes without centralized data aggregation, preserving privacy (McMahan et al., 2017). 

However, the naive application of these technologies to urban mobility faces significant challenges including non-

independent and identically distributed (non-IID) data across geographic zones, heterogeneous computational 

capabilities of edge infrastructure, variable connectivity patterns, and the need for real-time responsiveness in safety-

critical traffic scenarios. 

This paper addresses these fundamental limitations by introducing CognitiveTwin-Edge, a comprehensive 

framework that represents a paradigm shift in urban mobility management. Our framework advances beyond 

existing work through four key technical innovations. First, we develop a cognitive digital twin architecture that 

transcends passive state replication by incorporating self-configuration capabilities for autonomous parameter 

adaptation, self-healing mechanisms for anomaly detection and recovery, and anticipatory processing for predictive 

state evolution and proactive orchestration. These cognitive capabilities are realized through our novel Temporal-

Spatial Attention Mechanism (TSAM) that simultaneously captures temporal evolution patterns and spatial 

correlation structures in urban mobility. 

Second, we design a hierarchical three-tier federated learning protocol specifically optimized for urban mobility 

scenarios. Unlike flat federated architectures that suffer from communication inefficiency and lack of localization, 

our hierarchical design performs progressive model aggregation at edge node, district, and city levels, reducing 

communication overhead by 67% while enabling zone-specific model specialization. The protocol incorporates 

adaptive synchronization that dynamically adjusts update frequency based on detected mobility dynamics, 

contrasting with fixed-interval approaches that waste resources during stable periods and fail to respond quickly 

during dynamic events. 

Third, we introduce the concept of Mobility Intent Graphs (MIGs) as an intermediate representation that captures 

aggregate movement intentions across urban zones. Unlike individual trajectory prediction that raises privacy 

concerns or simple traffic volume forecasting that lacks directional information, MIGs encode predicted origin-
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destination demand at zone level with differential privacy guarantees (ε=1.0), enabling proactive orchestration 

decisions while preserving individual privacy. 

Fourth, we develop an energy-aware orchestration layer that optimizes both traffic flow efficiency and computational 

resource allocation across the edge-cloud continuum. This layer considers vehicle energy consumption from traffic 

conditions, data transmission energy at edge nodes, and computational energy for model training and inference, 

achieving 18.4% total system energy reduction compared to centralized alternatives. 

Our primary contributions are: 

• A cognitive digital twin architecture incorporating self-configuration, self-healing, and anticipatory 

capabilities through the novel Temporal-Spatial Attention Mechanism (TSAM) that simultaneously models 

temporal evolution and spatial dependencies in urban mobility patterns; 

• A hierarchical three-tier federated learning protocol with adaptive synchronization optimized for urban 

mobility scenarios, addressing challenges of non-IID data distribution, heterogeneous edge infrastructure, 

and variable network connectivity; 

• The concept and implementation of Mobility Intent Graphs (MIGs) that capture latent movement intentions 

at zone level with differential privacy guarantees, enabling proactive traffic orchestration without 

compromising individual privacy; 

• An energy-aware orchestration layer that jointly optimizes traffic flow and computational resource 

allocation, reducing total system energy consumption by 18.4%; 

• Comprehensive experimental evaluation demonstrating 23.7% reduction in average travel time, 19.3% 

increase in network throughput, and 73% reduction in communication overhead while maintaining strong 

privacy guarantees and demonstrating scalability from 20 to 200 edge nodes. 

The remainder of this paper is structured as follows. Section 2 reviews related work in digital twins for smart cities, 

federated learning in mobile systems, and self-adaptive cognitive systems, explicitly identifying research gaps that 

motivate our work. Section 3 presents the CognitiveTwin-Edge framework architecture including the cognitive digital 

twin layer and Temporal-Spatial Attention Mechanism. Section 4 details the hierarchical federated edge intelligence 

protocol with adaptive synchronization. Section 5 reports comprehensive experimental evaluation results. Section 6 

discusses scalability, privacy, security, and limitations. Section 7 concludes and outlines future research directions. 

RELATED WORK 

We review related work in three interconnected areas: digital twins for smart cities, federated learning in mobile and 

vehicular systems, and self-adaptive cognitive systems. For each area, we identify specific research gaps that our work 

addresses. 

A. DIGITAL TWINS FOR SMART CITIES AND URBAN MOBILITY 

Digital twin technology originated in manufacturing and aerospace sectors (Grieves & Vickers, 2017) and has 

increasingly been applied to smart city applications including urban planning, energy management, and traffic 

control. Batty (2018) provides a conceptual overview of digital twins in urban analytics, arguing for their potential to 

transform city planning through simulation and prediction. However, this work remains largely conceptual without 

concrete technical implementations or experimental validation. 

In the urban planning domain, Mohammadi and Taylor (2020) proposed a digital twin framework that integrates 

building information modeling (BIM) with IoT sensor data to enable real-time monitoring and simulation of urban 

infrastructure. While demonstrating value for long-term planning scenarios, their architecture requires centralized 

data processing and operates at time scales (hours to days) unsuitable for real-time traffic management that demands 

sub-minute response times. Similarly, Dembski et al. (2020) developed a digital twin platform for urban planning in 

Hamburg, Germany, focusing on 3D visualization and stakeholder engagement. This work emphasizes static 

infrastructure modeling rather than dynamic mobility patterns and lacks predictive capabilities. 

Specifically for traffic management, Liu et al. (2021) developed a traffic digital twin system that combines microscopic 

traffic simulation with real-world sensor data from loop detectors and cameras. Their system enables calibration of 
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simulation parameters using real data and evaluation of traffic signal timing strategies. However, their digital twin 

operates as a passive mirror system that replicates observed conditions without predictive forecasting, requiring 

manual intervention for optimization decisions. The system also relies on centralized architecture with all data 

aggregated to a central server, creating privacy concerns and scalability limitations. 

Recent work has begun incorporating machine learning for prediction within digital twin frameworks. Zhang et al. 

(2019) introduced deep spatio-temporal residual networks for citywide traffic flow prediction, demonstrating 

improved accuracy over traditional time-series methods. However, their models require centralized training with 

access to complete historical data from all locations, making them incompatible with privacy-preserving distributed 

architectures. Furthermore, their neural network architecture, while accurate, has computational requirements 

(ResNet-based with multiple convolution layers) that exceed the capacity of resource-constrained edge devices, 

limiting real-time deployment feasibility. 

Yao et al. (2019) proposed revisiting spatial-temporal similarity through a deep learning framework for traffic 

prediction, introducing attention mechanisms to capture complex dependencies. Their work demonstrates the value 

of attention for traffic prediction but operates in a centralized cloud computing paradigm and does not address 

distributed edge deployment, federated learning, or privacy preservation. Additionally, their attention mechanism 

treats spatial and temporal dimensions sequentially rather than jointly, potentially missing important spatio-

temporal interaction patterns. 

More recently, Feng et al. (2022) developed a graph neural network-based digital twin for traffic state prediction, 

using road network topology to inform predictions. While their use of graph structure is valuable, the framework still 

requires centralized data access and does not incorporate cognitive capabilities for autonomous adaptation. The 

system operates reactively, updating predictions based on current observations rather than anticipating future 

conditions or autonomously adjusting to changing patterns. 

Research Gap: Existing digital twin implementations for urban mobility lack three critical capabilities: (1) 

predictive anticipatory processing to enable proactive orchestration before problems materialize; (2) distributed 

federated architecture that preserves privacy while enabling city-wide optimization; and (3) cognitive self-

adaptive capabilities for autonomous reconfiguration without human intervention. Our CognitiveTwin-Edge 

framework addresses all three limitations through its cognitive architecture, hierarchical federated protocol, and 

adaptive mechanisms. 

B. FEDERATED LEARNING IN MOBILE AND VEHICULAR SYSTEMS 

Federated learning, introduced by McMahan et al. (2017), enables collaborative machine learning across distributed 

devices without centralizing raw data. The foundational Federated Averaging (FedAvg) algorithm aggregates model 

updates from participating devices, preserving privacy while enabling model improvement from collective data. 

Initial applications focused on mobile keyboard prediction and image classification on smartphones, demonstrating 

the feasibility of the approach. 

Extensions to vehicular and transportation contexts have emerged in recent years. Samarakoon et al. (2020) 

developed federated learning protocols for vehicle-to-everything (V2X) communications, addressing challenges of 

vehicle mobility and intermittent connectivity. Their work proposes client selection strategies that prioritize vehicles 

with stable connections and sufficient computational resources. However, their protocol assumes homogeneous data 

distribution across vehicles and does not address the spatial heterogeneity inherent in urban mobility where different 

zones exhibit distinct traffic patterns. Additionally, their focus on individual vehicle models does not capture zone-

level aggregate patterns needed for traffic management decisions. 

Li et al. (2020) provide a comprehensive survey of federated learning challenges including communication efficiency, 

systems heterogeneity, statistical heterogeneity (non-IID data), and privacy concerns. They identify that non-IID 

data distribution, where different clients have fundamentally different data distributions, significantly degrades 

model performance compared to centralized training. This is particularly relevant for urban mobility where different 

zones may have dramatically different traffic patterns (e.g., residential vs. commercial districts, arterial roads vs. local 

streets). 



Journal of Information Systems Engineering and Management 
2026, 11(3s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article 

 

 

 

 737 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

Several works have proposed hierarchical federated learning to address scalability. Bonawitz et al. (2019) developed 

a production system for federated learning at scale, introducing secure aggregation protocols and fault tolerance 

mechanisms. Their two-tier architecture with aggregation servers demonstrates improved communication efficiency. 

Liu et al. (2022) proposed hierarchical federated learning for Internet of Things (IoT) applications, showing benefits 

of intermediate aggregation layers. However, neither work addresses the specific challenges of urban mobility 

including real-time prediction requirements, spatial correlation structures, and integration with digital twin systems. 

Regarding privacy in federated learning, Dwork and Roth (2014) established the theoretical foundations of 

differential privacy, providing rigorous privacy guarantees even when adversaries have auxiliary information. Recent 

work has explored differential privacy in federated settings. Wei et al. (2020) analyzed privacy-accuracy tradeoffs in 

federated learning with differential privacy, demonstrating that careful noise calibration can maintain model utility 

while providing strong privacy guarantees. However, existing privacy-preserving federated learning frameworks have 

not been validated for urban mobility scenarios where spatial patterns and temporal correlations create unique 

privacy challenges. 

A critical limitation of existing federated learning approaches is the use of fixed synchronization intervals for model 

updates. Standard FedAvg performs synchronous rounds where all clients must complete local training before 

aggregation proceeds. This creates inefficiency during periods of stable data distribution when frequent updates 

provide minimal benefit, while also failing to respond quickly when data distributions shift rapidly. Asynchronous 

federated learning approaches (Xie et al., 2019) allow clients to upload updates independently, but lack mechanisms 

to detect when updates are most valuable. 

Research Gap: While federated learning has been applied to vehicular communications, existing work does not 

address the unique requirements of urban mobility digital twins including: (1) hierarchical three-tier architectures 

that balance communication efficiency with localization; (2) adaptive synchronization protocols that respond to 

mobility dynamics rather than fixed schedules; (3) integration with predictive digital twins for proactive 

orchestration; and (4) privacy-preserving aggregate mobility representations that enable city-wide optimization. 

Our hierarchical federated protocol with adaptive synchronization and Mobility Intent Graphs addresses these 

gaps. 

C. SELF-ADAPTIVE AND COGNITIVE SYSTEMS 

Self-adaptive systems that autonomously reconfigure in response to changing conditions have been extensively 

studied, particularly in cloud computing and enterprise systems. IBM's autonomic computing initiative (Kephart & 

Chess, 2003) introduced the MAPE-K (Monitor, Analyze, Plan, Execute, Knowledge) loop as a conceptual framework 

for self-managing systems. This framework provides a structured approach to building systems with self-

configuration, self-optimization, self-healing, and self-protection capabilities. 

Applications of self-adaptive principles to traffic systems have been limited. Helbing et al. (2009) proposed self-

organizing traffic lights that adapt signal timing based on local traffic conditions, demonstrating improved flow 

compared to fixed timing. However, their approach uses simple rule-based adaptation without learning or prediction 

capabilities, limiting its effectiveness in complex urban networks. Seredynski et al. (2013) developed multi-agent 

systems for adaptive traffic control, where intersections operate as autonomous agents. While showing promise in 

simulation, their approach lacks integration with modern IoT infrastructure and does not leverage edge computing 

or federated learning. 

Cognitive computing, inspired by human cognitive capabilities, aims to create systems that can learn, reason, and 

autonomously improve performance. Kelly and Hamm (2013) outlined principles of cognitive systems including 

learning from experience, interacting naturally with humans, and reasoning about contexts. Applications have 

primarily focused on healthcare diagnostics, financial services, and customer service, with limited exploration in 

urban systems. 

Recent work has begun exploring cognitive capabilities in smart cities. Wang et al. (2021) proposed a cognitive 

computing framework for smart parking that learns parking patterns and provides personalized recommendations. 

However, their system operates independently at the parking domain level without integration into broader mobility 



Journal of Information Systems Engineering and Management 
2026, 11(3s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article 

 

 

 

 738 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

systems. Liu et al. (2020) developed cognitive techniques for anomaly detection in smart city sensor networks, 

demonstrating self-healing capabilities. Yet this work focuses on sensor infrastructure rather than mobility prediction 

and orchestration. 

Attention mechanisms, originally developed for natural language processing (Vaswani et al., 2017), have recently 

been applied to spatio-temporal prediction tasks. Xu et al. (2021) used spatial-temporal attention for traffic speed 

prediction, showing improvements over recurrent neural networks. However, their attention mechanism operates 

sequentially (first temporal, then spatial) rather than jointly modeling spatio-temporal dependencies. Additionally, 

their centralized architecture precludes edge deployment and federated learning. 

Research Gap: The integration of cognitive capabilities with digital twins for urban mobility remains largely 

unexplored. Existing self-adaptive traffic systems use simple rule-based approaches without learning or prediction. 

Cognitive computing applications in smart cities have not addressed mobility orchestration. Prior attention 

mechanisms for traffic prediction do not jointly model spatio-temporal dependencies and are not designed for 

distributed edge deployment. Our Temporal-Spatial Attention Mechanism addresses these limitations by jointly 

modeling temporal evolution and spatial correlations while being efficient enough for edge deployment, and our 

cognitive digital twin architecture incorporates self-configuration, self-healing, and anticipatory processing 

specifically designed for urban mobility. 

D. SUMMARY OF RESEARCH GAPS AND OUR CONTRIBUTIONS 

The literature review reveals three critical research gaps at the intersection of digital twins, federated learning, and 

cognitive systems for urban mobility. First, existing digital twin implementations lack predictive anticipatory 

capabilities and cognitive self-adaptation, operating as passive mirrors rather than proactive intelligent systems. 

Second, federated learning approaches have not been specifically designed for urban mobility scenarios with their 

unique requirements of hierarchical spatial structure, dynamic synchronization needs, and privacy-preserving 

aggregate representations. Third, cognitive and self-adaptive systems for traffic management remain limited to 

simple rule-based approaches without integration of modern machine learning, edge computing, and federated 

architectures. Our CognitiveTwin-Edge framework is the first to simultaneously address all three gaps through its 

integrated cognitive digital twin architecture, hierarchical federated protocol with adaptive synchronization, and 

Mobility Intent Graphs for privacy-preserving proactive orchestration. 

COGNITIVETWIN-EDGE FRAMEWORK 

This section presents the CognitiveTwin-Edge framework architecture, beginning with an overview of the four-layer 

system design, followed by detailed descriptions of the cognitive digital twin architecture, the Temporal-Spatial 

Attention Mechanism (TSAM), and Mobility Intent Graphs (MIGs). Section 4 subsequently presents the hierarchical 

federated learning protocol. 

A. SYSTEM ARCHITECTURE OVERVIEW 

CognitiveTwin-Edge comprises four interconnected layers that work synergistically to enable intelligent urban 

mobility management: the Physical Layer, the Edge Intelligence Layer, the Cognitive Digital Twin Layer, and the 

Orchestration Layer. This layered architecture provides clear separation of concerns while enabling efficient data 

flow and control signals between layers. 

Physical Layer: The Physical Layer encompasses all mobility-related infrastructure and sensors deployed 

throughout the urban environment. This includes connected vehicles equipped with onboard diagnostics (OBD) and 

GPS, traffic signals with adaptive control capabilities, road-embedded loop detectors measuring vehicle passage, 

intersection-mounted cameras providing video streams, pedestrian detection systems using radar or lidar, 

environmental sensors monitoring air quality and noise, and smartphone applications providing anonymous mobility 

traces through opt-in crowd-sourcing. Each physical entity continuously generates observations that capture both its 

own state (e.g., vehicle speed, signal phase) and local environmental conditions (e.g., traffic density, weather). 

The Physical Layer implements a publish-subscribe messaging pattern where sensors publish observations to local 

edge nodes using lightweight protocols (MQTT, CoAP) optimized for IoT devices. This decentralized data collection 



Journal of Information Systems Engineering and Management 
2026, 11(3s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article 

 

 

 

 739 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

ensures that raw sensor data never leaves the local edge node, providing the foundation for privacy preservation. 

Physical layer components are heterogeneous in capabilities, communication frequencies, and data quality, requiring 

the Edge Intelligence Layer to implement appropriate preprocessing and quality control. 

Edge Intelligence Layer: The Edge Intelligence Layer consists of distributed computing nodes strategically 

deployed at urban locations including major intersections, transit hubs, communication towers, and roadside units. 

Each edge node is a small-scale server (e.g., NVIDIA Jetson, Intel NUC) with GPU acceleration for neural network 

inference, 32-64GB RAM for data buffering, and high-speed network connectivity (5G, fiber). Edge nodes perform 

four primary functions: (1) data ingestion and preprocessing from local Physical Layer sensors including filtering, 

normalization, and feature extraction; (2) hosting local instances of digital twins representing entities in their 

geographic coverage area; (3) executing local training of the TSAM prediction model on local data; and (4) 

participating in the hierarchical federated learning protocol by exchanging model updates with district aggregators 

and peer nodes. 

Edge nodes are organized into a hierarchical three-tier structure reflecting urban spatial organization. At the lowest 

tier, individual edge nodes serve local zones (typically 2-5 square kilometers). At the middle tier, district-level 

aggregators serve collections of 8-12 edge nodes covering major city districts. At the top tier, a city-level coordinator 

performs final aggregation and maintains the global model. This hierarchy balances the benefits of local 

specialization (edge nodes can learn zone-specific patterns) with global coordination (city-level model captures city-

wide dynamics). 

Critically, edge nodes never transmit raw sensor observations beyond their local scope. All data processing occurs 

locally, with only abstract model parameters (neural network weights) shared during federated learning. This 

architectural decision provides strong privacy guarantees by ensuring individual vehicle trajectories and sensor 

readings remain localized. 

Cognitive Digital Twin Layer: The Cognitive Digital Twin Layer represents the core innovation of our framework, 

implementing digital twins that transcend traditional passive mirroring to incorporate cognitive capabilities. Each 

physical entity (vehicle, intersection, road segment) has a corresponding digital twin instance that maintains 

synchronized state while also implementing predictive models, autonomous adaptation mechanisms, and proactive 

decision-making. 

Digital twins in our framework implement three cognitive capabilities inspired by autonomic computing (Kephart & 

Chess, 2003) but specifically adapted for urban mobility: 

Self-Configuration: Twins automatically adjust their internal parameters (learning rate, attention weights, 

prediction horizon) based on observed prediction accuracy and detected environmental patterns. For example, 

during stable nighttime periods with predictable traffic, twins reduce model complexity and update frequency to 

conserve computational resources. During unpredictable rush hour periods, twins increase model capacity and 

update frequency to maintain accuracy. This adaptation occurs autonomously without human intervention through 

a meta-learning controller that monitors prediction error distributions and adjusts hyperparameters accordingly. 

Self-Healing: Twins continuously monitor their own behavior for anomalies indicating malfunction or degraded 

performance. Detection mechanisms include sudden prediction error spikes, impossible physical states (negative 

traffic counts), and divergence from peer twins in similar contexts. Upon detecting anomalies, twins initiate 

corrective actions including reverting to previous known-good model snapshots, requesting model updates from 

neighboring twins, or entering safe mode that outputs conservative predictions with uncertainty bounds. This 

prevents failure propagation and maintains system availability even when individual components malfunction. 

Anticipatory Processing: Unlike reactive systems that only process current observations, cognitive twins actively 

predict future states multiple steps ahead. At each time step, twins maintain a probability distribution over possible 

future trajectories, updated through Bayesian filtering as new observations arrive. When predicted future states 

indicate emerging problems (congestion formation, bottleneck saturation), twins proactively trigger orchestration 

actions before the problems fully materialize. This anticipatory capability is the key enabler of proactive rather than 

reactive traffic management. 
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The cognitive capabilities are realized through our novel Temporal-Spatial Attention Mechanism (TSAM), detailed 

in Section 3.2, which provides the predictive engine enabling anticipation while being computationally efficient for 

edge deployment. 

Orchestration Layer: The Orchestration Layer coordinates system-wide traffic management based on predictions 

from cognitive digital twins and Mobility Intent Graphs. This layer implements three primary functions: traffic signal 

optimization, route guidance, and demand management. 

For traffic signal optimization, the layer solves a network-wide signal timing problem that maximizes overall 

throughput while ensuring fairness across different routes and minimizing stopped delay. The optimization uses 

predicted traffic volumes from cognitive twins at multiple future time steps (5, 15, 30 minutes ahead) to anticipate 

demand rather than reacting to current queues. Optimization objectives include minimizing total person-delay 

(accounting for vehicle occupancy), reducing network-wide stops, limiting wait time variance to ensure fairness, and 

meeting emission reduction targets by minimizing unnecessary acceleration and deceleration. 

Route guidance leverages Mobility Intent Graphs to identify corridors predicted to become congested and proactively 

suggests alternative routes to connected vehicles. Unlike reactive navigation systems that recommend alternatives 

only after congestion has formed, our approach uses predicted future MIGs to identify emerging bottlenecks 15-30 

minutes before they fully develop. Route recommendations balance individual travel time minimization with system-

wide optimality, using mechanism design principles to align individual incentives with collective welfare. 

Demand management integrates with public transit scheduling and parking pricing to influence mode choice and 

trip timing. Predicted MIGs indicating excessive demand on specific corridors can trigger dynamic pricing 

adjustments for parking in destination zones or fare incentives for public transit, spreading demand temporally and 

spatially. 

Critically, all orchestration decisions preserve privacy by operating on aggregate zone-level predictions from MIGs 

rather than individual trajectories. Individual vehicles are never tracked or identified; route guidance is provided as 

general recommendations broadcast to all vehicles in a zone rather than personalized instructions that would reveal 

individual origins and destinations. 

B. TEMPORAL-SPATIAL ATTENTION MECHANISM (TSAM) 

The Temporal-Spatial Attention Mechanism (TSAM) is the predictive engine at the heart of our cognitive digital 

twins, designed to capture complex dependencies in urban mobility patterns while remaining computationally 

efficient for edge deployment. Urban traffic exhibits intricate patterns arising from temporal evolution (how 

conditions change over time), spatial correlations (how conditions at one location influence neighbors), and their 

interaction (how spatial patterns evolve temporally). TSAM explicitly models all three aspects through a carefully 

designed neural architecture. 

Problem Formulation: Let X ∈ ℝ^(T×N×F) represent spatiotemporal input over T historical time steps, N spatial 

locations (traffic zones), and F features per location (traffic volume, speed, density, signal states, weather conditions). 

Our objective is to predict future states Y ∈ ℝ^(H×N×F) over horizon H, capturing multivariate traffic dynamics. 

Traditional approaches either use temporal models (RNNs, LSTMs) that treat spatial locations independently, or 

spatial models (GCNs) that process temporal snapshots sequentially. Both fail to capture the joint temporal-spatial 

dynamics that characterize urban traffic. 

Architecture Overview: TSAM employs a dual-encoder architecture with parallel temporal and spatial attention 

streams, followed by a fusion layer that integrates both representations. This design allows the model to 

simultaneously learn temporal patterns within each location and spatial patterns within each time step, then 

intelligently combine these representations based on context. The architecture consists of: (1) Temporal Attention 

Encoder capturing evolution patterns for each location, (2) Spatial Attention Encoder capturing correlations across 

locations for each time step, (3) Context-Aware Fusion Layer dynamically weighting temporal vs. spatial information, 

and (4) Forecasting Head generating multi-step predictions. 
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Temporal Attention Encoder: For each spatial location i, the temporal encoder processes the time series X[:,i,:] 

∈ ℝ^(T×F). We employ a transformer encoder architecture with multi-head self-attention that allows each time step 

to attend to all other time steps, learning long-range temporal dependencies. The attention mechanism computes 

query Q_i^t, key K_i^t, and value V_i^t matrices from input embeddings, then applies scaled dot-product attention: 

A_i^t = softmax((Q_i^t · K_i^t^T) / √d_k) · V_i^t, where d_k is the key dimension. Multi-head attention applies 

this operation H_t times with different learned projections, capturing different temporal patterns (e.g., intra-hour 

fluctuations, daily cycles, weekly patterns) in different heads. The output for each location is a temporal 

representation Z_i^t ∈ ℝ^(T×d_model) that encodes how traffic at location i evolves over time. 

The temporal encoder explicitly incorporates temporal position encodings that distinguish between different time 

periods (morning rush vs. evening rush) and cyclic patterns (weekday vs. weekend). We use sinusoidal encodings 

PE(t,2j) = sin(t/10000^(2j/d_model)) and PE(t,2j+1) = cos(t/10000^(2j/d_model)) for continuous time 

representation, supplemented with learnable day-of-week and hour-of-day embeddings. 

Spatial Attention Encoder: For each time step t, the spatial encoder processes the snapshot X[t,:,:] ∈ ℝ^(N×F) 

across all locations. The spatial attention mechanism learns which locations influence each other, capturing 

phenomena such as congestion propagation along corridors, route substitution between parallel roads, and 

upstream-downstream dependencies. Unlike the temporal encoder that treats locations independently, spatial 

attention explicitly models location interactions. 

We incorporate spatial structure through two mechanisms. First, a graph convolutional layer processes the spatial 

snapshot using the road network topology, ensuring nearby connected locations have direct information exchange 

paths. Second, multi-head spatial attention allows all locations to attend to all others, learning long-range 

correlations not captured by local network topology (e.g., the impact of a major event downtown on distant residential 

areas). The spatial attention for time step t is: A_t^s = softmax((Q_t^s · K_t^s^T) / √d_k) · V_t^s, producing spatial 

representations Z_t^s ∈ ℝ^(N×d_model) encoding location interdependencies. 

Spatial position encodings are learned based on geographic coordinates (latitude, longitude) and zone characteristics 

(land use, road classification). This allows the model to leverage spatial regularities where zones with similar 

characteristics exhibit similar traffic patterns. 

Context-Aware Fusion Layer: The fusion layer combines temporal and spatial representations through learned 

gating mechanisms that dynamically balance their relative importance based on context. Intuitively, temporal 

patterns should dominate during stable periods with strong daily cycles, while spatial patterns become more 

important during disruptions that propagate through the network. The fusion mechanism computes temporal and 

spatial gate values: g_t = σ(W_t[Z^t; Z^s] + b_t) and g_s = σ(W_s[Z^t; Z^s] + b_s), where [·;·] denotes 

concatenation and σ is the sigmoid function. The fused representation is: Z^f = g_t ⊙ Z^t + g_s ⊙ Z^s, where ⊙ 

denotes element-wise multiplication. This gating allows the model to focus on the most informative representation 

for each prediction context. 

Additionally, the fusion layer incorporates external features (weather forecasts, scheduled events, holidays) through 

a separate embedding branch that modulates both temporal and spatial representations. This ensures predictions 

account for known future conditions rather than relying purely on historical patterns. 

Forecasting Head: The forecasting head maps the fused representation Z^f ∈ ℝ^(T×N×d_model) to multi-step 

predictions Ŷ ∈ ℝ^(H×N×F). We employ a multi-task learning approach that jointly predicts multiple horizons (15, 

30, 45, 60 minutes) with shared representations, encouraging the model to learn patterns at multiple time scales. An 

autoregressive prediction mechanism allows longer-horizon forecasts to condition on shorter-horizon predictions, 

improving consistency across the prediction horizon. 

Uncertainty quantification is critical for reliable orchestration decisions. The forecasting head outputs both point 

predictions (expected values) and prediction intervals (confidence bounds) using a quantile regression approach. 

This provides orchestration algorithms with uncertainty information, enabling risk-aware decision-making that 

avoids overly aggressive interventions based on uncertain predictions. 
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Computational Efficiency for Edge Deployment: Despite the sophisticated dual-encoder architecture, TSAM 

is designed for efficient edge deployment through several optimizations. First, we use linear attention approximations 

(Choromanski et al., 2021) that reduce computational complexity from O(T²) and O(N²) to O(T) and O(N), enabling 

processing of longer temporal sequences and larger spatial regions. Second, the model employs depthwise separable 

convolutions in the graph convolutional layers, reducing parameters by approximately 75% with minimal accuracy 

loss. Third, we use mixed-precision training (float16 computation with float32 master weights) and quantization-

aware training to enable efficient INT8 inference on edge GPUs. These optimizations reduce inference latency to 

45ms for a 200-zone network on an NVIDIA Jetson AGX Xavier, meeting real-time requirements while consuming 

only 8.3W power. 

Training Procedure: TSAM is trained using a combination of supervised learning on historical data and online 

learning from real-time observations. The supervised pretraining phase uses mean squared error loss for point 

predictions and quantile loss for uncertainty estimation. The online learning phase, executed continuously at each 

edge node, employs incremental gradient updates on mini-batches of recent data, allowing the model to adapt to 

evolving patterns. Importantly, this online learning occurs locally at each edge node using only local data, with model 

improvements shared through the federated learning protocol (Section 4) rather than centralizing raw training data. 

C. MOBILITY INTENT GRAPHS (MIGS) 

Mobility Intent Graphs (MIGs) represent a novel intermediate representation for mobility prediction that balances 

three competing requirements: providing sufficient information granularity for effective orchestration decisions, 

preserving individual privacy through aggregation, and enabling efficient computation at edge nodes. Traditional 

mobility prediction focuses either on aggregate traffic volumes that lack directional information, or individual 

trajectory prediction that raises privacy concerns. MIGs occupy a middle ground that captures aggregate origin-

destination demand at zone level with strong differential privacy guarantees. 

MIG Formal Definition: A Mobility Intent Graph is defined as a directed weighted graph G = (V, E, W) where: (1) 

V = {v_1, ..., v_N} represents the set of urban zones (typically 200-500 zones for a metropolitan area); (2) E ⊆ V × V 

represents potential movement corridors between zones, where edge (v_i, v_j) exists if historical data indicates 

significant mobility between zones i and j; and (3) W: E → ℝ^+ assigns each edge a weight w_ij representing 

predicted mobility demand from zone i to zone j over a specified time window (typically 15 minutes). The weight w_ij 

quantifies the expected number of trip initiations from zone i with destination zone j during the prediction horizon, 

aggregated across all individuals. 

Importantly, MIGs operate at zone-to-zone level rather than individual level. A zone typically encompasses 2-5 square 

kilometers, containing hundreds to thousands of potential origins and destinations. This spatial aggregation provides 

the first layer of privacy protection, as individual locations cannot be recovered from zone-level predictions. 

MIG Construction Pipeline: MIGs are constructed through a multi-stage pipeline executed at edge nodes: (1) 

Intent Inference from historical patterns, (2) Demand Prediction using TSAM outputs, (3) Graph Construction from 

predictions, and (4) Privacy Enhancement through differential privacy mechanisms. 

In the Intent Inference stage, historical mobility patterns are analyzed to identify recurring origin-destination 

relationships and their temporal characteristics. We employ topic modeling approaches (Latent Dirichlet Allocation) 

on historical trip records to discover latent mobility patterns such as home-to-work commutes, shopping trips, and 

recreational travel. Each pattern is characterized by typical origin zones, destination zones, time-of-day distribution, 

and day-of-week frequency. This analysis reveals that urban mobility exhibits strong structure with approximately 

15-25 dominant patterns explaining 80% of observed trips. 

The Demand Prediction stage combines current traffic conditions (from TSAM predictions) with learned mobility 

patterns to forecast near-future trip demand. The prediction model considers current traffic volumes in potential 

origin zones, time-until-peak for different patterns (e.g., morning commute typically peaks 60-90 minutes before 

work start time), external factors such as weather and scheduled events, and day-specific characteristics (weekday 

vs. weekend, holiday). The output is a probability distribution over potential origin-destination pairs and initiation 

times. 
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Graph Construction converts the predicted demand distribution into the explicit graph structure G = (V, E, W). Edges 

are created for zone pairs with predicted demand exceeding a threshold (typically 10 trips per 15-minute window), 

ensuring the graph remains sparse and computationally tractable. Edge weights are set to the predicted trip counts. 

The resulting graph typically has density of 5-8% (5-8% of all possible N² edges present), striking a balance between 

information richness and computational efficiency. 

Privacy Enhancement through Differential Privacy: While zone-level aggregation provides substantial 

privacy protection, we further strengthen guarantees through differential privacy mechanisms. We employ the 

Laplace mechanism (Dwork & Roth, 2014) to inject calibrated noise into edge weights before MIGs are shared beyond 

the local edge node. Specifically, each edge weight is perturbed: w'_ij = w_ij + Lap(Δf/ε), where Δf is the sensitivity 

(maximum impact of adding/removing one individual trip), ε is the privacy parameter (we use ε=1.0 for strong 

privacy), and Lap(b) denotes a sample from the Laplace distribution with scale b. 

The sensitivity Δf is determined by the maximum number of trips any individual could contribute to a single edge 

weight. In practice, we bound this at 4 trips per 15-minute window (corresponding to one origin-destination pair 

visited multiple times), yielding Δf = 4. With ε = 1.0, the noise scale is 4, meaning typical edge weights (50-200 trips) 

receive 2-8% relative noise, minimally impacting orchestration decisions while providing rigorous privacy 

guarantees. 

Importantly, this ε-differential privacy guarantee ensures that the inclusion or exclusion of any single individual's 

trips changes the probability of any possible MIG output by at most a factor of e^ε ≈ 2.7. This provides strong 

protection against inference attacks even when adversaries have auxiliary information about most individuals in the 

population. 

Temporal Evolution and Dynamic Updates: MIGs are not static but evolve over time as traffic conditions 

change and new predictions become available. We maintain a rolling horizon of MIGs, updating every 5 minutes with 

predictions for the next 60 minutes (generating 12 MIGs: 5, 10, 15, ..., 60 minutes ahead). This rolling prediction 

enables both reactive response to sudden changes and proactive planning for anticipated conditions. 

Temporal consistency is enforced through constraints that prevent dramatic changes between consecutive MIGs 

unless supported by strong evidence. Specifically, edge weights can change by at most 30% between consecutive time 

steps unless observed traffic diverges significantly from predictions, indicating a need for rapid adjustment. This 

prevents oscillatory behavior in orchestration while maintaining responsiveness. 

Orchestration Applications: MIGs enable three primary orchestration applications. For route guidance, MIGs 

identify corridors with predicted high future demand, allowing proactive rerouting before congestion forms. The 

orchestration layer solves a network flow optimization problem that distributes predicted demand across the road 

network to minimize total travel time while respecting capacity constraints. Route recommendations are 

communicated as broadcast messages to zones rather than personalized instructions, preserving privacy. 

For signal timing optimization, MIGs provide demand forecasts at multiple future horizons, enabling signal timing 

plans that anticipate rather than react to traffic. The optimization considers predicted demand on all approaches to 

intersections over the next 15-60 minutes, computing signal timing that maximizes network-wide throughput. Longer 

prediction horizons allow coordination of signals along corridors to create green waves. 

For demand management, MIGs revealing excessive future demand on specific corridors can trigger pricing 

adjustments or service modifications to spread demand temporally or spatially. For example, predicted congestion 

on a highway corridor might trigger reduced parking prices in transit-adjacent areas, incentivizing mode shift, or 

increased bus frequency on parallel transit lines, providing attractive alternatives. 

Validation and Accuracy: We validate MIG predictions against observed traffic patterns by comparing predicted 

edge weights (after removing privacy noise) with actual observed trip counts. Across multiple evaluation scenarios, 

MIG predictions achieve mean absolute percentage error (MAPE) of 18.3% for 15-minute horizons and 24.7% for 60-

minute horizons. This accuracy is sufficient for effective orchestration, as most orchestration decisions are robust to 

prediction errors of this magnitude. The privacy-enhancing noise adds approximately 3-5% additional error, 

demonstrating that privacy and accuracy can be balanced effectively. 
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FEDERATED EDGE INTELLIGENCE PROTOCOL 

This section presents our hierarchical federated learning protocol designed specifically for urban mobility scenarios. 

The protocol enables collaborative training of TSAM models across distributed edge nodes while addressing 

challenges of non-IID data distribution, heterogeneous computational capabilities, variable network connectivity, 

and real-time prediction requirements. We begin with the hierarchical aggregation structure, then detail the adaptive 

synchronization mechanism, and conclude with privacy preservation techniques. 

A. HIERARCHICAL THREE-TIER AGGREGATION ARCHITECTURE 

Standard federated learning employs a flat, star topology where all client devices communicate directly with a central 

parameter server. While conceptually simple, this architecture suffers from scalability limitations as the number of 

clients grows, communication bottlenecks at the central server, and lack of intermediate aggregation that could 

capture regional patterns. Our hierarchical architecture addresses these limitations through a three-tier structure 

that mirrors urban spatial organization and provides progressive model refinement. 

Tier 1: Edge Nodes (Local Level). At the lowest tier, individual edge nodes serve as the fundamental training units. 

Each edge node i maintains a local dataset D_i containing recent observations from sensors in its geographic coverage 

area (typically 2-5 square kilometers). Local data exhibits strong spatial correlation (nearby locations have similar 

patterns) but temporal non-stationarity (patterns evolve over time of day, day of week, and seasonal cycles). 

Each edge node performs local training of the TSAM model using mini-batch stochastic gradient descent on its local 

data D_i. Training proceeds for E local epochs per round, with batch size B = 32 and learning rate α = 0.001. Local 

training allows the model to specialize to zone-specific patterns while batch normalization statistics remain local, 

capturing location-specific traffic characteristics. 

After E local epochs, the edge node computes model updates Δw_i = w_i^(t+1) - w_i^(t), where w_i^(t) are the 

model parameters at the start of the round and w_i^(t+1) are parameters after local training. Only these updates 

(typically 2-5 MB for our TSAM architecture) are transmitted to the next tier, rather than raw data (which could be 

gigabytes per day), dramatically reducing communication overhead and preserving privacy. 

Tier 2: District Aggregators (Mid Level). The middle tier consists of district-level aggregators serving clusters of 8-

12 edge nodes covering major city districts (residential areas, downtown commercial cores, industrial zones, etc.). 

Geographic clustering ensures that nodes within a cluster experience related traffic patterns, improving the benefit 

of aggregation. District aggregators serve four critical functions: partial aggregation, outlier detection, district-

specific models, and fault tolerance. 

For partial aggregation, district aggregators receive model updates from edge nodes in their district and compute a 

district-level aggregated update: Δw_district = Σ(n_i/n_district)·Δw_i, where n_i is the number of training samples 

at edge node i and n_district = Σn_i is the total across the district. This weighted averaging gives more influence to 

edge nodes with more data, appropriately accounting for varying data availability across zones. The district 

aggregated update is then transmitted to the city-level coordinator, reducing uplink traffic by a factor equal to the 

cluster size (8-12x reduction). 

Outlier detection identifies anomalous model updates that may indicate malfunctioning sensors, adversarial 

manipulation, or edge node failures. The aggregator computes pairwise similarities between model updates using 

cosine similarity and identifies updates with low similarity to the cluster centroid (threshold 0.3). Detected outliers 

are excluded from aggregation and flagged for investigation. This filtering prevents model poisoning attacks and 

maintains system integrity. 

District-specific models are maintained alongside the global model. After aggregating edge node updates, district 

aggregators train a small district-specific adapter layer (linear projection with 256 hidden units) that specializes the 

global model to district characteristics. This adapter captures district-level patterns (residential vs. commercial traffic 

dynamics) without requiring complete model retraining. Edge nodes receive both global model updates and their 

district adapter, combining them for local inference. 

Fault tolerance is enhanced by district aggregators storing recent model snapshots and training data statistics. If edge 
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nodes fail or restart, they can retrieve recent model states from their district aggregator rather than requesting from 

the city level, reducing recovery time from minutes to seconds. If a district aggregator fails, its edge nodes can 

temporarily join neighboring districts, ensuring continuous operation despite infrastructure failures. 

Tier 3: City Coordinator (Global Level). The top tier consists of a city-level coordinator that receives district-

aggregated updates and maintains the global model shared back to all edge nodes. The coordinator performs city-

wide aggregation: w^(t+1) = w^(t) + Σ(n_district/n_city)·Δw_district, where n_city is the total training samples 

across all districts. This progressive aggregation (local → district → city) ensures that the global model captures 

patterns at multiple spatial scales rather than simply averaging diverse local models. 

The city coordinator maintains a model registry tracking performance metrics for all active models including global 

model, district-specific adapters, and individual edge node models. This registry enables performance monitoring, 

identification of degrading models, and triggering of retraining when accuracy falls below thresholds. The 

coordinator also manages model versioning, ensuring consistent model versions across the system and enabling 

rollback if new models underperform. 

Unlike centralized approaches where the city coordinator processes raw data, our coordinator only receives 

aggregated model updates (4-8 MB total per round from all districts). This architectural constraint ensures privacy 

preservation, as the coordinator never has access to raw sensor observations or individual trajectories. 

Communication Protocol and Network Efficiency: Model updates are transmitted using binary protocol 

buffers with gRPC for efficient serialization and HTTP/2 multiplexing. Updates are compressed using gradient 

sparsification (Top-K with K=10% of parameters) and quantization (8-bit integers), reducing communication by 80% 

with minimal impact on convergence (<2% accuracy loss). Network transmission uses UDP with forward error 

correction for time-sensitive updates, ensuring low latency even under packet loss. 

The hierarchical structure reduces total communication cost compared to flat federation. In a flat architecture with 

N edge nodes, city-wide aggregation requires O(N) uplinks to central server and O(N) downlinks for model 

distribution, totaling O(N) round-trip communication. Our hierarchical architecture with K nodes per district 

requires O(K) uplinks per district and O(N/K) district-to-city uplinks, plus symmetric downlinks, totaling O(K + 

N/K) communication. For N=50 and K=10, this yields 5x reduction in total network traffic compared to flat 

federation. 

B. ADAPTIVE SYNCHRONIZATION MECHANISM 

Traditional federated learning employs fixed synchronization intervals where all participants train for a 

predetermined number of epochs or wall-clock time, then synchronously aggregate models. While simple to 

implement, this approach wastes resources during stable periods when traffic patterns are predictable and model 

updates provide minimal benefit, while simultaneously responding slowly during dynamic periods when rapid 

adaptation is needed. Our adaptive synchronization mechanism addresses this inefficiency by dynamically adjusting 

update frequency based on detected mobility dynamics and model drift. 

Local Drift Detection: Each edge node continuously monitors the divergence between its current local model 

w_i^local (updated with recent local observations) and the most recently received global model w^global. Divergence 

is quantified using two complementary metrics: parameter distance and prediction error. 

Parameter distance measures the Euclidean distance in parameter space: d_param = ||w_i^local - w^global||_2 / 

||w^global||_2 (normalized to account for model scale). Increasing parameter distance indicates that local training 

is specializing the model to recent local observations that differ from the global model's learned patterns. However, 

parameter distance alone is insufficient, as some parameter changes may have minimal impact on predictions. 

Prediction error evaluates both models on a held-out validation set drawn from recent observations: RMSE_local = 

RMSE(w_i^local, D_val) and RMSE_global = RMSE(w^global, D_val). The prediction gap Δ_pred = RMSE_global 

- RMSE_local quantifies the benefit of local adaptation. Large positive gaps indicate that local training has 

substantially improved prediction accuracy for recent patterns, suggesting that model updates should be shared. 

An update is triggered when either d_param > θ_param (parameter threshold, set to 0.15) OR Δ_pred > θ_pred 
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(prediction threshold, set to 3.0 vehicles/hour RMSE). The disjunction ensures updates occur when either substantial 

parameter changes or meaningful accuracy improvements are observed. Thresholds are tuned to balance update 

frequency (communication cost) with model freshness (prediction accuracy). 

Global Mobility Dynamics Monitoring: In addition to local drift detection, the city coordinator monitors city-

wide mobility indicators that signal the need for coordinated updates across all nodes. Three primary indicators are 

tracked: traffic volatility, event detection, and model staleness. 

Traffic volatility measures the standard deviation of traffic volumes across the city over recent time windows. High 

volatility (e.g., during unusual weather, major sporting events, infrastructure failures) indicates rapidly changing 

conditions where frequent model updates maintain accuracy. Volatility is computed as: V(t) = std({volume_i(t') : i ∈ 

[1,N], t' ∈ [t-15min, t]}), normalized by historical mean. When V(t) exceeds the 90th percentile of historical values, a 

city-wide update round is initiated. 

Event detection identifies scheduled (concerts, sports games, conferences) and unscheduled (accidents, road 

closures, demonstrations) events that impact mobility patterns. Scheduled events are known in advance through 

calendar integration, triggering proactive model updates 60-120 minutes before event start. Unscheduled events are 

detected through anomaly detection that identifies sudden traffic changes inconsistent with historical patterns, 

triggering reactive updates within 5-10 minutes. 

Model staleness tracks time since the last global update. Even during stable periods with low drift and volatility, 

periodic updates ensure all nodes remain synchronized and prevent accumulation of small local divergences. A 

maximum staleness threshold (30 minutes) triggers updates if no recent update has occurred, providing a safety net 

against extended periods without synchronization. 

Hybrid Trigger Mechanism: The complete adaptive synchronization protocol combines local drift detection and 

global mobility monitoring through a hybrid trigger mechanism. Updates occur through three pathways: local-

initiated, global-scheduled, and emergency triggers. 

Local-initiated updates occur when individual edge nodes detect significant drift and request participation in the next 

aggregation round. Requests are sent to district aggregators, which collect requests until a quorum (minimum 50% 

of nodes in the district) is reached or a timeout expires (5 minutes). This batching prevents excessive update rounds 

while maintaining responsiveness. Once quorum is reached, the district aggregator initiates a district-level 

aggregation round and forwards results to the city coordinator. 

Global-scheduled updates are initiated by the city coordinator based on volatility, event detection, or staleness 

thresholds. When a global update is triggered, the coordinator broadcasts an update request to all district 

aggregators, which in turn request updates from all edge nodes in their districts. This ensures coordinated city-wide 

synchronization during major events or high-volatility periods. 

Emergency triggers provide rapid response to critical situations (accidents, infrastructure failures) detected through 

sudden prediction error spikes. When an edge node's prediction error exceeds 3× typical values, it immediately 

initiates an emergency update that propagates through the hierarchy with elevated priority, completing aggregation 

within 2-3 minutes rather than typical 5-10 minutes. 

Convergence Analysis: Adaptive synchronization raises theoretical questions about convergence guarantees 

compared to synchronous federated averaging. We provide empirical evidence that our protocol maintains 

convergence despite asynchronous updates. Figure 2 (not shown) plots training loss and validation accuracy over 

time for fixed-interval synchronous FedAvg (10-minute intervals) versus our adaptive protocol. Both approaches 

converge to similar final accuracy (within 1%), but adaptive synchronization achieves this with 67% fewer update 

rounds on average, demonstrating the efficiency gains from update scheduling based on actual need rather than fixed 

intervals. 

The protocol achieves communication reduction through two mechanisms. First, during stable nighttime periods 

(midnight to 5 AM), volatility and drift remain low, resulting in one update every 20-30 minutes rather than every 

10 minutes, a 2-3x reduction. Second, during high-volatility periods (rush hours, events), updates occur every 3-5 
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minutes rather than waiting for the next fixed interval, improving responsiveness. Averaged over 24 hours, total 

update rounds decrease from 144 (fixed 10-minute intervals) to 48 (adaptive), a 67% reduction matching our 

experimental results. 

C. PRIVACY PRESERVATION MECHANISMS 

Privacy preservation is achieved through multiple complementary mechanisms operating at different system layers. 

The architectural foundation of privacy is the edge-first design where raw sensor data never leaves edge nodes. All 

subsequent mechanisms enhance this baseline through differential privacy, secure aggregation, and access control. 

Local Differential Privacy: Before edge nodes share model updates with district aggregators, they apply local 

differential privacy mechanisms to prevent model updates from leaking information about individual trajectories in 

their training data. We employ gradient clipping and noise addition following the approach of Abadi et al. (2016). 

For each training sample x in local dataset D_i, the gradient g_x = ∇L(w, x) is computed. Gradients are clipped to 

bound their L2 norm: ḡ_x = g_x / max(1, ||g_x||_2 / C), where C = 4.0 is the clipping threshold. Clipping ensures 

that no single training sample has excessive influence on model updates, limiting the information that can be inferred 

about that sample. The clipped gradients are averaged: ḡ_batch = (1/B)Σḡ_x, then Gaussian noise is added: ḡ_private 

= ḡ_batch + N(0, σ²C²I), where σ = 0.5 is the noise scale and I is the identity matrix. 

This mechanism provides (ε, δ)-differential privacy guarantees where ε = 1.0 and δ = 10^(-5) over the full training 

process (10 epochs of local training). These parameters provide strong privacy protection while maintaining model 

utility. The privacy cost accumulates over training epochs through the moments accountant method (Abadi et al., 

2016), allowing precise privacy tracking. 

Secure Aggregation: District aggregators receive model updates from multiple edge nodes and must compute 

weighted averages. To prevent the aggregator from observing individual updates (which could leak information about 

local data distributions), we employ secure multi-party computation protocols based on Bonawitz et al. (2017). 

Edge nodes encrypt their model updates using additive secret sharing before transmission. Each node i splits its 

update Δw_i into k shares: Δw_i = s_i1 + s_i2 + ... + s_ik, where shares are random vectors summing to the original 

update. Node i sends share s_ij to node j, keeping one share for itself. The district aggregator receives only partial 

shares, never complete updates. Aggregation proceeds by summing shares: Σ(Δw_i) = Σ(Σs_ij), which reconstructs 

the aggregate without revealing individual updates. 

This protocol ensures that district aggregators (and potential attackers compromising aggregators) learn only the 

aggregated update, not individual contributions. Even if k-1 nodes collude, they cannot reconstruct any individual's 

update without the final share. We set k = 4 (four shares per update), providing strong security with reasonable 

computational overhead (4x increase in cryptographic operations). 

Access Control and Authentication: All communications within the federated learning protocol are 

authenticated using TLS 1.3 with mutual authentication. Edge nodes, district aggregators, and the city coordinator 

each possess unique certificates signed by a central certificate authority. Certificate-based authentication prevents 

unauthorized nodes from joining the federation and ensures that model updates originate from legitimate 

infrastructure. 

Role-based access control (RBAC) ensures that each entity can only perform authorized operations. Edge nodes can 

upload model updates but cannot query other nodes' data or models. District aggregators can collect updates from 

their assigned nodes but cannot access other districts. The city coordinator can trigger global updates but cannot 

directly query edge nodes. This principle of least privilege limits damage from potential compromises. 

Anonymization and Unlinkability: To prevent tracking individual edge nodes' contributions across update 

rounds, we implement a rotation mechanism where edge nodes use ephemeral identifiers that change after each 

aggregation round. District aggregators cannot link updates from the same node across rounds, preventing inference 

about individual node characteristics or temporal patterns. 

For Mobility Intent Graphs shared between districts for orchestration coordination, we apply k-anonymity principles 
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to ensure that each zone in the MIG contains traffic from at least k = 25 individuals. Zones with insufficient traffic 

are merged with neighbors until the threshold is met, preventing re-identification of individuals in sparse zones. 

Privacy-Utility Tradeoffs: All privacy mechanisms introduce some accuracy loss. Differential privacy noise adds 

2-3% relative error to model updates. Secure aggregation adds 50-100ms latency per aggregation round. k-anonymity 

may reduce spatial granularity of MIGs by 5-10%. Our experimental evaluation (Section 5) demonstrates that these 

costs are acceptable, with our privacy-preserving framework achieving prediction accuracy within 5% of non-private 

baselines while providing rigorous privacy guarantees. This demonstrates that privacy and utility are not 

fundamentally opposed but can be balanced through careful system design. 

EXPERIMENTAL EVALUATION 

This section presents comprehensive experimental evaluation of the CognitiveTwin-Edge framework. We describe 

the experimental setup including simulation environment and baseline methods, then present results for prediction 

accuracy, orchestration effectiveness, system efficiency, scalability analysis, and ablation studies. 

A. EXPERIMENTAL SETUP AND METHODOLOGY 

We evaluate CognitiveTwin-Edge using a high-fidelity simulation environment modeling a metropolitan area of 

approximately 200 square kilometers with realistic urban characteristics. The simulated city contains 200 traffic 

analysis zones arranged in a grid-like pattern with arterial roads, local streets, and highway segments. Road network 

topology is synthesized based on typical American metropolitan structures with mixed land uses including residential 

neighborhoods, commercial districts, industrial zones, and recreational areas. 

Traffic demand is generated using a four-step transportation model (trip generation, distribution, mode choice, 

assignment) calibrated to produce realistic patterns. The simulation generates 500,000 daily vehicle trips with 

temporal distribution matching observed commuting patterns: morning peak (7-9 AM, 18% of daily trips), midday 

(9 AM-4 PM, 35%), evening peak (4-7 PM, 22%), and off-peak (7 PM-7 AM, 25%). Origins and destinations are 

sampled from zone-specific attraction rates (employment for work trips, retail for shopping trips, population for 

home trips). 

Vehicle behavior is modeled using the Intelligent Driver Model (IDM) for car-following and MOBIL for lane-

changing, providing realistic acceleration, deceleration, and routing decisions. Traffic signals operate with either 

fixed timing (baseline) or adaptive timing controlled by orchestration algorithms. Weather conditions vary across 

scenarios: clear (70% of simulated days), light rain (20%), heavy rain (7%), snow (3%), with appropriate speed and 

capacity reductions. 

Edge infrastructure consists of 50 simulated edge nodes with heterogeneous computational capabilities: 20 high-

performance nodes (NVIDIA Jetson AGX Xavier equivalent, 32 TOPS AI performance), 20 medium nodes (Jetson 

Xavier NX, 21 TOPS), and 10 low-performance nodes (Jetson Nano, 0.5 TOPS). Nodes are organized into 5 districts 

with 10 nodes each. Network connectivity models realistic urban wireless with latency 10-50ms, bandwidth 100-500 

Mbps, and packet loss 0.1-2%. 

Simulation runs cover 30 days (24-hour periods) providing 720 hours of traffic data. Training uses days 1-20 (480 

hours), validation uses days 21-25 (120 hours), and testing uses days 26-30 (120 hours). This temporal split ensures 

evaluation on unseen future data rather than random holdout, testing the system's ability to generalize to future 

conditions. 

We compare CognitiveTwin-Edge against four baseline approaches representing different points in the design space: 

Centralized Digital Twin (CDT): A conventional digital twin implementation where all sensor data streams to a 

central server for processing. The central server trains a single global TSAM model using all available data and 

distributes predictions to local controllers. This represents the current state-of-practice for digital twin systems and 

provides an upper bound on prediction accuracy (no communication constraints) but sacrifices privacy (all raw data 

centralized), introduces latency (central processing), and creates scalability bottlenecks (single server handles all 

data). 
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Vanilla Federated Learning (VFL): Standard FedAvg (McMahan et al., 2017) applied to traffic prediction. Edge 

nodes train local TSAM models and participate in federated averaging every 10 minutes (fixed synchronization). 

Unlike CognitiveTwin-Edge, VFL uses flat federation (no hierarchical aggregation), fixed synchronization (no 

adaptive updates), and lacks cognitive capabilities (no self-configuration, self-healing, anticipatory processing) or 

Mobility Intent Graphs. This baseline isolates the benefits of our hierarchical architecture and adaptive mechanisms. 

Static Digital Twin (SDT): A non-predictive digital twin that maintains synchronized state with physical 

infrastructure but lacks forecasting capabilities. Traffic signals and routing use current observed conditions without 

anticipating future states. This represents reactive traffic management and isolates the value of prediction and 

proactive orchestration. 

Individual Edge Models (IEM): Independent models trained locally at each edge node without any federation or 

coordination. Each edge node maintains a separate TSAM model trained only on local data with no sharing of model 

updates. This baseline establishes the lower bound performance when federation is absent and highlights the benefits 

of collaborative learning despite non-IID data. 

We assess framework performance across five dimensions using the following metrics: 

Prediction Accuracy: Root Mean Square Error (RMSE) and Mean Absolute Error (MAE) for traffic volume 

predictions at 15, 30, 45, and 60-minute horizons. Lower values indicate better accuracy. We also report Mean 

Absolute Percentage Error (MAPE) for normalized comparison across different traffic levels. 

Orchestration Effectiveness: Average vehicle travel time (minutes) as the primary metric for user experience. 

Network throughput measured as total vehicle-kilometers traveled per hour indicates capacity utilization. Total 

stopped delay aggregates time vehicles spend at zero speed. These metrics evaluate how well orchestration improves 

traffic flow. 

Communication Efficiency: Total data transmitted (gigabytes) over evaluation period measures bandwidth 

consumption. Number of update rounds reflects synchronization frequency. Communication reduction percentage 

compared to centralized baseline quantifies efficiency gains. 

Energy Consumption: Total system energy (kWh) aggregates vehicle fuel consumption (converted to electrical 

equivalent), edge node computational energy, and network transmission energy. Energy reduction percentage 

compared to baselines demonstrates sustainability benefits. 

Privacy Guarantees: ε-differential privacy parameter quantifies formal privacy guarantees. Smaller ε indicates 

stronger privacy. We also measure k-anonymity for Mobility Intent Graphs and assess data localization (percentage 

of operations occurring locally vs. centrally). 

B. PREDICTION PERFORMANCE ANALYSIS 

Table 1 presents traffic volume prediction accuracy measured by RMSE (vehicles/hour) across four forecasting 

horizons. CognitiveTwin-Edge achieves the lowest RMSE at all horizons, demonstrating the effectiveness of the 

Temporal-Spatial Attention Mechanism and hierarchical federated learning. At the 15-minute horizon, our 

framework achieves RMSE of 18.3 vehicles/hour, only marginally worse than the centralized baseline (18.9) despite 

operating in a fully distributed manner without raw data sharing. This near-parity with centralized performance 

demonstrates that federated learning with appropriate architecture can match centralized accuracy while preserving 

privacy. 

Table 1: Traffic Volume Prediction Accuracy (RMSE in vehicles/hour) 

Method 15 min 30 min 45 min 60 min 

CognitiveTwin-Edge 18.3 24.7 32.1 41.2 

Centralized DT 18.9 26.4 35.8 47.0 
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Method 15 min 30 min 45 min 60 min 

Vanilla FL 21.2 29.1 38.7 49.3 

Static DT 25.6 34.2 44.9 58.1 

Individual Edge 28.4 38.6 51.2 67.8 

 

Note: Lower values indicate better prediction accuracy. Bold indicates best performance. 

The performance gap between CognitiveTwin-Edge and Centralized DT narrows at longer horizons, with our 

framework achieving 12.4% lower RMSE at 60 minutes (41.2 vs. 47.0). This superior long-horizon performance stems 

from the cognitive anticipatory capabilities and TSAM's explicit modeling of spatio-temporal dynamics. The 

centralized baseline, despite access to all data, uses simpler recurrent architectures that struggle with long-term 

dependencies. Our dual-encoder attention architecture more effectively captures the complex patterns needed for 

extended predictions. 

Comparing CognitiveTwin-Edge to Vanilla FL highlights the benefits of our hierarchical architecture and cognitive 

mechanisms. At all horizons, our framework achieves 13-16% lower RMSE than standard federated learning. This 

improvement demonstrates that hierarchical aggregation with district-level specialization and adaptive 

synchronization substantially enhance federated learning effectiveness for spatially structured urban data. The 

cognitive self-configuration capability, which autonomously adjusts model complexity based on observed patterns, 

contributes an estimated 4-5% of this improvement based on ablation studies (Section 5.6). 

The Static DT baseline, which lacks predictive capabilities, performs substantially worse across all horizons (29-41% 

higher RMSE). This demonstrates the critical value of incorporating forecasting into digital twin systems rather than 

relying purely on current state observations. Without prediction, traffic management remains reactive, responding 

to problems after they occur rather than anticipating and preventing them. 

Individual Edge Models without federation perform worst across all metrics, with RMSE 55-64% higher than 

CognitiveTwin-Edge. This substantial gap demonstrates the value of collaborative learning despite non-IID data 

distribution. Local models trained only on zone-specific data fail to learn city-wide patterns and suffer from 

insufficient training data. Federation enables knowledge sharing that improves all nodes' predictions, particularly for 

edge nodes in less-trafficked zones with sparse observations. 

Temporal Variability Analysis: Prediction accuracy varies substantially by time of day and traffic conditions. 

During stable off-peak periods (10 PM - 6 AM), all methods achieve lower error as traffic exhibits predictable patterns. 

During dynamic rush hour periods (7-9 AM, 4-7 PM), prediction difficulty increases substantially. CognitiveTwin-

Edge maintains accuracy during rush hours better than baselines (18% lower RMSE during peak vs. off-peak 

compared to 31% for Vanilla FL), demonstrating the value of adaptive synchronization that increases update 

frequency during volatile periods. 

Weather conditions significantly impact prediction difficulty, with all methods showing 15-25% accuracy degradation 

during precipitation. CognitiveTwin-Edge's cognitive self-healing capability, which detects anomalous prediction 

errors and adapts accordingly, mitigates some weather-related degradation. During severe weather events, our 

framework's prediction error increases 18% on average compared to 27% for baselines, indicating better adaptation 

to non-standard conditions. 

Spatial Variability Analysis: Prediction accuracy varies across urban zones based on traffic characteristics and 

data availability. High-traffic arterial corridors with dense sensor coverage achieve lower prediction errors (RMSE 

14-16 vehicles/hour) compared to low-traffic residential streets with sparse sensors (RMSE 22-28 vehicles/hour). 

CognitiveTwin-Edge narrows this accuracy gap compared to baselines. In low-data zones, our hierarchical federation 

enables knowledge transfer from data-rich zones, improving predictions by 19% compared to Individual Edge 

Models. District-specific adapters capture zone-type patterns (residential vs. commercial), allowing effective transfer 
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learning. 

Statistical Significance: We assess statistical significance using paired t-tests comparing CognitiveTwin-Edge 

predictions against each baseline across all zones and time periods. All reported improvements are statistically 

significant with p < 0.001, indicating that observed differences are not due to chance. The consistency of 

improvements across diverse conditions (time of day, weather, zone types) provides strong evidence for the 

framework's effectiveness. 

C. ORCHESTRATION EFFECTIVENESS RESULTS 

The ultimate goal of accurate predictions is to enable effective traffic orchestration that improves mobility outcomes 

for citizens. Table 2 presents system performance metrics comparing CognitiveTwin-Edge against baseline 

approaches across five key dimensions: travel time reduction, throughput improvement, communication efficiency, 

energy savings, and privacy guarantees. 

Table 2: System Performance Metrics Comparison 

Metric CTE CDT VFL 

Avg. Travel Time Reduction 23.7% 14.2% 11.8% 

Network Throughput Increase 19.3% 12.1% 9.4% 

Communication Reduction 73% 0% 45% 

Energy Reduction 18.4% 8.2% 12.1% 

Privacy Guarantee ε=1.0 DP None ε=2.0 DP 

 

CTE = CognitiveTwin-Edge; CDT = Centralized Digital Twin; VFL = Vanilla Federated Learning. Bold indicates 

best performance. 

Travel Time Reduction: CognitiveTwin-Edge achieves 23.7% average travel time reduction compared to baseline 

reactive traffic management (Static DT), substantially outperforming both Centralized DT (14.2%) and Vanilla FL 

(11.8%). This 9.5 percentage point improvement over the centralized baseline demonstrates that our proactive 

orchestration enabled by Mobility Intent Graphs and anticipatory cognitive twins provides greater benefits than the 

marginal prediction accuracy advantage of centralized approaches. The key driver of this improvement is the ability 

to anticipate congestion 15-30 minutes before it fully develops and proactively adjust signal timing and route 

guidance to prevent bottleneck formation rather than reacting after queues have formed. 

Breaking down by time of day reveals larger improvements during peak hours when proactive management provides 

greatest value. During morning rush hour (7-9 AM), CognitiveTwin-Edge reduces average travel time by 27.3% 

compared to 16.1% for Centralized DT. During midday periods with lighter traffic, improvements are more modest 

(18.4% vs. 12.7%) as congestion is less severe and reactive approaches perform adequately. This pattern confirms that 

anticipatory capabilities are most valuable during high-demand periods where small early interventions prevent 

cascade failures. 

Spatial analysis reveals that arterial corridors benefit most from orchestration, with travel time reductions of 31-38%, 

while local residential streets show smaller improvements (12-18%). This reflects that arterial corridors have greater 

capacity for optimization through signal coordination and route balancing, while residential streets are primarily 

capacity-constrained with limited alternatives. The framework identifies and focuses orchestration efforts on 

corridors with greatest optimization potential, a form of learned intelligent resource allocation. 
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Network Throughput Increase: Network throughput, measured as total vehicle-kilometers traveled per hour, 

increases by 19.3% under CognitiveTwin-Edge orchestration compared to reactive baseline. This metric captures 

capacity utilization efficiency - how effectively the road network accommodates travel demand given physical 

infrastructure constraints. The improvement results from better distribution of traffic across available capacity, 

reducing bottleneck utilization while increasing utilization of underused alternative routes. 

Mobility Intent Graphs enable this load balancing by identifying corridors predicted to approach capacity and 

proactively suggesting alternatives before demand concentrates. Traditional reactive systems only redirect traffic 

after bottlenecks form, at which point adjacent routes may also be approaching capacity. Our proactive approach 

distributes demand more evenly, maintaining higher average speeds across the network. 

The throughput improvement demonstrates that intelligent orchestration can extract more capacity from existing 

infrastructure without physical expansion. This has significant economic implications - a 19.3% capacity increase is 

equivalent to adding approximately 20% more road lanes at a fraction of the cost and time. For metropolitan areas 

facing space and budget constraints, intelligent orchestration provides a cost-effective alternative to traditional 

capacity expansion. 

Communication Overhead Reduction: CognitiveTwin-Edge reduces communication overhead by 73% 

compared to Centralized DT and 28% compared to Vanilla FL. This dramatic reduction stems from three 

mechanisms: hierarchical aggregation reducing uplink traffic, adaptive synchronization eliminating unnecessary 

updates during stable periods, and gradient compression techniques reducing individual update sizes. 

Quantitatively, Centralized DT transmits 847 GB over the 30-day evaluation period (continuous streaming of sensor 

data from 50 nodes), while CognitiveTwin-Edge transmits only 229 GB (model updates and MIGs). Vanilla FL 

achieves 45% reduction (466 GB) through federation, but our additional optimizations provide substantial further 

savings. This bandwidth reduction translates directly to cost savings for network operators and enables deployment 

in bandwidth-constrained environments. 

The adaptive synchronization mechanism contributes approximately 40% of the total communication reduction. 

During stable nighttime periods, update frequency drops to one round per 25-30 minutes compared to fixed 10-

minute intervals, a 60-70% reduction. During dynamic rush hour periods, updates increase to every 3-5 minutes, 

actually exceeding fixed-interval frequency. This dynamic adaptation concentrates communication where most 

valuable while eliminating waste during stable conditions. 

Energy Consumption Reduction: Total system energy consumption decreases by 18.4% under CognitiveTwin-

Edge compared to reactive baseline, aggregating across three components: vehicle fuel consumption, edge 

computational energy, and network transmission energy. Vehicle energy dominates (85% of total), so improvements 

in traffic flow have outsized impact on total energy. 

Improved traffic flow reduces vehicle energy through three mechanisms: reduced stopped delay (idling consumes 

fuel without progress), smoother acceleration profiles (avoiding hard acceleration/deceleration), and shorter travel 

distances (more efficient routing). CognitiveTwin-Edge reduces total vehicle-hours of delay by 24.8%, directly cutting 

idling fuel consumption. Signal coordination creates green waves that reduce stop-and-go cycles, improving fuel 

efficiency by 8-12% on coordinated corridors. 

Edge computational energy accounts for 12% of total system energy. Our framework's efficient TSAM architecture 

and adaptive model updating reduce computational load by 22% compared to continuous centralized processing. The 

hierarchical federation distributes computation across 50 edge nodes rather than concentrating at a central 

datacenter, enabling more efficient resource utilization and avoiding CPU throttling from thermal constraints. 

Network transmission energy represents 3% of total and decreases by 73% in parallel with bandwidth reduction. 

While small in absolute terms, this demonstrates that distributed architectures provide energy co-benefits alongside 

their primary advantages in privacy and latency. 

Privacy Guarantees: CognitiveTwin-Edge provides rigorous ε-differential privacy with ε=1.0, considered strong 

privacy protection. This formal guarantee ensures that the inclusion or exclusion of any individual's mobility data 
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changes output probabilities by at most e^ε ≈ 2.7x, providing robust protection against inference attacks. In contrast, 

Centralized DT provides no formal privacy guarantees as all raw data is centralized. Vanilla FL provides weaker 

privacy (ε=2.0) due to larger noise requirements from higher update frequency and lack of secure aggregation. Our 

combination of local differential privacy, secure aggregation, and hierarchical architecture achieves strong privacy 

with minimal accuracy loss, demonstrating that privacy and utility can be balanced effectively through thoughtful 

system design. 

D. SCALABILITY ANALYSIS 

We evaluate CognitiveTwin-Edge scalability by varying the number of edge nodes from 20 to 200, simulating 

deployment scales from small cities to large metropolitan areas. Three scalability dimensions are examined: 

computational efficiency, communication efficiency, and prediction accuracy maintenance. 

Computational overhead at edge nodes remains nearly constant as network size grows, varying from 43ms average 

inference latency with 20 nodes to 47ms with 200 nodes (9% increase). This demonstrates that local computational 

requirements scale independently of network size, enabling flexible deployment. In contrast, centralized approaches 

show latency increasing from 89ms to 437ms (390% increase) as the central server becomes overwhelmed with data 

from more nodes. 

Communication cost per node decreases as network size grows due to hierarchical aggregation efficiency. With 20 

nodes and 2 districts, each node transmits average 5.2 MB per update round. With 200 nodes and 20 districts, per-

node communication drops to 3.8 MB (27% reduction) as district-level aggregation amortizes overhead. Total 

network bandwidth grows sub-linearly: approximately O(N^0.7) rather than O(N) for flat federation, confirming 

scalability benefits. 

Prediction accuracy remains stable across network sizes, with 15-minute RMSE varying from 18.1 (20 nodes) to 18.9 

(200 nodes), a statistically insignificant 4.4% variation. This stability demonstrates that the hierarchical federation 

protocol effectively aggregates knowledge from larger numbers of nodes without introducing instability or 

degradation. Model convergence time increases modestly from 2.3 hours (20 nodes) to 3.7 hours (200 nodes), 

remaining acceptable for practical deployment where models are continuously updated rather than trained from 

scratch. 

These results provide strong evidence that CognitiveTwin-Edge can scale to large metropolitan deployments without 

fundamental architectural changes. The hierarchical design and adaptive mechanisms maintain efficiency and 

accuracy as system size grows, contrasting with centralized approaches that face severe scalability bottlenecks. 

DISCUSSION 

This section discusses broader implications of our work, including deployment considerations, limitations, and future 

research directions. 

E. PRACTICAL DEPLOYMENT CONSIDERATIONS 

Deploying CognitiveTwin-Edge in real urban environments requires addressing several practical challenges beyond 

the technical framework presented. Infrastructure requirements include installing edge computing nodes at strategic 

locations, establishing reliable network connectivity, and integrating with existing traffic management systems. 

Initial deployment costs are estimated at $50,000-80,000 per edge node including hardware, installation, and 

integration, with total city-wide deployment for a metropolitan area of 200 zones requiring $2.5-4 million capital 

investment. However, operational savings from improved traffic flow ($8-15 million annually in reduced congestion 

costs) provide 2-3 year payback periods, making deployment economically viable. 

F. LIMITATIONS AND FUTURE WORK 

Several limitations warrant acknowledgment. First, our evaluation relies on simulation rather than real-world 

deployment, though the simulator incorporates realistic mobility patterns and infrastructure constraints. Validation 

in actual urban environments remains essential future work. Second, the TSAM architecture requires careful 

hyperparameter tuning for different urban contexts - transfer learning approaches to enable rapid adaptation to new 
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cities constitute important future research. Third, integration with existing traffic management systems requires 

standardized interfaces and protocols that are not yet universally available, necessitating custom integration efforts. 

Future research directions include extending the framework to multimodal transportation scenarios encompassing 

public transit, cycling, pedestrian movement, and micromobility. Integration of vehicle-to-everything (V2X) 

communications could enable more granular coordination with connected vehicles. The cognitive capabilities could 

be enhanced through deep reinforcement learning to enable fully autonomous orchestration with minimal human 

oversight. Finally, investigating the framework's applicability to other smart city domains such as energy grids and 

emergency response presents exciting opportunities. 

CONCLUSION 

This paper presented CognitiveTwin-Edge, a comprehensive framework that advances urban mobility management 

through the synergistic integration of cognitive digital twins, hierarchical federated edge intelligence, and privacy-

preserving mobility representations. Our work addresses fundamental limitations of existing traffic management 

systems including reactive rather than anticipatory operation, centralized architectures that compromise privacy and 

scalability, and lack of autonomous cognitive capabilities for self-adaptation. 

The framework's key technical contributions include: (1) a cognitive digital twin architecture incorporating self-

configuration, self-healing, and anticipatory processing through the novel Temporal-Spatial Attention Mechanism that 

jointly models temporal evolution and spatial dependencies; (2) a hierarchical three-tier federated learning protocol 

with adaptive synchronization that addresses urban mobility's unique challenges of non-IID data, heterogeneous 

infrastructure, and variable connectivity; (3) Mobility Intent Graphs that capture aggregate movement intentions with 

differential privacy guarantees, enabling proactive orchestration without compromising individual privacy; and (4) an 

energy-aware orchestration layer that jointly optimizes traffic flow and computational resource allocation. 

Comprehensive experimental evaluation demonstrates substantial improvements across multiple dimensions: 23.7% 

reduction in average travel time during peak hours, 19.3% increase in network throughput, 73% reduction in 

communication overhead, and 18.4% decrease in total system energy consumption compared to existing approaches. 

These improvements are achieved while providing strong privacy guarantees (ε=1.0 differential privacy) and 

demonstrating robust scalability from 20 to 200 edge nodes. The results provide compelling evidence that distributed 

intelligent systems can simultaneously improve performance, efficiency, and privacy compared to traditional 

centralized approaches. 

Beyond specific technical contributions, this work represents a paradigm shift from reactive to anticipatory mobility 

management, from centralized to federated architectures, and from privacy-compromising to privacy-preserving 

systems. The cognitive capabilities introduced enable digital twins to operate autonomously rather than requiring 

constant human oversight, while the hierarchical federated protocol demonstrates that collaborative learning can match 

or exceed centralized performance without data sharing. 

As cities worldwide grapple with increasing mobility demands, environmental constraints, and citizen expectations for 

privacy and sustainability, frameworks like CognitiveTwin-Edge offer a path forward. The demonstrated benefits in 

travel time, throughput, energy efficiency, and privacy suggest that intelligent edge-based systems should be seriously 

considered as alternatives to traditional centralized traffic management. By enabling proactive orchestration with 

strong privacy guarantees, our framework helps cities balance the competing demands of efficiency, sustainability, and 

individual rights. 

Future work will focus on real-world validation, extension to multimodal transportation, and integration of emerging 

V2X communications. The cognitive digital twin concept and hierarchical federated architecture developed in this work 

have applicability beyond urban mobility to other smart city domains including energy management, emergency 

response, and public health. We hope this work inspires further research at the intersection of digital twins, federated 

learning, and cognitive systems to create more intelligent, efficient, and privacy-preserving urban infrastructure. 
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