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ARTICLE INFO ABSTRACT

Received: 29 Dec 2024 The development of internet-based applications has led to a more complex cyberspace,
a major challenge to the cybersecurity experts in the development of intelligent real-
time cybersecurity tools. In this paper, we propose a very effective intrusion detection
Accepted: 24 Feb 2025 model based on a hybrid GRU + BiLSTM on the BoT-IoT dataset. The suggested
method combines data preprocessing, feature selection through Chi-square method,
normalization, and data balancing through SMOTE to optimize model performance.
The combination of GRU and BiLSTM allows for a model that detects malicious actions
at extremely high rates by successfully capturing bidirectional and temporal patterns
in network data. Experimental findings show high performance, with 99.1% precision,
99.3% F1-score, and 99.7% ROC-AUC, which show the good capability of classification
and high robustness. The training and validation trends also indicate that the model
has good generalization with little overfitting. The proposed approach is more effective
than traditional and deep learning methods compared to the current models. In
general, the research establishes that hybrid deep learning models are well fit to detect
intrusion in IoT settings, and they offer effective and cost-effective security measures.
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I INTRODUCTION

The fast growth of internet-based services in business, government and personal sectors has positioned networks to
be an inseparable component of the contemporary world. Nevertheless, this wide usage has also made people more
susceptible to cyber threats. The use of network anomaly detection and log analyses has thus become a critical part of
cybersecurity because anomalous behaviors may cause serious effects like data breaches, outages, and system failures
[1]. The contemporary networks are vulnerable to various risks including DDoS attacks, malware, ransomware,
phishing, and data exfiltration [2][3]. IDS plays a vital role in detecting such malevolent activities [4]. Conventional
IDS systems, primarily signature and rule-based approaches, are limited in identifying unknown or zero-day threats,
frequently experience high FPR, and lack flexibility [5][6].

ML methods have been developed to improve intrusion detection based on data mining and automatic feature
extraction to address these challenges [7][8]. MLmodels can detect better than traditional methods but are still heavily
dependent on manual feature engineering and unable to handle high-dimensional, non-linear and dynamic network
traffic characteristics [9][10]. As a result, they do not perform well in complex and large-scale networks, highlighting
the need for more advanced and dynamic intrusion detection schemes. DL, a subfield of ML, has recently emerged as
a powerful technique for network intrusion detection. DL models can learn higher-level and hierarchical feature
representations from raw network data without human input, while they can also learn more complex and nonlinear
relationships [11][12]. Therefore, deep learning has become a leading solution in cybersecurity, including intrusion
detection, anomaly detection, adaptive threat mitigation, and has shown to outperform the traditional and
conventional methods of ML [13][14].
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A. Motivation and Contribution

The rapid growth and sophistication of cyber-attacks highlight the failure of the traditional intrusion detection
frameworks to keep up with the contemporary network environment. This leads to the adoption of more advanced
procedures like the DL to learn complex patterns automatically and improve the detection of the performance. In
addition, scalable, real-time and adaptive security solutions also require the study of intelligent intrusion detection
mechanisms. This study makes a number of important contributions as discussed below:

e Implements comprehensive data preprocessing techniques, including normalization, feature selection, and
SMOTE-based data balancing.

e Applies visualization techniques like bar plots and heatmaps to analyze data distribution and feature correlations.
e Proposes a hybrid DL model combining GRU and BiLSTM for improved intrusion detection in network traffic.

o Performed extensive study by evaluating the model's efficacy using several metrics, such as ROC-AUC, F1i-score,
recall, accuracy, and precision.

e Validates robustness and generalization through comprehensive experimental results on the BoT-IoT dataset
B. Justification and Novelty

The proposed approach is driven by the fact that highly precise and reliable intrusion detection in IoT environments
is required, and traditional models are unable to detect complex sequential patterns observed on network data. The
research uses the BoT-IoT dataset, which includes a diversity of large-scale information to analyze real-life assault
situations. The novelty of the work is that GRU and BiLSTM are integrated into one architecture, and the temporal
features with useful learning are combined with the bidirectional context-awareness. Furthermore, Chi-square-based
feature selection and SMOTE-based data balancing are introduced to increase the model performance and stability.
This combination results in improved detection power, reduced false alarms, and enhanced performance compared to
current ML and DL methods.

C. Organization of the Paper

The following is the paper's structure: The literature review is presented in Section II, the methodology is described in
Section III, the findings and comparisons are presented in Section IV, and the conclusions and future research are
addressed in Section V.

II. LITERATURE REVIEW

The production of this work is made easier by doing a thorough evaluation and analysis of important research works
on Network Traffic analysis as a technique for intrusion detection.

M et al. (2026) suggest a hybrid DL-based intrusion detection framework that combines an Autoencoder, Transformer
architecture, and Capsule Network (CapsNet) to overcome these drawbacks. Extensive experiments on widely used
datasets, such as NSL-KDD, CIC-IDS2017 and UNSW-NB15 demonstrate the proposed model's superior performance
against traditional and hybrid baselines, achieving more than 98% accuracy and generalization to new attack types
[15].

Gurram (2025) proposes a new artificial intelligence-based IDS with deep-learning based architecture and traffic
characterization. Several architectures were implemented and tested to process and evaluate the CICIDS2017 dataset
including CNN, RNN, LSTM autoencoder. The experimental results illustrated that the LSTM model had the best
overall performance of 97.4 % accuracy and 96.2 % recall and 95.8 and had best performance in terms of capturing
the historical traffic temporal element. CNN model was next best with 96.5 % of overall accuracy and 94.9 % recall and
is probably the lightest in terms of computational overhead in real-time IDS. Autoencoders were also found to be very
useful according to anomaly detection, with an accuracy rate of 94.1 percent, particularly useful when it comes to
detecting zero-day attacks [16].

Zhao et al. (2024) present DL-ProS2, a deep learning-based approach for binary protocol reversing, focusing on format
segmentation and semantic inference from network traffic. This method harnesses the extract protocol knowledge
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from publicly available protocol documents, such as RFCs, as the foundational rules for the simulation. Empirical
results substantiate the efficacy of approach, demonstrating precision rates exceeding 0.95 and recall rates surpassing
0.97 for partially unknown protocol format segmentation and semantic inference. It also retains effectiveness in the
inference of completely unknown protocols, with average prec and rec rates of 0.69 and 0.62 for format segmentation,
and 0.43 and 0.47 for semantic inference, respectively [17].

Mebawondu et al. (2024) integrate deep learning techniques to develop an intelligent Intrusion Detection model. The
integrated models provide an NIDS that outperforms individual strategies. The findings show that compared to
individual DL models, the ensemble model obtains a higher accuracy of 79% [18].

Daher (2023) investigates a healthcare dataset and constructs models that use Q-learning for deep reinforcement
learning and conventional ML to form various IDS. They ran large-scale simulations utilizing the built models,
comparing the outcomes using several performance measures with an accuracy level higher than 92% [19].

Abdullahi et al. (2022) proposed a DL model for CPS cyber threat detection that is based on LSTM. Additionally, real-
world datasets from the gas pipelines, which included 19 characteristics and seven attack types, were used to evaluate
the model. The experiment's findings demonstrate that, after validation, the suggested model attained an accuracy of
98.22%. Additionally, the report offers a suggestion for possible further research [20].

Table I provides an overview of recent research on network traffic analysis to detect intrusion, including the proposed
models, datasets, major findings, and the problems that are faced.

TABLEL SUMMARYSUMMARY OF RECENT STUDIES ON NETWORK TRAFFIC ANALYSIS USING MACHINE LEARNING
TECHNIQUES
Author Data Approaches Results Limitations & Future
Work
M et al. | NSL-KDD, CIC- | Adaptive attention- | Accuracy > 98% | Needs validation in real-
(2026) IDS2017, UNSW- | based fusion layer for | on NSL-KDD, | time and large-scale
NBi15 combining  feature | CIC-IDS2017, network environments
representations  in | UNSW-NB15
IDS
Gurram CICIDS2017 LSTM, CNN, and | LSTM: 97.4% | Trade-off between
(2025) dataset Autoencoders for IDS | accuracy, CNN: | computational cost and
96.5%, performance; real-time
Autoencoder: deployment challenges
94.1%
Zhao et al. | Network protocol | Protocol format | Precision > 0.95, | Needs improvement for
(2024) data (RFC-based) | segmentation and | Recall > 0.97 | completely unknown
semantic  inference | (known); lower for | protocol inference
using deep learning unknown
protocols
Mebawondu | Network Ensemble-based Accuracy: 79% Lower accuracy compared
et al. (2024) | intrusion data Network  Intrusion to advanced deep learning;
Detection System needs optimization
Daher Healthcare Hybrid IDS using ML | Accuracy > 92% Requires further testing on
(2023) cybersecurity and Q-learning diverse datasets and real-
dataset (reinforcement time systems
learning)
1424
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Abdullahi et | ICS gas pipeline | IDS using ICS gas | Accuracy: 98.22% | Future work suggested for
al. (2022) dataset pipeline dataset with broader datasets and attack
7 attack types scenarios

Research Gap: Although intrusion detection with machine learning and DL models has made substantial progress,
there are still gaps in research. Most of the available research has high accuracy and is not validated in real-time and
large-scale network settings which restricts their applicability. Also, high computational complexity, poor performance
on totally unseen attacks, or zero-day attacks, and dependence on particular datasets are also problematic, leading to
the need to create more generalized, efficient, and adaptive models. Thus, it is evident that there is a necessity for
strong hybrid solutions that can strike the right balance between accuracy, scalability and real-time deployment

II1. METHODOLOGY

The proposed methodology utilizes the BoT-IoT dataset to classify network intrusions through a structured pipeline.
Initially, the data is cleaned, normalized using Min—Max scaling, and balanced using SMOTE to handle class
imbalance, followed by feature selection using the Chi-square method. The processed data is then split into training,
validation, and testing sets and fed into a hybrid GRU + BiLSTM model to capture both temporal dependencies and
bidirectional patterns in network traffic. The last step in making sure the model is successful in intrusion detection is
to analyze its performance using measures like recall, accuracy, precision, Fiscore, and AUC-ROC. Figure. 1 illustrates
the proposed flowchart for network traffic analysis for intrusion detection using ML.

BoT-IoT dataset ‘ > Feature s_election using Accuracy
v Chissquace Model evaluation
+ precision
Data pre-processing
[ Min-Max Scaling ] || Implement GRU + BiLSTM —
7 model

e  Handling Missing

Values SMOTE fOI‘ Data T Trainin Fl-score
e Removing  Duplicate Balancing Data Splitting &

and Redundant Entries ROC-AUC

Testing

Fig. 1. Proposed flowchart for network traffic analysis for intrusion detection
The following section gives a detailed overview of each aspect of the proposed methodology:
A. Data Gathering and Analysis

The objective of this work is to classify network intrusions using the BoT-IoT dataset, which contains over 73 million
records with 46 features and multiple attack types such as DDoS, DoS, reconnaissance, and theft. Data visualization
techniques, including bar plots and heatmaps, are employed to analyze attack distribution and feature correlations:

Distribution of Labels
80 78.8%

21.2%

o 1
Label

Fig. 2. Distribution of Labels on BoT-IoT Dataset

A distribution of labels in the BoT-IoT dataset is shown in Figure 2. A clear imbalance between classes is observed.
Label o is about 78.8% of the samples and Label 1 is only 21.2%. This skewed distribution illustrates the dominance of
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benign traffic over malicious traffic, and underscores the importance of data balancing techniques to encourage fair
and effective training and evaluation of models.
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Fig.3. Correlation Heatmap of Features

Figure 3 shows the Correlation seat map, reflecting the trends of strong positive and negative relationships between
features of N-network traffic. It assists in determining feature dependencies and redundancy, and can therefore be
used in choosing the most pertinent variables to be used in intrusion detection models.

B. Data Pre-processing

The data preparation phase for the BoT-IoT dataset included data integration, cleaning, and feature engineering, such
as concatenation and cleansing. Preprocessing involved the treatment of missing values, removal of duplicate and
redundant data to maintain data quality. Lastly, normalization was used to promote consistency and better model
performance.

C. Feature selection using Chi-square

The feature selection procedure defines the most useful characteristics in order to improve model performance and
simplify it by removing unnecessary features. The significance of each characteristic may be determined by testing its
connection with the target variable using a chi-square test. Attributes having the higher Chi-square scores are chosen
which results in better accuracy and effective calculation.

Feature Importance

Attack_Label | 0.3%
Flow_Bytes/s [] 0.5%
Payload_Size [l 1.0%
TCP_Flags M 2.0%
W packet_Interval [ 4-0%
Packet_Length [N 6.0%
Dst_iP I 7.5%
Src_IP I © 0%
Flow_Duration [N 11.9%
Protocol I 1 .O%
Byte_Count I 10 -5%
Packet_Count I 21 5%

] 5 10 15 20
Importance (%)

Feature

Fig. 4. Plot Feature importance Score

Figure 4 indicates that the high-level traffic characteristics are the ones that have the most significant role in identifying
botnet activity, with data volume and the frequency of transmissions being the most powerful factors. More detailed
features, on the contrary, have the least contribution, demonstrating that global traffic patterns have a greater impact
on efficient intrusion detection.

D. Min—Max Scaling

The min-max scaling approach is used to normalize FeatureValues to a range of 0 to 1. This approach helps improve
classifier performance while reducing the influence of outliers. The normalization process is defined by the following
mathematical Equation (1):

X' = X~ Xmin (1)

Xmax—Xmin
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where X indicates the feature's initial value, X’ is the normalized value, X,,;, is the feature's lowest value, and X,,,,, is
the highest value of the same.

E. Data balancing using SMOTE

Class Imbalance is solved by using data balancing to redistribute samples in order to better the model performance.
The SMOTE algorithm generates artificial samples of the minority group by determining the nearest neighbors
depending on the Euclidean distance. They are constructed through interpolation and placed into the data set to have
a more equal distribution of classes. Label 0 and Label 1 are equally represented at 50% in the distribution of labels
following SMOTE balancing (Figure. 5). This balanced allocation gets rid of the skew in the original data, making the
training fairer as well as enhancing the performance of the detection across classes.

Distribution of Labels (After SMOTE)
50.0% 50.0%

Percentage (%)

Label

Fig. 5. Bar Graph for Data Distribution After Balancing
F. Data Splitting

To achieve accurate model generalization, the dataset is separated into 70% training and 30% testing sets.
G. Proposed GRU + BiLSTM Model

GRU + BiLSTM model is a hybrid DLmodel that incorporates the efficiency of GRU and contextual learning capability
of BILSTM. BiLSTM enhances the ability of the model to understand complex patterns of network traffic by operating
in both directions, and GRU requires fewer parameters to model temporal relationships. The hidden state update in
the GRU unit is given by Equation.(2)

hy=(1-2Z)Ohi_1 + ZtGEt (2)

GRU unit employs update and reset gates to regulate the information flow and keep significant characteristics over
time. This assists in mitigating the problem of vanishing gradient and improves sequence intrusion data learning. The
BiLSTM hidden state is computed as Equation.(3

he = hy @ he (3)

The model can understand the past and the future since the BiLSTM layer examines the sequence both forward and
backward and integrates forward and backward hidden states. This GRU + BiLSTM architecture enhances accuracy
and robustness in intrusion detection tasks by effectively modeling more complex temporal relationships. The model
is composed of GRU and BiLSTM layers each having 128 units to learn the temporal dependencies. The model was
trained using Adam optimizer and Learning Rate 0.001 and Binary Cross-entropy loss function. There was a pruning
done in the form of dropout with a ratio of 0.2. It used an optimal learning approach that is called mini-batch gradient
descent to train the model in the 30 epochs; the batch size being 32. The training process has validation to check the
performance and to ensure that the training gets the right convergence, thus high accuracy and high generalization.

H. Evaluation Metrics

The model's performance is evaluated using a variety of measures, including Fiscore, accuracy, precision, recall, and
the area under the ROCcurve. The confusion matrices produced by each of the classifiers offer a detailed analysis of
the prediction results. These matrices show the TP, TN, FP and FN distribution which can help to provide a better
understanding of the true and false positives and negatives. In sum, this assessment approach may be used to gauge
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the model's efficacy in distinguishing between malicious and benign traffic. The following matrix are Equation (4 to 7)
in below:

TP+TN

Accuracy = o )

.. TP
Precision = P (5)

TP

Recall = —— (6)

TP+FN

P isionXR i

Fl — score = 2 X recision eca (7)

Precision+Recall

Accuracy is a measure of overall performance; it reflects the model's ability to classify correctly. Precision assesses the
dependability of a good forecast and is used to reduce FP, which is critical in intrusion detection to prevent needless
false alarms that might interrupt system operations. Recall or TPR is an indicator of the model's ability to detect
intrusion; a strong recall value is required to avoid missed detection and ensure a reliable system with complete
detection capability. The harmonic mean of recall and precision is known as the Fi-score; it is used to measure the
model's overall performance, while showing its accuracy and comprehensiveness. ROCcurves are a representation of
the TPR and FPR of a classifier for different levels, and the AUC-ROC is the discrimination power of the model.

[V. RESULTS AND DISCUSSION

The experimental setup and performance of the suggested model are covered in this section, with special attention to
its assessment and computational effectiveness.

A. Experimental Setup

The experimental setup consists of an Intel Core i7 3.5 GHz, 16 GB of RAM, and an NVIDIA RTX 3060 12 GB VRAM
for the model training, and Python 3.10, TensorFlow 2.15 and Scikit-learn for its implementation and evaluation, is set
up on an Ubuntu 22.04 LTS system.

B. Result Demonstrations

The experimental results on the BoT-IoT dataset demonstrate that the proposed GRU+BiLSTM model achieved good
performance in intrusion detection via network traffic analysis (Table II). The model had an acc of 99.4% and an
Fiscore of 99.3, which demonstrated its capacity to both detect and control false alarms. Additionally, the model had
a high ROC-AUC of 99.7%, demonstrating its ability to distinguish between benign and harmful network activity.

TABLE II. RESULTS OF PROPOSED MODEL FOR INTRUSION DETECTION USING BOT-IOT DATASET

Matrix GRU+BiLSTM
Model

Accuracy 99.4

Precision 99.1

Recall 99.5

Fi1-score 99.3

ROC-AUC 99.7

Training vs Validation Accuracy
n:“” | Uaiaation Accaracy s
0.950 _/_ﬁ/
Z 0925 | /

o-0es 5 10 1s 20 25 30

Epochs

Fig. 6. Training and Validation Accuracy for the GRU+BiLSTM Model
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Figure. 6 demonstrates the training and validation accuracy over 30 epochs of training, where the two curves rise
steadily, indicating successful learning by the model. The Validation Accuracy is almost similar to the Training
Accuracy with a minor difference indicating that there is good generalization and low overfitting.

Training vs Validation Loss

—— Training Loss
— wvalidation Loss

Loss

20 25 30

15
Epochs

Fig. 7. Training vs Validation loss for the GRU+BiLSTM Model

Figure 7 depicts the training and validation loss after 30 epochs, with both curves performing downwards, indicating
that the model is learning and being improved effectively. There is a close relationship between the validation and
training losses with a slight variation indicating high generalization performance and low overfitting during the
training process.

Confusion Matrix

Normal -- 6
g

o 4-==
Normal Botnet
Predicted Label

True Label

Fig. 8. Confusion Matrix of Proposed the proposed Model

Figure. 8 shows the proposed model classification performance in distinguishing between Normal and Botnet traffic.
The matrix highlights that 9o Normal instances were correctly identified, while 6 were misclassified as Botnet. In the
same way, 100 Botnet cases were correctly identified with only 4 being falsely identified as Normal. The model's
strength and excellent balance are shown by the few misclassifications and the deeper shade, which indicates strong
detection capabilities.

Figure 9 displays the Recurve of the proposed model, which proves its high accuracy in the class differentiation. Curve
is classifying excellently, as it is closely following the top-left border; random guessing is seen in the diagonal line. The
model has an AUC of 0.997, which indicates close to perfect discrimination and the fact that the model is robust in
identifying cybersecurity threats with minimal false positives.

ROC Curve for GRU+BILSTM Model
1.0

True Positive Rate
\
\

- GRU+BILSTM (AUC = 997)

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

Fig.9. Plot ROC Curve for Propose Model
C. Comparative Analysis

Table III and BoT-IoTdataset include a comparative analysis of performance with existing models. The outcomes show
that SVM has an acc of 88.3% with high prec but less rec compared to BPNN which has an accuracy of 95.3% with
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more balanced measures. CNN model also increases classification to 96 and high F1-score of 94. FFNN and ANN have
moderate performance, whereas ViT and KNN models have superior results on the datasets. In comparison, the
proposed GRU + BiLSTM model on the BoT-IoTdataset works best because it is the most accurate and has superior
overall performance metrics.

TABLE III. COMPARITIVE ANALYSIS FOR INTRUSION DETECTION ON MULTIPLE DATASETS

Model Datase | Acc | Pre | Re | F1.
t . . C.
FFNN[21] UNSW- | 77.7 | 61.7 | 78. | 69.2
NBi15 9
ANN[22] 79.9 | 89 65 76
ViT[23] ToN-IoT | 88.3 | 86 | 75. | 75.7
7
KNN[24] 95.1 | 93.5 | 96. | 95.2
9
BPNN[25] | BoTNet- | 95.3 | 93.6 | 94. -
IoT-Lo1 2
CNNI[26] BoT-IoT | 96 94 93 | 94
SVM[27] 88.3 | 99.9 | 88. -
3
GRU+BILS 99.4 | 99.1 | 99. | 99.3
™ 5

The key advantages of the proposed GRU + BiLSTM model include high detection accuracy, good generalization, and
ability to detect complex temporal variations in IoT network traffic, which makes it applicable in real-time intrusion
detection. Ethical aspects however, need to be considered including data privacy, ensuring that the sensitive network
data is not abused and transparency of model decisions are maintained. Also, the reduction of bias during pre-
processing (e.g., SMOTE) and responsible and equitable implementation in different network environments should be
considered.

V. CONCLUSION AND FUTURE STUDY

ML-based IDS has become the focus of enhanced cybersecurity because they are able to detect and react to possible
threats in real time. This paper hypothesizes that hybrid GRU + BiLSTM model will be able to attain high accuracy
and reliability in detecting intrusions on the BoT-IoT dataset. The model effectively represents complex time- and
context-dependent trends to network data, leading to high scores on all evaluation measures, such as 99.4% accuracy
and 99.7% ROC-AUC. These results reveal its ability to differentiate between normal and malicious activity and have
a reasonable detection and false alarm balance. Moreover, the proposed model outperforms the current methods at all
times, which indicates the superiority of hybrid DL methods in cybersecurity tasks. In general, the results validate the
hypothesis that such architectures provide a powerful and effective IoT intrusion detection solution with high real-life
applicability.

The suggested GRU + BiLSTM model is quite accurate but has certain limitations. It is primarily evaluated at the BoT-
IoTdataset that might not be generalizable to other datasets such as UNSW-NB15. The hybrid model also has high
computational cost, making real-time deployment difficult. Additionally, SMOTE-based balancing may introduce bias.
Future research need to concentrate on real-time implementation, lightweight model design, and cross-dataset
validation.
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