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Confidential computing is an emerging field that focuses on ensuring the privacy and security of data 

during computation, addressing the increasing concerns with respect to data breaches and 

unauthorized access to sensitive information in cloud environments. The paper provides a 

comparative review of two prominent cloud platforms offering confidential computing solutions, 

namely, AWS Nitro Enclaves and Azure Confidential VMs with Intel SGX Enclaves. We analyse both 

platforms across multiple dimensions, such as their core components, attestation processes, 

communication mechanisms, and performance limitations. Additionally, we will evaluate practical 

factors such as regional availability, types of instances, and resource allocations. By analysing the 

unique features, advantages, and trade-offs of each platform, the paper aims to provide a clear 

understanding of why confidential computing is important in the context of increasing data privacy 

requirements and regulatory frameworks, such as GDPR and how these technologies enable secure 

and isolated execution of sensitive workloads on the cloud. 
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INTRODUCTION 

For many years, the primary focus in the data security industry has been on protecting data at rest and data in transit. 

These two areas were addressed using a variety of encryption and security technologies, but as data processing 

environments become more complex and distributed, a new challenge emerged: protecting data while it is actively 

being processed. Let’s first look at how traditional methods addressed the security of data at rest and in transit. 

Protecting Data at Rest 

Data at rest pertains to information that is held on physical storage devices, such as hard drives, databases, or cloud 

storage solutions. It is essential to secure this information because an attacker who gains physical access to the 

storage medium should not be able to read or exploit the data. To safeguard data at rest, encryption has traditionally 

been the favoured approach. Encryption guarantees that even if an unauthorized individual accesses the storage, the 

information remains inaccessible without the matching decryption keys. Below are some of the prevalent 

technologies employed to protect data at rest [1]: 

1) AES (Advanced Encryption Standard): This is a widely used encryption protocol designed to safeguard data 

within databases, file systems, and cloud platforms. AES guarantees data security by utilizing a robust 

cryptographic algorithm for encryption. 

2) Key Management Systems (KMS): These systems are responsible for overseeing the management and access 

control of encryption keys. KMS ensures that the keys are securely stored, rotated frequently, and only 

available to authorized users or systems, thereby minimizing the risk of key theft or unauthorized data 

decryption. 
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Protecting Data at Transit 

Data in transit refers to information that is being sent across a network, whether within a local network, through the 

internet, or between various cloud services. While data is being transmitted, it faces risks of interception and 

manipulation. Therefore, safeguarding data in transit is essential to prevent sensitive information from being 

disclosed to unauthorized individuals during transfer. To secure data in transit, encryption methodologies are 

utilized. These methods protect the data as it travels between systems, ensuring its confidentiality and integrity. 

Below are some of the common technologies utilized for safeguarding data during transit [2]: 

1) TLS (Transport Layer Security): A protocol commonly used to encrypt data transferred between web 

browsers and servers. TLS ensures secure communication over the Internet, preventing data from being 

intercepted and read by malicious actors. 

2) VPNs (Virtual Private Networks) and IPsec (Internet Protocol Security): These are used to secure private 

communications over public networks. They provide encryption and authentication, making sure that the 

data exchanged over the network remains confidential and unaltered. 

The Need for Protecting Data in Use 

As organizations continue to migrate their operations to the cloud, new security challenges are emerging, and Figure 

1 shows some of the high-level challenges in handling large amounts of data on the cloud. Most of these security 

challenges revolve around data-in-use, which refers to data that are actively processed by applications or services. 

With the increasing adoption of cloud computing, data is often handled on shared infrastructure that lies outside the 

organization's direct control. This increase in cloud traffic is thus increasing the concerns with respect to data leakage, 

unauthorized access, and the potential misuse of sensitive information during processing [3]. 

 

Figure 1. Challenges for Data Security on Cloud [4] 

 

Data Protection Regulation (GDPR) [5] have further emphasized the importance of protecting personal data 

throughout its lifecycle. GDPR and similar regulations require businesses to safeguard not only the storage and 

transmission of sensitive data but also the processing of this data. For example, under GDPR, businesses must ensure 

that data is processed securely and that personal data is not exposed to unauthorized parties during computation. 

This has led to the growing demand for solutions that can protect data during its processing — a need that traditional 

security models do not fully address. 

Confidential Computing: A Solution to Protect Data in Use 

In response to this need, confidential computing [6] has emerged as a critical technology. Confidential computing 

protects data during its processing by leveraging specialized hardware and trusted execution environments (TEEs) 

to create isolated environments for executing sensitive computations. Below are some of the major underlying 

principles that define how confidential computing can protect data in use [7]. 
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1) Isolation: Using TEEs, confidential computing ensures that data is isolated from all other processes, 

including the host OS, hypervisor, and the cloud provider. The only code that can access the data within the 

enclave is trusted and verified code running inside the enclave. 

2) End-to-End Encryption: Data remains encrypted throughout its lifecycle - while being stored, transmitted, 

and processed. The encryption keys are securely managed within the enclave, and data cannot be accessed 

or modified during computation. 

3) Attestation: Attestation mechanisms ensure that only verified and trusted code is running within the enclave. 

This adds a layer of assurance that the enclave has not been tampered with and is operating securely. 

Amazon Web Services (AWS) and Microsoft Azure, two of the major public cloud providers in the industry, now have 

support for confidential virtual machines as part of their infrastructure suite. While AWS has designed and developed 

their own mechanism through which they provide confidential VMs and enclaves support [8], Microsoft Azure 

confidential VMs are built on top of AMD SEV-SNP [9] and Intel SGX [10] technologies. In this paper, we will review 

key differences between AWS Nitro Enclaves and Intel SGX-based Azure Confidential VMs with respect to their 

architecture, attestation processes, and other key areas. 

CORE COMPONENTS 

AWS Nitro Enclaves 

AWS Nitro Enclaves are built on top of the AWS Nitro System, a hardware-accelerated virtualization platform. The 

Nitro Enclaves architecture is specifically designed to provide secure, isolated environments within EC2 instances. 

Below are the key components of AWS Nitro Enclaves. 

1) AWS Nitro Hypervisor: 

a) The Nitro Hypervisor is a lightweight, high-performance hypervisor that manages EC2 instances and the 

allocation of resources between instances. It is responsible for managing memory, CPU, and I/O 

resources. 

b) It also enables resource isolation between the parent EC2 instance and the Nitro Enclave, ensuring that 

the enclave’s resources are allocated securely and isolated from the instance. 

2) Nitro Security Chip: 

a) The Nitro Security Chip is a dedicated hardware module embedded in the physical server. It is a core part 

of the AWS Nitro System, responsible for providing secure boot processes and enforcing security policies. 

b) It ensures the root of trust by cryptographically verifying that the EC2 instance and any associated Nitro 

Enclaves are running the expected, untampered software. 

c) The Nitro Security Chip also handles attestation, ensuring that the Nitro Enclave is running trusted 

software and generating cryptographic proofs to external services. 

3) Enclave Controller: 

a) The Enclave Controller is a software component that runs inside the EC2 instance and manages the 

lifecycle of the enclave. It coordinates the creation, termination, and secure communication of enclaves 

within the parent EC2 instance. 

b) The Enclave Controller also helps with resource allocation and management, ensuring that the enclave 

runs with the appropriate amount of CPU and memory resources. 

4) Nitro Enclave: 

a) A Nitro Enclave is an isolated, secure environment that is created from a portion of the EC2 instance’s 

CPU and memory resources. It is designed to run sensitive workloads without exposing them to the 

parent instance, the host, or AWS administrators. 

b) The enclave has no network access, no persistent storage, and no root access, ensuring that data inside 

the enclave is secure from external threats and unauthorized access. 

c) The enclave communicates with the parent EC2 instance through a secure, encrypted channel for data 

exchange. This communication is strictly controlled and isolated to maintain confidentiality. 

Azure Intel-SGX Enclaves 

Azure Confidential Computing uses Intel SGX (Software Guard Extensions) to provide secure enclaves, allowing 

sensitive workloads to be processed securely without exposing the data to unauthorized access, even by Azure 
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administrators. The architecture of Azure Confidential Computing VMs integrates SGX technology to create these 

secure enclaves. Below are the key components of Intel SGX Enclaves: 

1) Intel SGX (Software Guard Extensions): 

a) SGX is a set of hardware-based security features integrated into Intel processors. It allows the creation 

of secure enclaves in memory that are isolated from the rest of the system, including the OS, hypervisor, 

and other applications. 

b) SGX enclaves provide memory encryption, ensuring that the data inside the enclave is protected while it 

is being processed. 

c) SGX also offers remote attestation, allowing the enclave to prove its identity and integrity to external 

parties before they exchange sensitive data. 

2) Azure Confidential VM: 

a) An Azure Confidential VM is a virtual machine running on Intel SGX-enabled hardware. The VM is 

configured to support the execution of SGX enclaves and provides a secure environment for workloads 

that require data protection during computation. 

b) The Azure hypervisor provides isolation between different VMs running on the same physical host, and 

the SGX hardware ensures that data within enclaves is protected. 

c) The Azure Confidential VM also runs SGX-enabled software that allows users to create and manage SGX 

enclaves within the VM for sensitive computations. 

3) Attestation Service: 

a) Azure uses remote attestation to verify the integrity of the SGX enclave. The enclave can attest to a trusted 

attestation service, such as Intel’s Attestation Service, to prove that the software running inside the 

enclave is legitimate and hasn’t been tampered with. 

b) This process involves generating an attestation report that includes the hash of the enclave image, the 

public key of the enclave, and other relevant data to validate the enclave's authenticity. 

4) SGX Enclave Runtime: 

a) The SGX Enclave Runtime is the software environment that manages the lifecycle of SGX enclaves. It 

provides essential functionality such as enclave creation, memory allocation, and managing 

communication between the enclave and the host. 

b) The runtime ensures that the enclave operates securely within its allocated memory and provides 

interfaces for developers to interact with the enclave for secure computations. 

5) SGX Enclave: 

a) An SGX Enclave is a secure region of memory where sensitive data is processed in isolation from the host 

OS and other applications. The enclave can execute trusted code in a protected environment without 

exposing its contents. 

b) The enclave’s memory is encrypted, preventing access by the host OS or other malicious processes. 

c) SGX provides fine-grained isolation, allowing sensitive operations to be run within the enclave while 

maintaining confidentiality and integrity. 

ATTESTATION PROCESS 

As mentioned in earlier sections, attestation is a key principle in confidential computing that guarantees the enclave 

operating within a trusted execution environment (TEE) is genuine and has not been altered. Moreover, the 

attestation document that is created and presented to key management systems (like AWS KMS and Azure Key Vault) 

serves as evidence that both encryption and decryption tasks are carried out solely by applications functioning within 

the enclave. If any application outside the TEE tries to decrypt sensitive information, the operation will not succeed, 

as the KMS checks the attestation document to verify the enclave's legitimacy before permitting access to the 

decryption keys. Now, let’s examine how the attestation process operates in AWS Nitro Enclaves and Azure VMs 

utilizing SGX enclaves. 

AWS Nitro Enclaves 

Below are the steps involved in the AWS Nitro Enclave Attestation procedure [11]: 

1) Attestation Request: Once a new enclave is created, it triggers an attestation document generation request, 

which invokes the AWS Nitro Hypervisor. 
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2) Generation of Attestation Document: Upon receiving the request, the nitro hypervisor generates a new 

document that contains all the information about the enclave, which includes the signing key, hash of the 

image, Platform configuration registers (PCRs), and the IAM role information attached to the EC2 instance. 

3) Attestation Document Validation: Further, the attestation document generated is signed using the 

COSE_Sign1 structure, and it’s verified using the AWS Nitro Attestation Public Key Infrastructure (PKI). 

4) Use of Nonce: To ensure that the attestation document is not reused, AWS Nitro Hypervisor utilizes an 

optional nonce while generating the document and prevents the system from replay attacks. 

5) Service Interaction: Any third-party service requesting the document establishes a TLS connection with the 

enclave, whose authenticity is verified by the enclave first using the public certificate of the service, and the 

enclave then sends the attestation document to the service. 

6) Attestation Validation by Service: The party service decodes and verifies the attestation document and the 

associated signature upon receival. The certificate chain is further validated to ensure that the document was 

correctly signed by the Nitro PKI. 

7) Final Verification: The service ensures that the Attestation Document has the correct structure and that 

required fields (such as module_id, digest, timestamp, and PCRs) are present and valid. 

Azure Intel-SGX Enclaves 

Below are the steps involved in an Azure VM with SGX Enclave Attestation procedure [12]: 

1) Attestation Request: Once an SGX enclave has been created, the guest VM generates an attestation quote 

which contains all the information about the state of an enclave. This quote is requested from the SGX 

hardware. 

2) Attestation Evidence Submission: Once the attestation quote is generated, it is then submitted to the 

Microsoft or Intel Attestation service for validation. The quote generated includes enclave’s signing certificate 

along with few SGX-specific values such as MRSIGNER, MRENCLAVE, SVN, etc. 

3) Quote Validation: The Attestation service verifies the SGX quote against the default Trusted Computing Base 

(TCB) or a custom TCB baseline if configured. This step ensures that the enclave’s software has not been 

tampered with. 

4) Generation of Attestation Token: Once the validation is successful, the Attestation service issues an 

attestation token, which acts as a certificate that confirms that the enclave is running on trusted hardware 

and has not been compromised. The attestation token is then signed and returned to the third-party service 

party that requested it. 

5) Secure Communication: The attestation token can be used by the third-party service to create a safe 

connection for further communication, such as retrieving encryption keys or accessing sensitive information. 

6) Policy Evaluation: Custom policies can be set up for additional control of access to sensitive information and 

the attestation token will be evaluated against these by the attestation service. 

7) Service-Side Validation (Optional): If required, the third-party service can also validate the attestation token 

(similar to mTLS) to ensure that the token has been generated by a valid attestation service, which is done 

using the signature exposed via an OpenID metadata endpoint. 

8) Final Verification: Once all the attestation and policy validation steps are complete, the third-party service 

can then finally trust the enclave and allow it to handle sensitive data or perform secure computations. 

COMMUNICATION WITH THE ENCLAVE 

Since applications running inside enclaves are isolated from network calls, and regular TCP and UDP 

communications are restricted to and from the enclave, it’s essential to ensure that the application can still listen for 

incoming communication and perform downstream operations, as it would in a typical scenario. Achieving this 

requires some code modifications within the application, along with additional configuration. In this section, we will 

review how to accomplish this in both the AWS and Azure world. 

AWS Nitro Enclaves 

Unlike Azure Confidential VM's using Intel SGX Enclaves, where a piece of the host memory is isolated and 

encrypted, AWS Nitro Enclaves offers both CPU and memory isolation features and these enclaves are treated as a 

separate entity within the EC2 instance. Thus, not only can the host access enclave memory, but even the enclaves 

cannot access anything outside its space directly and all the communication is driven through secure local channels. 



262  

 

J INFORM SYSTEMS ENG, 10(12s) 

 
Figure 2. AWS Nitro Enclaves – Communication Model [14] 

As seen in Figure 2, the core communication model of Nitro Enclaves is using secure local channels, called are 

Virtual Sockets (Vsocks) [13]. According to AWS [14], “Vsock is a type of socket interface that is defined by a context 

ID (CID) and port number. The context ID is parallel to an IP address in a TCP/IP connection. Vsock utilizes standard, 

well-defined POSIX Sockets APIs (e.g. connect, listen, accept) to communicate with an enclave. Applications can use 

these APIs to communicate natively over vsock, or they can send HTTP requests over vsock through a proxy.” 

 

Figure 3. AWS Nitro Enclaves – Code Changes in the Application 

To explain it further, let us take an example of a sample HTTPS server-based application running inside enclaves. To 

ensure that the application can listen for Vsock based requests, instead of using a typical https server and listener 

function, we need to replace the https listener with a Vsock listener. Figure 3 showcases how the sample code 

changes would look like. Once we have the application ready with all the necessary code changes, we need to build 

and dockerize the application and then nitro-cli tools to create an encrypted image file. Figure 4 shows the entire 

build pipeline. Once we have made the necessary code changes, dockerized the application, we create an encrypted 

image file (EIF), that can be assigned with certain amount of vCPUs and memory and we can start the enclave 

application. 

 

Figure 4. AWS Nitro Enclaves – Build Pipeline [14] 



263  

 

J INFORM SYSTEMS ENG, 10(12s) 

 

Figure 5. AWS Nitro Enclaves – Socat Proxy Configuration 

The application within the enclaves can now listen and serve the incoming vsock traffic, however, clients using this 

API will continue to make HTTPS based API calls and TCP traffic needs to be converted to vSock traffic first. To 

achieve this, a socat proxy service can be used, and Figure 5 shows how a sample configuration file would look like. 

Once we have the EIF file to run the application within the enclaves and the socat proxy configuration, we can use 

the list of steps specified in Figure 6 and Figure 7, to start the proxy service on the host and the application inside 

an enclave. As seen in the image, we will allocate a certain amount of vCPUs and memory for each enclave spun up 

and assign an enclave id to it, which will be referred to, by the proxy services on the host, so that it knows which 

enclave to communicate with, since each EC2 instance can run multiple enclaves at once. 

 
Figure 6. AWS Nitro Enclaves – List of Commands to Start the Enclave 
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Figure 7. AWS Nitro Enclaves – List of Commands to Start the Vsock Proxy 

Azure Intel-SGX Enclaves 

Microsoft Azure documentation provides multiple open-source libraries that can be used for developing applications 

utilizing enclave technologies, with one of them being, Open Enclave SDK, which is actively maintained by Microsoft 

Developer Community [15].  

 

Figure 8. Azure Intel-SGX Enclaves – Communication Model [15] 

 

Figure 9. Azure Intel-SGX Enclaves – EDL File for a Hello World Function [18] 
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Intel SGX enclave functionalities can be invoked using additional OS level functions, namely ECALL and OCALL, 

which are used for communications to the enclave and from the enclave respectively [16], and Figure 8 refers to the 

high-level communication flow when using these functions. Since the EPC (Enclave Page Cache) memory used by the 

enclave is encrypted and isolated, the host cannot access the EPC memory, but the enclave application can still access 

the host memory, and this is basically how data sharing and enclave invocations are done. Below are the high-level 

steps involved in communication between host and enclave using Open Enclave SDK, with a simple hello world 

example.  

 

Figure 10. Azure Intel-SGX Enclaves – Application Code Changes [18] 

When using the Open Enclave SDK, the interactions between host and enclave code are done using Enclave Definition 

Language (EDL) files. These EDL files define the enclave functions and allows the developer to specify the trusted 

and untrusted sections of the code. After defining the EDL file, let’s say for a Hello World function as shown in Figure 

9, the developer can use the tools provided by Open Enclave to generate the boundary C code as shown in Figure 

10. This code abstracts low-level interactions, making the developer's experience easier and more secure [17]. 

 

Figure 11. Azure Intel-SGX Enclaves – ECALL Behind the Scene [18] 

Once the generated code is ready, developers can implement the defined enclave functions in both the host and 

enclave sides. Writing a program on top of OE is very similar to writing a normal C program. The main function in 

the host program takes an argument that specifies the path to the signed enclave binary. It then creates the enclave, 

invokes the enclave function (like hello_world), and handles the execution flow. Behind the scenes, the SDK handles 

low-level details such as transferring data between the host and the enclave securely. Figure 11 and Figure 12 briefly 

explain how the actual communication works between the host and the enclave [18]. 
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Figure 12. Azure Intel-SGX Enclaves – OCALL Behind the Scene [18] 

LIMITATIONS & OTHER FACTORS 

Below are some additional comparisons between both technologies: 

1) Performance Limitations: Both systems introduce additional overhead due to the attestation process, 

which is used to maintain the integrity of the enclaves. In AWS Nitro Enclaves, the use of vsock-based secure 

channels adds complexity and latency [19], whereas in SGX Enclaves, the management of the encrypted page 

cache (EPC) results in increased latency [20]. 

2) Memory Limitations: AWS Nitro Enclaves support dynamic memory allocation [21]. The total memory 

for enclaves is carved out from the host EC2 instance's memory using an allocator service. In contrast, Azure 

SGX Enclaves have static EPC memory allocation. The DCsv2 series supports up to 168 MiB of EPC memory, 

while the DCsv3 series supports up to 256 GiB of EPC memory [22]. 

3) Regional Availability: As of March 2024, AWS Nitro Enclave EC2 instances are available in 25 out of 36 

global regions [23], whereas Azure SGX Enclave VMs are available in 6 regions out of 60 regions [24]. 

4) Instance Types: All AWS EC2 instances developed since 2018 are equipped with the AWS Nitro System 

and support Nitro Enclaves. However, bare metal instances, the T3 family, and any instance with only 1 CPU 

core are not compatible with Nitro Enclaves. For Microsoft Azure, the DCsv2 and DCsv3 series are the two 

VM families that currently support Intel SGX Enclaves [21] [24].  

CONCLUSION 

In this article, we have examined the growing need for confidential computing in today’s public cloud landscape, 

driven by the increasing importance of data privacy and security. Further, we conducted a comparative review of 

AWS Nitro Enclaves and Azure VMs with Intel SGX Enclaves across several critical aspects, including their 

architecture, attestation processes, communication mechanisms, performance and memory limitations, and 

additional factors such as regional availability and supported instance types. 

In conclusion, while both of these technologies offer secure, isolated environments for confidential computing, the 

underlying mechanisms are vastly different with respect to how they are enabled and how they operate. The choice 

between the two will largely depend on factors such as specific workload requirements, geographical constraints, and 

the need for remote attestation. Azure’s integration with OpenEnclave SDK and other open-source frameworks offers 

an advantage with respect to external support required from application code changes, while AWS’s dynamic memory 

and vCPU allocation provide flexibility for varying workloads. Both these cloud providers are continuing to evolve in 

the confidential computing space, addressing the increasing demand for secure and private data processing in the 

cloud. 
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