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Objectives: The article aims to highlight the main trends and features of implementing modern
approaches to information security management in organisations.

Methods: The research methodology is based on a descriptive-analytical design and a mixed
approach, combining theoretical aspects of information security management and analysis of
secondary data on the status and features of implementing modern approaches to information
security management in organisations.

Results: The results show that the growing number and complexity of cyber attacks on
organisations lead to significant operational, economic, and reputational risks and losses. As a
result, more and more companies are implementing approaches to information security
management, among which the most common are holistic and risk-based. Legislative changes in
the EU in personal data protection have also been one of the main drivers of information security.

Conclusions: The practical value of the work lies in the systematisation of existing trends and
peculiarities of implementing modern approaches to the information security management of
organisations.

Keywords: information, information law, communication, human rights, information security,
restriction of the right to disseminate information.

INTRODUCTION

The dynamic use of information technology and data in the management of organisations has created numerous
opportunities for business development. At the same time, new risks and threats arise in the field of information
security, and their complexity increases. In various organisations, information security risks concerning their
innovative development are highly relevant and important[1]. In this regard, the issues of information security (IS)
are considered not only in the technological context but also the researchers' attention is growing to the study of
theoretical and practical management principles in this area of organisations' activities [2].

Thus, organisations operate in an area where operational, economic, and reputational problems may arise. According
to Jerman-Blazi¢ and Bojanc [3], as IS risks increase, investments in security and data protection services increase,
and economic problems increase accordingly. Protecting enterprise resources requires significant investment in IS.
Investing in IS is also associated with introducing legislative changes in this area [4]. Economic problems and losses
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can also arise due to other reasons in organisational IS. For example, a credit bureau in America paid over USD 1
billion in fines to about 150 million consumers after a data breach in 2017. From 2004-2023, the US financial sector
suffered more than 20,000 cyberattacks, which resulted in $12 billion in losses [5].

According to information, in the last twelve months of 2024, 70% of UK businesses received fines for data breaches
over £100,000. Among UK companies, 79% were affected by information security incidents (deepfakes) caused by
third-party suppliers or their partners. Compared to 2023, the number of affected companies has increased by 20%
[6]. According to the U.S. Identity Theft Resource Centre, more than 1 billion victims of cyberattacks for data theft
were recorded in the first half of 2024, an increase of 490% compared to 2023 [7]. According to a survey conducted
by KPMG in May 2024, 40% of cybersecurity executives from 200 companies surveyed reported cyberattacks, and
76% expressed concern about the growing sophistication of new cyber threats. Threats include organised
cybercriminal groups, hackers, employees and contractors of organisations [8].

Therefore, several risks exist in the field of information security, such as data leakage, cyber attacks, and fraud using
information and communication tools and technologies. The relevance of researching modern approaches to
managing organisations' information security is growing in this regard.

The article aims to highlight the main trends and peculiarities of implementing modern approaches to information
security management in organisations.

LITERATURE REVIEW

Information security is defined as maintaining and preserving the integrity, availability, and confidentiality of
information by corporate strategies, goals, regulatory, business, and standard requirements of stakeholders [9].

The scientific literature identifies several approaches to information security management [10]. Eloff and von Solms
[11] study systematised the main approaches to IS management based on international standards. According to Lee
[12], cyber risk management based on different standards should be holistic, considering technical and human
aspects. Soomro et al. [2] argue for a holistic approach to information security management. Based on an empirical
study, it was found that the following components had a significant impact on the quality of IS management:
development and implementation of IS policy; raising staff awareness in the field of IS, training; development of an
effective information architecture of the enterprise; management of IT infrastructure of organisations; coordination
of business activities with IT, human resources management [2, 13, 14]. The holistic approach is also studied in the
publication by Eloff and Eloff [15], particularly the need to establish an IS management system with the following
components: policies, standards, codes of practice, guidelines, technologies, legal and ethical issues. Kaushik [16]
presents a comprehensive methodology for cybersecurity management based on holistic, reliable, adaptive
approaches, which, in particular, involve integrating machine learning and blockchain technologies. The paper
presents the results of implementing a holistic approach to cybersecurity management in Portuguese SMEs based on
the ISO-27001:2013 Standard. In general, the implementation of information security audit processes, their
continuous improvement, training, and certification of SME employees are also important within projects to reduce
risks and positively impact enterprises' operations [17].

Stewart and Jiirjens [1] describe an agile approach to IS governance that involves using flexible tools depending on
organisations' individual needs. Flexibility has a positive impact on IS governance but requires enterprises to
maintain dynamic compliance processes with this approach by introducing compliance standards, closing gaps, and
monitoring the integration of the approach [1].

Less commonly used in IS management are preventive approaches [18] and compulsory control over information
systems [19].

Fenz et al. [20] consider approaches to IS risk management, such as asset inventory, countermeasures, asset
valuation, risk forecasting, knowledge sharing, and weighing risks against losses. Jerman-Blazi¢ and Bojanc [3]
consider the approach based on IS risk modelling to minimise the risks of potential cyberattacks and losses of
organisations. This approach is based on identifying ICT system assets, threats, vulnerabilities, and procedures to
select the most optimal investments in the required security technologies. Meszaros and Buchalcevova [21] also
present an approach to security management based on threat and risk management. Such approaches are relevant in
the context of organisations' budgetary constraints, as they allow for the identification of asset risks and threats that
require the most investment in IS [4]. According to Alahmari and Duncan [22], the following components are



507 J INFORM SYSTEMS ENG, 10(125)

important in managing the cyber risks of SMEs: impact on threats, staff behaviour, awareness raising, and decision-
making. At the same time, as Ganin et al. [23] rightly point out, the approach based on risk management related to
information interests usually does not cover all components of organisational management.

In general, the advantages of a holistic approach to information security management include considering all
components and aspects of management, building a holistic management system that protects all assets, resources,
data, and personnel of the company, and raising its cybersecurity awareness. A flexible approach to management
allows organisations to adapt to their needs in the field of information interests protection and choose the most
appropriate tools to influence threats (Table 1).

Table 1: Advantages and disadvantages of different approaches to organisational IS management

Approach Advantages Disadvantages

Takes into account all components and aspects | Requires significant investment

of organisational IS management Requires organisations to develop an
Holistic Provides for the protection of both information | organisational culture of security

assets and personnel and data Requires constant review of legal aspects of

Provides opportunities to raise staff awareness | implementation

of security issues

Adapts to the needs of businesses Requires enterprises to support dynamic

Provides the ability to select the most necessary | processes to comply with this approach
Flexible management tools It may not take into account other practical

management tools that are less flexible but
more effective

Approaches to
risk management
in the field of

Focuses on the most vulnerable assets and
resources of organisations

Takes into account key security risks and
threats

Requires highly qualified specialists with
forecasting and risk modelling skills, while
there is a shortage of IS professionals in the
labour market

Effective for organisations with budgetary
constraints
Source: compiled by the author

security

Thus, despite the above approaches to information security management's apparent advantages, they also have
several disadvantages. Therefore, organisations must choose different approaches to managing this activity area,
depending on their needs.

METHODS

The study uses a descriptive-analytical design to highlight current trends and features of using approaches to
information security management in organisations. At the study's first stage, articles that covered the essence
of “approaches to information security management” were selected. As a result, the main advantages and
disadvantages of scholars' most discussed management approaches were systematised: holistic, flexible, and
risk-oriented. The second stage of the study examines the factors, trends, and peculiarities of approaches used
by information security management organisations. At this stage, secondary survey data was collected: 1) on the
cyber readiness of companies [24]; 2) the 2024 global survey of information security executives to identify the
most threatening cyber risks for companies [25] 3) a survey of company representatives on the state of
information security management; 4) a survey of 200 information security executives conducted in May 2024
on cyber threats [8]; 5) ISMS survey [26] on the state of implementation of ISO/IEC 27001. The mixed design
of the study allowed for a more comprehensive characterisation of the factors of using holistic and risk-based
approaches to information security management.

RESULTS AND DISCUSSION

Information security management in organisations is being transformed by several factors and driving forces in
the external environment. Firstly, legal requirements are changing due to new challenges, such as the need to
protect personal data, the growth of data collection, and unprecedented data flows between different countries
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[27]. We agree that “increased legal requirements and data leakage have further contributed to the need to
ensure data privacy” [9].

The legislative changes were aimed at addressing the fragmentation problems in the implementation of legal data
protection, legal uncertainty, and significant risks to protecting individuals' data in connection with their online
activity. As for organisations, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 sets out the obligations of controllers and processors of personal data to take security measures by the risks
associated with data processing. In some instances, controllers are required to report breaches of data protection
regulations [28].

The first pan-European cybersecurity rules are defined in the Directive on the Security of Network and
Information Systems, which, in particular, defines the obligations of risk management and reporting of existing
security incidents by digital service operators/providers [29]. Therefore, the latter must take technical and
organisational measures to prevent information security risks, ensure the security of the network and
information systems, and prevent and minimise damage to IT systems. First, digital service operators/providers
include enterprises that provide services critical to the country's social and economic activity. The Directive also
obliges EU member states to adopt national cybersecurity strategies and define methods of public-private
cooperation within them[30].

The Directive on the Security of Network and Information Systems in the EU provided for the EU Cybersecurity
Agency to certify companies' ICT products, services, and processes. The EU Cybersecurity Act established a pan-
European certification system that would give organisations the advantage of having their certified products, services,
and processes recognised within the EU. In April 2023, amendments to the EU Cybersecurity Act were adopted,
ensuring the creation of certification schemes for “managed security services” in incident response, testing, security
audits and consulting. The certification will help to improve the quality of security services provided to organisations
by these services [31].

Such legislative changes to the provisions of the EU Cybersecurity Act are justified. For example, financial companies
are increasingly using third-party IT service providers. As artificial intelligence technologies become more
widespread in the information security space, the use of such services will grow. The external providers are highly
specialised in cyber defence, significantly improving operational resilience and the level of protection against threats.
For example, in 2023, a ransomware attack on cloud IT service providers caused simultaneous disruptions in the
operations of 60 credit unions in the United States [5].

Secondly, the number and complexity of various types of information threats and cyber threats are growing. The
latest Hiscox Cyber Readiness Report [24] on company cyber readiness shows an increase in cyber attacks over 2020-
2024, with a 36% increase in attacks on small businesses. Average cybersecurity spending by companies increased
by 39% between 2020 and 2023.

According to the 2024 Global Chief Information Security Officer Survey, nearly 41% of respondents cited ransomware
attacks as one of their organisations' most critical cybersecurity threats. Another 38% of executives worldwide
consider malware a severe risk to their organisations' information security. The third threat level is email fraud (36%)
(Figure 1).

Thirdly, organisations face several challenges in the context of legislative changes and challenges in information
security. The most common problems of organisations in the field of information security include a shortage of
professional staff with relevant skills, growing risks of cyber threats, and outdated approaches and methods of
information security management. In addition, there are needs such as raising awareness and consciousness among
staff about the importance of information security. The latter requires implementing an information security policy
in organisations and compliance with its provisions to reduce risks and appropriate behaviour of employees [32].
Raising awareness among staff about information security can be achieved through knowledge sharing [33].

Therefore, companies are implementing modern approaches to information security management both at the
expense of their own forces and resources and using the services of highly specialised third-party organisations.
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Figure 1: The most significant cybersecurity threats in organisations around the world, according to chief
information security officers (CISOs) as of February 2024

Source: Statista [25]

Empirical studies based on the results of surveys of company representatives indicate that companies use a risk-
based approach to information security management in their practical activities. Thus, according to a survey of 200
information security executives conducted in May 2024, 76% of them claimed a high level of confidence in
understanding their organisations' risk areas and vulnerabilities [8]. This indicates that security executives have at
least identified the risks and vulnerabilities associated with information threats to their companies. At the same time,
86% of managers stated that the security operations centre (SOC) was ready to prevent future sophisticated attacks.
90% of executives claimed the security operations centre had complete control over risk areas and vulnerabilities.
According to the survey, the current annual budget of the security operations centre is, on average, $14.6 million, of
which 37% is allocated to threat prevention and detection [8].

According to Shameli-Sendi et al. [34], “One of the best ways to solve information security problems in the corporate
world is a risk-based approach”. According to Shamala et al. [35], most information security risk management
methods are based on similar processes, which include defining the assessment area, collecting information,
obtaining intermediate risk information, using the collected information to identify security risks, and presenting a
security profile of critical information assets.

The use of a holistic approach is also quite common. The ISO/IEC 27001 Standard “Information Security,
Cybersecurity and Protection of Privacy” promotes a holistic approach to information security management: checking
personnel, existing policies, and technologies. ISO/IEC 27001 enables organisations to establish an information
security management system and use a risk management process that can be adapted to the size of the company and
its needs [36].

Establishing an information security management system depends on an organisation's needs, objectives, security
requirements, organisational processes, size, and structure. Implementing ISO/IEC 27001 helps solve this strategic
task and implement a risk-based approach to cyber threat management.

Stoll [g] states that “more than 1.5 million organisations worldwide are implementing a standards-based
management system”. The highest implementation of ISO/TEC 27001 requirements is observed among organisations
in the information technology sector. This is because certification gives organisations several competitive advantages
[37].

In addition, the implementation of the Standard is linked to government policies in some countries. Therefore, the
Information Security Strategy of the Republic of Moldova for 2019-2024 envisages compliance with international
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standards by organisations, in particular ISO/TEC 27001, to secure data and resources and increase the confidence
of foreign investors in organisations in the country [38].

At the same time, according to Kamil et al. [39], the effectiveness of ISO/IEC 27001 in addressing information
security issues raises specific questions. This is because stakeholders implementing the requirements of the standard
must have a certain level of information security skills. As a result of the different skill levels, the legitimacy of
ISO/IEC 27001 performance in different companies in Sweden varies from high to low. According to Culot et al. [40],
the implementation of ISO/IEC 27001 leads to several problems in organisations, given the general principles set out
in the information security document, and the effectiveness of its implementation is limited to a few pieces of
evidence.

Today, the implementation of ISO/IEC 27001 is practically automated to the level of 82% (Figure 2). In particular,
the relevant automation programmes make it possible to ensure organisational control at the level of 79%, personnel
control at the level of 73%, physical control at the level of 87%, technological control at the level of 80%, and the
implementation of additional control measures at the level of 84%.

Requirements of ISO/IEC 27001 [l 32
Organisational control [N 10
Personnel control [N 73
Physical control [ a7
Technological control  [NNENENEGEGEGEGEEE 80
Additional control measures [ NGl a4
65 70 75 80 85 90

m Implementation progress, %.

Figure 2: Progress in the implementation of ISO/TEC 27001

Source: ISMS [26]

In addition to the Standard, organisations can use the cybersecurity framework developed by the National Institute
of Standards and Technology to implement an information security management plan and programme. This
framework includes the following continuous, sequential functions: 1) definition: development of an organisational
framework for managing cybersecurity risks for personnel, assets, systems, data; 2) protection: development and
integration of protection measures; 3) detection: development and implementation of measures to identify incidents;
4) response: development and implementation of incident response measures; 5) recovery: development and
implementation of measures to maintain the sustainability, ability to provide any services of the organisation [41].

Therefore, a generalisation of organisations' practices in information security management indicates that the growing
need to protect information interests arises, particularly in response to legislative requirements. Among the latter, it
is worth highlighting the requirements for technical and organisational measures to prevent information security
risks by digital service operators/providers, as well as certification of ICT products, services, and processes of
companies. Due to the growing number and complexity of information threats, measures to improve the cyber
readiness of companies are becoming increasingly important. This has become another factor in improving
information security management. Organisations are more likely to use a risk-based approach to management in this
area, which involves identifying risk areas and vulnerabilities. A holistic approach to management based on ISO/IEC
27001 is quite common in enterprises.
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CONCLUSION

The growing number and sophistication of cyberattacks on organisations leads to significant operational, economic,
and reputational risks and losses. As a result, more and more companies are implementing approaches to information
security management, the most common of which are holistic and risk-based. The first approach allows organisations
to establish a holistic information security management system. The second focuses on risk areas and vulnerabilities
of organisations and can be implemented as part of the holistic approach. In general, information security
management solves the problems of protecting against cyber threats and contributes to creating new competitive
advantages for organisations.

Legislative changes in the EU in personal data protection were also one of the main drivers for strengthening
information security. In particular, the legal changes defined the obligations of controllers and processors of personal
data to take security measures based on the risks associated with data processing. In addition, the legal provisions
established obligations for risk management and reporting of existing security incidents by digital service
operators/providers. Legal provisions have expanded institutional powers to certify companies' ICT products,
services, and processes. As a result, companies have gained competitive advantages in the form of legislative
recognition of the quality of their products.

The study is limited by the lack of comprehensive data on the state of implementation of approaches to information
security management at the level of individual organisations. This would make it possible to identify companies'
practical problems in managing cyber threats.
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