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ARTICLE INFO ABSTRACT

Received: 27 Nov 2024 The IoMT is nothing but a technology phase breakthrough in the healthcare industry that uses

wearables, and other low-level digital data collection devices for better patient care and

operational efficiency. Through this research, we seek to bring together the opportunities and

Accepted: 30 Jan 2025 security threats related to IoMT with a special focus on machine learning algorithms as a
predictive tool for health assessment. Empirical experiments were conducted to determine the
performance of four machine learning techniques (Random Forest, Support Vector Machine,
K-Nearest Neighbors, and Deep Learning Neural Network) using different set of data covering
medical sensor data and patient's health records. The prediction results show that the DNN-
based model had higher accuracy than other algorithms, its deep learning producing the right
outcomes of 0. 88, precision of 0. 89, recall of 0. With more than eighty-seventy five percent
recall rate and Fi-score of 0. 88. The comparison will enlighten the advantages and
shortcomings of various algorithms in using the IoMT data to predict the health outcomes,
showing the prospect of the DNN as one of the better algorithms in the space. Along with this,
this study brings to the foreground the significance of focusing on strong cybersecurity
measures to ensure that patients’ data remains protected and IoMT ecosystems are free from
flaws.
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INTRODUCTION

The Internet of Things (Internet of Things — IoT) threw life in HR at the department and across various industries
by joining things and allowing the massive sharing of data. The application of the IoT in the field of healthcare has
generated IoMT, a network system that integrates different medical devices, software and health systems through a
common network. IoMT, by far, opens doors for profound changes in healthcare sector provision, making space for
modernization of patient care, reduction of workload and delivery of cost-effective healthcare services. IoMT, at the
core, is about diverse medical devices and sensors that do nothing else but recording patients’ data in real time- this
can be anything from adherence with meds to vitals monitor information. Such devices, more frequently wearable
and some even implantable, allow healthcare professionals to follow-up up their patients in real-time with excellent
accuracy, and thus provide timely corrective actions and individualized therapies. The latter factor is of equal value
as the Internet of Medical Things serves as a tool for the straight forward data transfer between health professionals
dealing with one patient, therefore making the treatment efficient and contributing to the collaborative decision
making [1]. One of the most noticeable usages of the Internet of Medical Things (IoMT) is in telemedicine where
patients can be treated remotely on their mobile devices or through virtual care delivery which is especially helpful
for people living in underserved or remote areas [2]. Moving telemedicine processes online through IoMT
platforms anybody can have access to healthcare expertise regardless of geographical limitations. Thus, the use of
telemedicine in healthcare delivery promotes fairness and equal access to the care. Nevertheless, oMT may change
the future of people’s lives with predictive analytics and early disease detection considering the preventive
medicine. Using machine learning algorithm technologies and big data analytics, the decision-making system of
IoMT can learn and predict the health outcomes by analyzing the abundance of patient data, and therefore, it can
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intervene proactively before the progression of disease. On the one side of the coin, IoMT promises to extend
medicine’s reach to its limits; on the other hand, cybersecurity remains the largest oMT’s challenge. IoMT devices
not only are interconnected but also handle sensitive medical data (The very fact that IoMT devices are
interconnected and handle privacy-sensitive data at the same time gives rise to significant cybersecurity problems
such as data leakage, unauthorized access and malicious data manipulations) [3]. While these primary concerns
may deter some organizations from adopting this technology, until technology companies find effective solutions,
the safety and integrity of these systems will remain in question. The purpose of my research would be to explore
the chances subjected by IoMT in Medtech but to look closely at the security vulnerabilities at the same time. An
awareness system based on the most important benefits and risks from IoMT implementation may encourage
devising effective strategies to both lead and balance these advantages and to secure a stronger and more resilient
health system.

RELATED WORKS

The Internet of Medical Things (IoMT) in modern medicine is revolutionarily expected and received a lot of
attention due to its possibility of transforming the health care management. This section is about the literature
analysis of IoMT which includes the security problems, emerging advanced technology and the issues related to the
healthcare system integration.

Anandng et al. (2023) [15] have introduced the idea of quantum machine learning approach as leveraging for loMT
emergency optimization. The completeness of their work reminds the importance of dealing with cyber security
challenges to safeguard the authenticity and confidentiality of medical data passing through IoMT Class:
IncompleteArafa and al. (2023) [16] have narrated open-ended review of new digital materials in health care as one
of their underpinning issues that espouses cyber governance. They highlighted the need for thorough cyber-security
systems that protect against threats from the diffusion of digital technologies in healthcare. Aya and his colleagues
(Aya et. al [2023] to be more precise) [17] analyzed the dimensions in which AI approaches, blockchain, and
cybersecurity were applied in an Internet of Medical Things. Via their research, the team discovered what
challenges and the opportunities exist for the technologies of the IoMT that are going to be needed to guarantee the
security and efficiency of the IoMT system. Yaybo et al. 's (2023) study [18] tackled the challenges of adopting DNS
for Internet of Things (IoT) systems, especially for the Internet of Medical Things (IoMT). The conducted research
covers DNS-based security mechanisms for implementing security against cybercriminal attacks in IoMT-defined
environments. Bugio and colleagues [19] suggested developing of a brand-new ontology for cybersecurity especially
within IoMT telemedicine platforms. The findings suggest that ontology-oriented security methods, rather than
generic, are needed to create an appropriate cybersecurity plan for unique IoMT applications. The study of
hospitals Assillo et al. (2024) [20], integrated Internet of Things (IoT) in spa medicine while studying opportunities
and problems in health digital welfare. And although their study is mostly focused on consumers IoT applications,
it all the same emphasizes the cybersecurity frameworks need in order to prevent the health data risk in the spores
with IoMT enabled. As stated by Chidambar et al. in their review of 2023, the field of cybersecurity with regard to
Internet-of-Medical Vehicles (IoMV) got the state-of-the-art analysis in the article [no. 21].

Therefore, the result of their investigation are research gaps and future perspectives for the posture of cybersecurity
in intelligent driving systems, what indicates the importance of applying preventive risk management along the
way. Czekster and other researchers (2023) [22] studied the challenges and opportunities for dynamic risk
assessments in medical IoT.

However, not all these technologies were stable and predictable. Their study brings to the fore the class of dynamic
risk assessment frameworks in IoMT capable of taking the universe of cybersecurity threats and vulnerabilities into
account with development. The work by Dowdeswell et al. (2024) [23] investigates possible applications of IoMT in
healthcare in future environments that do not have any restrains in the data creation and dissemination and
discusses issues and open problems that accompanying new technology.[23] Indeed, their study reveals the need
for multi-level cybersecurity approaches that are able to handle privacy and security matters in the near future
healthcare systems. In contrast, the study Elgabry conducted in 2023 presented an experimental approach for the
cyber-biosecurity by design discourse, mainly concentrating on the design and development aspects of the IoMT
(Elgabry, 2023). The report strongly suggests the use of a reactive cybersecurity approach into the process of loMT
system development in order to effectively deal with the upcoming cybersecurity threats. Elhoseny and al. (2021)
[25] introduced the security and privacy challenges in the context of medical IoT (MIoT) applications as well as
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covering sensor networks and chronic disease management. Their papers bring forward the main issues to be
considered in the MIoT security context as well as state the directions for the future development of cybersecurity
in the MIoT, emphasizing the role of privacy-obedient technologies and robust data authentication techniques.

METHODS AND MATERIALS

Data: Due to this study, a broad range of items in the set, namely sensor data used by medical devices, patient
health records, and IoMT devices themselves, are sources of valuable data. The medical sensor data that will be
measured include vital signs including heart rate, blood pressure, and oxygen-derived constituent values from
wearable devices and non-invasive monitors [4]. The general patient health data includes the personal details,
medical history, and the type of treatment prescribed, while device specification refers to the different technologies
and communication methods used by the different medical devices.

Algorithms:

Random Forest (RF): Random Forest is an ensemble learning method that works by growing a number of
decision trees during training period and predicting the most frequent label among classes (classification) or the
mean (regression) of each tree. For these reasons, all the trees in Random Forest are trained on a random subset of
the training set and a small number of features which generally helps in maintaining a variety of trees in the Forest
[5]. And finally, this is the final prediction that is made by bringing together the predictions of all trees in the forest.

y” =mode(y1,y2 ,...,yn) (1)
Hyperparameter | Value
Number of trees 100
Max depth 10
Min samples split 2

“Initialize forest as an empty list of trees

For each tree in the forest:
Randomly select a subset of the training data
Randomly select a subset of features

Train a decision tree on the selected data and
features

Append the trained tree to the forest

Predict the mode of the classes for
classification”

Support Vector Machine (SVM): Support vector machine which is also a supervised learning algorithm can be
used for classification and regression tasks like line fitting. It does it by getting the hyperplane, which is the one that
separates the data points from different classes, the best. SVM with kernel function is used in handling non linearly
separable data because only after this data can be projected into a higher dimensional space then it will be linearly
separable [6].

f(x)=sign(Xi=1nai yiK(x,xi)+b) (2)
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Hyperparameter Value

Kernel type RBF

C (regularization
parameter) 1.0

Gamma (kernel
coefficient) 0.1

“Train SVM classifier:
Initialize a as an array of zeros
Repeat until convergence:
For each training example (x, y):
Compute the prediction error (g)
Update o using the error and learning rate
Compute the bias term (b)

Predict the class labels using the decision
Sfunction”

K-Nearest Neighbors (KNN): K-Nearest Neighbors is a practical as well as easy to understand the algorithm
that can be used for both classification and regression tasks. It will assign a data point to a class by taking the
majority vote of the proximity information of the k-nearest neighbors in the training sample [7]. The first step
which is to determine the distance metric, this is usually euclidean distance, is used to determine how close data
points are to each other.

“For each data point x in the test set:

Compute the distance between x and all data
points in the training set

Select the k nearest neighbors based on distance

Predict the class label based on the majority
class among the k neighbors”

Deep Learning Neural Network (DNN): Deep Neural Network is a great convolutional neural network model,
an Al algorithm that is similar to the structure and functioning of the human mind. It is composed of several groups
of interconnected nodes (neurons) which STEM (NB: not according to the sentence) hierarchical representation of
input data as well [8]. DNNs are especially effective in dealing with the processing of complex and high-
dimensional data as well that are consumed in a lot of fields - including healthcare.

“Initialize weights and biases for each layer
For each epoch:
Forward propagation:

Compute the output of each layer using the
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current weights and biases

Apply the activation function to the output
of each layer

Compuite the loss between the predicted and
actual outputs

Backward propagation:

Compute the gradient of the loss with
respect to the weights and biases

Update the weights and biases using
gradient descent”

EXPERIMENTS

The four machine learning models evaluated are Random Forest (RF), Support Vector Machine (SVM), K-Nearest
Neighbors (KNN), and Deep Learning Neural Network (DNN) which were employed to predict health outcomes
through IoMT data. The experimental dataset utilized consists of medical sensor data, patient health records, and
the to-be-used IoMT device specifications [9]. The data preprocessing was performed to deal with missing values
array, normalize features, and ultimately split the data into training and testing portions.
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Figure 1: Internet of Medical Things (IoMT) Market CAGR
Evaluation Metrics:
To assess the performance of the algorithms, the following evaluation metrics were utilized:

e Accuracy: The numbers of patients that are correctly recognized as being in critical or not critical
condition among all patients in the screening.

e Precision: The number of examined true positives division of all of these positive predictions [10].

e Recall: The fraction of those predictions that turned out to be truly positive events out of the totality of
all the positive instances that occurred.

e Fi-score: The combination of precision and recall in a harmonic mean (an indicator of performance), a
measure that expresses the proper balance.
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Figure 2: Healthcare Internet of Things (H-IoT)
Experimental Procedure:

e Training: Each algorithm was trained using the training set consisting of IoMT data and corresponding
health outcomes.

e Validation: Hyperparameters of each algorithm were tuned using cross-validation on a validation set.

e Testing: The performance of each algorithm was evaluated on the testing set using the aforementioned
evaluation metrics [11].

RESULTS
Comparison of Performance Metrics:
Algorithm Accuracy | Precision | Recall | F1-score
Random Forest 0.85 0.87 0.84 0.85
Support Vector Machine 0.82 0.85 0.80 0.82
K-Nearest Neighbors 0.78 0.80 0.76 0.78
Deep Learning NN 0.88 0.89 0.87 0.88

The four machine learning models evaluated are Random Forest (RF), Support Vector Machine (SVM), K-Nearest
Neighbors (KNN), and Deep Learning Neural Network (DNN) which were employed to predict health outcomes
through IoMT data. The experimental dataset utilized consists of medical sensor data, patient health records, and
the to-be-used IoMT device specifications [9]. The data preprocessing was performed to deal with missing values
array, normalize features, and ultimately split the data into training and testing portions.

Analysis of Results:

e Random Forest (RF): RF's algorithm was the best, reaching the maximum precision with an accuracy
of 0. 85. The efficiency and accuracy of the system has been shown to be really high, provided with high
precision, recall and F-1 score making it capable to predict health outcomes based on IoMT data.

e Support Vector Machine (SVM): As for SVM it seemed to have slightly lower performance peak than
that of RF, which was 0. 82. Concerning SVM, the superiors’ results whee, concerning precision and recall
were showed, but the F1-score was the lowest, which could be due to precision and recall trade-off [12].

e K-Nearest Neighbors (KNN): Like KNN, the applications realize medium-accuracy cleverness with an
evaluation of 0. 78. Besides, its precision, recall and Fi-score were also lower and there is an associated
lower degree of performance in health outcome prediction.

e Deep Learning Neural Network (DNN): Our experiments show that DNN provides the highest rate
among all the algorithms with accuracy of 0. 88. Furthermore, it had the topmost precision, recall, and
F1-score, were the provided the most accurate outcome prediction.
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Figure 3: Integration Challenges in the IoMT Sector
Comparison with Related Work:
Comparing the performance of the proposed algorithms with related work reveals several insights:

° Random Forest vs. Related Work: The effectiveness of RF in making health predictions based
on data from IoMT is equivalent to or greater than the one stated in the other research studies.
Unlike other traditional machine learning techniques, RF is a technique that handles high-
dimensional data and complex relationships between variables nonlinearly by which makes it a
strong machine learning method of analyzing IoMT complex datasets [13].

° Support Vector Machine vs. Related Work: The performance of SVM in the health outcome
prediction in accordance with former studies demonstrating the applicability of this algorithm on
it's capabilities to classify both linear and complicated classification tasks [14]. Nevertheless, the
fact that SVM is only slightly lower in accuracy than others may require more specific search for
alternative kernels and further enhancement and optimization in order to maximize the results.

° K-Nearest Neighbors vs. Related Work: KNN requires a single dimensional data encoding
which makes KNN only relevant for low dimensional datasets like related work. Differences which
are caused by different feature set of IoMT dataset or hyperparameter selection may be
explanations to this discrepancy.

—

~——3 Processing and Analysis

fhe iy
Doctor-Patient Lab tests and operaion Supervision and
Tests and prescription communication

Smart Internet of Medical Things (IoMT)
Figure 4: Towards reliable IoT communication and robust security

° Deep Learning Neural Network and Shallow Neural Network. Related Work: The fact
that DNN surpasses the original and other models in health outcome prediction is yet another
proof there is the wealth of literature saying the deep learning approaches are the most potent in
health care analytics [26]. Thanks to the outstanding ability to autonomously form the inner
hierarchical representations framework from raw data, we can confidently use DNN when it comes
to the IoMT datasets of a wide range of datasets.

DISCUSSION

Those experiments demonstrate the way DNN algorithm learns and the role given from the IoMT data in showing
the health outcomes. However, it is essential to consider several factors when interpreting the results:

° Data Quality: The performance of the algorithms is strongly tied to the quality and representativeness of
the IoMT dataset, whose accuracy and reliability are the main influencing factors. Increase in accuracy of
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the machine learning algorithms can take place if data collection, pre-processing and feature engineering
techniques are modified [27].

° Algorithm Selection: The type of ML algorithm you will choose must be selected based on the features of
your application's IoMT data and the aim you intend to accomplish [28]. Although deep neural networks
show better results, in this research random forests and support vector machine are likely to be more
appropriate for some applications or cases.

° Hyperparameter Tuning: Tune and adjusting the hyperparameters, vitalized for the characterization of
machine learning technology [29]. Yet another practice in changing hyperparameter settings can be a clue
for better performance and reliability.

° Interpretability: On the flipside, DNNs provide top-level predictive performance but their non-
transparent nature without interpretability which is key in healthcare decision-making [30]. That is
among the challenges for future research which consists of figuring out the improving ways of
representation of deep learning models in the healthcare apps.

CONCLUSION

Conclusively, this paper discussed the immersive viewport of IoMT paving way to opportunities while security
concerns and digital technologies are also evolving. At the end of this study that used an extensive study of already
established scientific literature and empirical experiments we gained a deeper understanding of the potential of
Internet of Medical Things (IoT) regarding improvement of healthcare delivery. The application of IoMT
technology in combination with systems enables the patient monitoring in remote, individual medicine, and
telemedicine that bucks up the quality of life of patients and advances medical operational efficiency. Unlike
conventional systems, IoMT gains considerable popularity, which, however, raises serious security challenges, such
as data privacy, cybersecurity threats, and regulatory compliance. This is due to variety of security problems that
are not easy to solve. Therefore, it necessitates a multi-faceted approach, including strong encryption algorithms,
authentication protocols and respective risk management strategies for IoMT applications. On the other hand,
quantum machine learning, blockchain, and AI more bulbously make the incorporation of digital technology in
IoMT possible. By embracing these technologies, healthcare systems can beef up their cybersecurity posture and
they will also have the power to take precautions on human error which threatens the privacy of the data and entry
into non-authorized limits of access. Besides, the research activity on ongoing solutions like ontology-based
cybersecurity environment management and dynamic risk scoring shows striking actions to fight cyber security
problems that arise in IoMT deployments.
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