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Complex nature of an ad-hoc network due to mobile nodes creates different types of problems 

for security in such networks. It is very difficult task to analyze such type of network for proper 

decision making to work safely in such type of environment. Therefore, in this study, simulation 

has been carried out using Ns-2.34 simulator and the obtained result has been analyzed with and 

without using fuzzy approach for correct analysis. The designed simulated tool/model shows 

analysis of security parameters to obtain safe fuzzy speed and safe mediator for proper decision 

making while designing and working with such type of networks.  
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INTRODUCTION 

To monitor the working as well as functionality of both wired as well as wireless networks, varieties of tools are 

available nowadays. Few of them are traffic monitoring tools, bandwidth monitoring tools, scanners, sniffers, 

analyzers, password crackers etc. These all tools are designed for a specific (working) purpose only.  

An ad-hoc network contains mobile nodes. Due to dynamic nature of such nodes, it is difficult to predict the working, 

state of such network easily. Therefore, huge complexity exists in an ad-hoc network due to dynamic nature of mobile 

nodes. So here research has been carried out by considering few important network security parameters. Along with 

it few network performance parameters are also analyzed. For simulation variety of simulators are available 

nowadays like Ns-2, Ns-3, OPNET etc. But Ns-2 is widely used simulator which works well for both wired as well as 

wireless networks. Here Ns-2 simulator has been used for simulation purpose.  

It is very difficult to simulate the scenario for an ad-hoc network due to its complex structure. Therefore before 

moving towards the actual design, simulation for such type of network, the designed tool/model is helpful to decide 

safe or secure speed as well as mediator to maximize throughput of such type of network. This designed tool/model 

is very simple, easy to handle and understand.  

ANALYSIS METHODOLOGY 

The analysis has been done by considering few important network security parameters like speed, packet drop attack 

analysis, energy consumption analysis, transmission time analysis with network performance parameters. 

The designed tool/model follows the following steps for an ad-hoc network analysis- 

1. Start

2. Decide and Choose the parameter of Analysis

3. Select the node count for design and analysis

4. Get design of the network using (Ns-2) simulator

5. Display Ns-2 data without fuzzy approach

6. Apply Fuzzy approach for data through FIS and again obtain Ns-2 data with fuzzy approach.

7. Get Safe Fuzzy Mediator as well as Safe Fuzzy Speed for the selected scenario.

8. Stop
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Developed Fuzzy Model For Network Security Parameter Analysis: 

The model is developed using MATLAB. Here the data used for analysis is obtained by using Network Simulator i.e. 

Ns-2. This developed tool provides analysis of Packet Drop Attack, Processing Time, Energy Consumption and 

Bandwidth Utilization as important network security parameters. 

i. Packet Drop Attack Analysis 

Packet drop is one of the passive attacks which may occur with more frequency in wireless networks like ad-hoc 

network. It is very harmful for such type of network. The designed model/tool shows analysis of Packet drop attack 

with and without fuzzy approach using MATLAB and Ns-2 Simulator. Fig.1 shows designed tool/model for security 

parameter analysis. 

 

Figure 1. Fuzzy Security Tool 

Following Fig.2 shows Ns-2 database of packet drop analysis for selected case without fuzzy approach. Here the user 

can choose any case for analysis. After that user can see its design along with the number of sources, mediators and 

destination count for. In right panel user can see the simulated analyzed data for different possibilities of mobility.  

 

Figure 2. Packet Drop Analysis without fuzzy approach 

In this analysis, speed and mobility are major factors under consideration. After clicking on Packet Drop Attack 

button, user gets the fuzzified output of Speed, Packet Drop and Safe mediator as shown in Fig. 3. Here throughput 

is considered as one of the network performance parameters. 
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Figure 3 Packet Drop Analysis with Fuzzy approach 

The flow of experiment is as shown in Figure 4 –  

 

        Speed                                PktDrp                               Fuzzy                                Fuzzy PktDrp 

                                                 Throput                              Speed                               Fuzzy Throput 

          

                                                 

                             Performance Non-Fuzzy)                                                       Performance(Fuzzy) 

Figure 4. Experiment Flow 

Following Table 1 shows the sample data analyzed by using Fuzzy Security Model or Tool for packet drop attack 

analysis. 

Table 1: Sample Data For Packet Drop Attack Analysis 

Total 

No. Of 

Nodes 

Mobility Speed 
Packt 

Drop 
Throughput 

Fuzzy 

Speed 

Fuzzy 

Packet 

Drop 

Fuzzy 

Throughput 

6 DMOVPD2 41 16 506.33 25 15 506.24 

11 SMMOVPD5 47 97 680.25 37 60 681.25 

14 SMMOVPD7 35 81 536.07 25 64 543.14 

25 DMOVPD12 47 211 591 37.3 173 623.9 

 

Figure 5 and 6 shows the graphical representation of sample data analyzed by using developed model with and 

without fuzzy approach for packet drop attack analysis. 

Ns-2 

Based 

Simulation 

MATLAB 

FIS 

Ns-2 

Based 

Simulation 
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Figure 5. Speed And PackDrop Analysis 

 

Figure 6. Speed And Throughput Analysis 

ii. Processing Time 

MANET’s dynamic topology effect on processing time of a packet which results as either more or less delay which 

effects on the performance of the network. Therefore, it is important to maintain it properly. Here the analysis of 

processing time or transmission time required for a packet has been analyzed by using the same method as above. 

Here end to end delay is considered as one of the network performance parameters. 

Fig. 7 and 8 shows sample output for processing time with and without fuzzy approach. 

 

Figure.7 Processing Time Database without fuzzy approach 
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Figure.8 Processing Time Database with fuzzy approach 

Similarly following Table 2 shows the sample data analyzed with and without fuzzy approach for processing time 

analysis. 

Table 2: Sample Data For Processing Time Analysis 

Total 

No. Of 

Nodes 

Mobility Speed Proc. 

Time 

End to 

End 

Delay 

Fuzzy 

Speed 

Fuzzy 

Proc 

Time 

Fuzzy End 

to End 

Delay 

11 SMMOVPCTM6 80 0.0721 232.86 55 0.03729 225.06 

11 DMOVPCTM4 50 0.0271 230.93 32.68 0.0016 225.06 

14 SMOVPCTM5 70 0.036 160.77 55 0.02375 160.71 

25 SMOVPCTM10 50 0.4636 242.3 32.71 0.10363 240.13 

 

iii. Energy Consumption Attack 

Mobile nodes have limited resources like energy, bandwidth as they are battery powered nodes. Therefore, it leads to 

different types of vulnerabilities. An active attack may spend energy showing misbehavior in the network.  Whereas 

to save energy showing lack of cooperation causes selfish attack. Therefore, maintaining proper energy to keep safe 

networking environment is one of the difficult tasks while working with such types of networks. Here Packet Delivery 

Ratio is considered as one of the network performance parameters. 

Following Fig. 9 and 10 shows sample output for energy consumption attack analysis. 

 
Figure 9 Energy Consumption Database without fuzzy 
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Figure 10 Energy Consumption Database with fuzzy approach 

Table 3 shows sample data obtained For Energy Consumption Attack Analysis with and without fuzzy approach. 

Table 3: Sample Data For Energy Consumption Attack Analysis 

Total 

No. Of 

Nodes 

Mobility Speed Energy Packet 

Delivery 

Ratio 

Fuzzy 

Speed 

Fuzzy 

energy 

Fuzzy 

Packet 

Delivery 

Ratio 

11 MMOVENR6 90 0.9409 97.5979 55 0.9365 98.256 

14 DMOVENR6 80 1.0332 98.969 55 1.0248 99.068 

        

 

Similarly, Bandwidth Utilization parameter is analyzed. Here the simulator used for Analysis is Ns-2 (Network 

Simulator All-in-one 2.34). Variation in number of nodes as well as different possibilities of mobility are considered. 

Following fig. 11 shows sample scenario using Network Simulator (Ns-2).   

/  

Figure 11. Ns-2 simulation Sample scenario 

CONCLUSION 

Fuzzy based Security model or tool designed for Ad-Hoc network is useful for security of network like ad-hoc network. 

The Developed model works as one of the decision-making systems for the network user. This Tool provides fuzzy 

based safe or good mediator as well as safe fuzzy speed for maintaining the security of the system.  
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The developed tool helps for a normal user to design its own network scenario for mobile ad-hoc network by following 

security principle. It helps the user during initial phase of actual network design and implementation.  
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