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Modern cryptography is a field of study and practice that involves creating secure 

communication and data protection systems. Its primary goal is to ensure authenticity, 

integrity, and confidentiality of information in the presence of adversaries or potential 

attackers. Digital signatures are a crucial component of modern cryptography, providing 

validation, data privacy protection in digital communication. These are used to verify the 

authenticity of a digital message or document and ensure that no changes have been made to it 

since the signature was applied. . We can explore new methods for safeguarding digital signals 

using the Golden Matrix. The golden matrix, constructed using mathematical principles of the 

golden ratio, exhibits self-similarity and deterministic complexity, making it a robust 

foundation for encryption. Recurrence relations, such as those found in Fibonacci sequences, 

add an additional layer of security by introducing dynamic and pseudo-random 

transformations. We want to compare the time complexity in FP transform and Vigenere 

Cipher. Time complexity of the proposed algorithms is better than Vigenere Cipher also 

proposed algorithms have multilevel security so it’s more secure and authenticate for networks. 

Furthermore, the method's efficiency makes it suitable for real-time digital signal encryption, 

such as video streaming, audio communication, and data transfer. Experimental results 

demonstrate the robustness, scalability, and computational efficiency of this technique, proving 

its viability for securing digital communication in modern networks. 

Keywords: FP Transform, Time complexity, Vigenere Cipher, Recurrence, Encryption etc. 

 
1. Introduction 

 Recurrence relations are mathematical equations that define a sequence based on its previous terms. Golden 

matrices could refer to matrices related to the golden ratio or other mathematical concepts [12]. While these 

mathematical concepts might find applications in various fields, including signal processing, their specific use in 

cryptography would depend on the development of new algorithms or protocols. Modern cryptography is a field of 

study and practice that involves creating secure communication and data protection systems. Its primary goal is to 

ensure authenticity, integrity, and confidentiality of information in the presence of adversaries or potential 

attackers. Digital signatures are a crucial component of modern cryptography, providing validation, data privacy 

protection in digital communication. These are used to verify the authenticity of a digital message or document and 

ensure that no changes have been made to it since the signature was applied [5]. They are used to verify the 

authenticity of a digital message or document and ensure that it has not been altered since the signature was 

applied. We can explore new methods for safeguarding digital signals using the Golden Matrix. In today’s world, 

cryptography plays a crucial role; encryption and decryption depend on a piece of confidential information, 

typically referred to as a key. [1]. 
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1.1.  Fibonacci number 

Fibonacci numbers are the numbers of the following integer sequence, called the Fibonacci sequence. The 

recurrence satisfied by the Fibonacci numbers is the arc type of a homogeneous linear recurrence relation with 

constant coefficients [1]. Defined as the recurrence relation are: 

𝐅𝐧+𝟏 =  𝐅𝐧 + 𝐅𝐧−𝟏. 

With the primary conditions: 𝐹1 = 1 𝑎𝑛𝑑 𝐹2 = 1. 

These integer numbers are called the Fibonacci sequence 1, 1, 2, 3, 5, 8…….. 

𝐹𝑛 =  (
F𝑛+1 F𝑛

F𝑛 F𝑛−1
)…………….…………..….…… (1) 

𝐹1 =        (
1 1
1 0

)………………………...…………… (2) 

1.2.  Pell Number 

The primary Pell numbers are 𝑃1 = 1, 𝑃2 = 2 and other terms of the sequence are obtained by means of the 

recurrence relation 𝐏𝐧+𝟏 = 𝟐𝐏𝐧 + 𝐏𝐧−𝟏, 𝐧 ≥ 𝟐 

The recurrence relation of Pell Numbers is shown as: 

 𝑃𝑛 = {

0                                      𝑖𝑓 𝑛 = 0
1                                      𝑖𝑓 𝑛 = 1

𝐏𝐧+𝟏 = 𝟐𝐏𝐧 + 𝐏𝐧−𝟏     𝑖𝑓 𝑛 ≥ 2
 ……………………….. (3) 

1.3. Fibonacci - Pell Transform 

The mapping FB: T2 → T2 is Fibonacci - Pell (FP) Transformation. It can be defined as 

(
𝒙,

𝒚,) =  (
𝐅𝒊 𝐅𝒊+𝟏

𝐏𝒊 𝐏𝒊+𝟏
) (

𝒙
𝒚) (𝒎𝒐𝒅𝑵) .  

Where 𝑥, 𝑦 𝜖 { 0,1,2, … . 𝑁 − 1} in this transformation where 

𝐹𝑖 𝑖𝑠 𝑡ℎ𝑒 𝑖𝑡ℎ𝑡𝑒𝑟𝑚 𝑜𝑓  𝑓𝑖𝑏𝑜𝑛𝑎𝑐𝑐𝑖 𝑠𝑒𝑟𝑖𝑒𝑠 𝑎𝑛𝑑 𝑃𝑖  𝑖𝑠 𝑡ℎ𝑒 𝑖𝑡ℎ𝑃𝑒𝑙𝑙 𝑠𝑒𝑟𝑖𝑒𝑠  

Denoting (
𝐅𝒊 𝐅𝒊+𝟏

𝐏𝒊 𝐏𝒊+𝟏
).These transformations continue in this way. 

 

1.4.Affine transformation:  

For enciphering we can use affine transformation 𝐶 = 𝑎𝑃 + 𝑏(𝑚𝑜𝑑)𝑁 where the pair (a, b) in the encrypting key 

and gcd (a, N) = 1.We can be used for deciphering 𝑃 =  𝑎−1(𝑦 − 𝑏)𝑚𝑜𝑑26 

2. Proposed work  

2.1. Encryption algorithms: 

Step 1: Let the plain text p be a square matrix of order, 𝒏 > 0 . Let 𝑨𝒊 be the choice of  𝒊𝒕𝒉 permutation. Then Alice 

creates: 

𝑃𝑙𝑎𝑖𝑛 𝑡𝑒𝑥𝑡: 𝑝 =  𝑝1, 𝑝2, … … . . 𝑝𝑛. 

Step 2: A Computes 𝐶 = 𝑝 × (𝐹𝑃) and get first ciphertext. 

Step 3: Then Alice performs encryption with C to affine transformation is 

 𝐸(𝑥) = (𝑎𝑥 + 𝑏)𝑚𝑜𝑑26, GCD (a, N) = 1 and a and b are secret key. 

Step 4: Alice sends super encrypted massage to Bob. 

2.2.  Decryption algorithms 

Step 1: Super encrypted can be obtained by Massage Bob 

Step 2: Bob decrypts using super encrypted massage by  𝐸−1(𝑦) =  𝑎−1(𝑦 − 𝑏)𝑚𝑜𝑑26 = (𝑝1)   
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Step 3: Bob compute𝐴 = 𝑝1 × (𝐹𝑃)−1. To get the original massage 

A B C D E F G H I J K L M 

0 1 2 3 4 5 6 7 8 9 10 11 12 

N O P Q R S T U V W X Y Z 

13 14 15 16 17 18 19 20 21 22 23 24 25 

 

Example- 

Case -1: For𝑖 = 1, Put them in Fibonacci - Pell (𝐹𝑃) =  (
F1 F2

P1 P2
) = (

1 1
1 2

)………….… (4) 

A. Encryption algorithms: 

 

Step 1: Let the plane text  

𝑝 =  (
𝐸 𝑆
𝐻 𝑈

) = (
4 18
7 20

)……………………… (5)  

Step 2: Then we find the value 

 𝐶 = 𝑝 × (𝐹𝑃)                       ……………….….. (6) 

 

𝐶 = (
4 18
7 20

) (
1 1
1 2

) =  (
22 40
27 47

)         …….... (7) 

Step 3: Now we can be used affine transformation 𝐸(𝑥) = (𝑎𝑥 + 𝑏)𝑚𝑜𝑑26 for  𝑎 = 5 , 𝑏 = 25 

𝑥 22 40 27 47 

𝑥𝑚𝑜𝑑 26 22 14 1 21 

5𝑥 +  25 135 95 30 130 

(5x + 25)mod 26 5 17 4 0 

Massage F R E A 

Table 1- find first Encrypted massage in first phase by proposed algorithms 

 

 

Figure -1:- Encrypted data case 1 
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Step 4: FREA is Encrypted message. 

B. Decryption algorithms: 

Step 1: First Decrypted message is FREA  

Step 2: Compute the inverse affine transform 𝐸−1(𝑦) =  𝑎−1(𝑦 − 𝑏)𝑚𝑜𝑑26  

Massage F R E A 

𝑦 5 17 4 0 

𝑦 − 25 -20 -8 -21 -25 

21(𝑦 − 25) -420 -168 -441 -525 

(y − 25)mod26 22 14 1 21 

First decrypted text W O B V 

 Table 2- find first decrypted massage in first phase by proposed algorithms 

 

 

Figure -2:- Decrypted data case 1 

 

THEN 𝑝1 =  (
𝑊 𝑂
𝐵 𝑉

) = (
22 14
1 21

)    …………. (8 

Step 3: Bob compute 𝑝 = 𝑝1 × (𝐹𝑃)−1    𝑛𝑜𝑤 

 (
22 14
1 21

) × (
2 −1

−1 1
) =  (

30 −8
−19 20

)…......... (9) 

 

Value  30 -8 -19 20 

𝑚𝑜𝑑26 4 18 7 20 

Second Decrypted 

Text 

E S H U 

Table 3- find final massage in first phase by proposed algorithms 
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𝑝 =   (
4 18
7 20

) = (
𝐸 𝑆
𝐻 𝑈

)      ….…………….. (10) 

This is a message exchanged between Alice and Bob. 

Case -2: For𝑖 = 2, Put them in Fibonacci - Pell (𝐹𝑃) =  (
F2 F3

P2 P3
) = (

1 2
2 5

)………….… (11) 

A. Encryption algorithms: 

Step 1: Let the plane text  

 

𝑝 =  (
𝐸 𝑆
𝐻 𝑈

) = (
4 18
7 20

)……………………… (12)  

Step 2: Then we find the value 

 𝐶 = 𝑝 × (𝐹𝑃)                       ……………….….. (13) 

 

𝐶 = (
4 18
7 20

) (
1 2
2 5

) =  (
40 98
47 114

)         …….. (14) 

Step 3: Now we can be used affine transformation 𝐸(𝑥) = (𝑎𝑥 + 𝑏)𝑚𝑜𝑑26 for  𝑎 = 5 , 𝑏 = 25 

𝑥 40 98 47 114 

𝑥𝑚𝑜𝑑 26 14 20 21 10 

5𝑥 +  25 95 125 130 75 

(5x + 25)mod 26 17 21 0 23 

Massage R V A X 

Table 4- find first Encrypted massage in second phase by proposed algorithms 

 

 

Figure -3:- Encrypted data case 2 

Step 4: RVAX is Encrypted message. 

B. Decryption algorithms 

Step 1: First Decrypted message is FREA. 

Step 2: Compute the inverse affine transform 𝐸−1(𝑦) =  𝑎−1(𝑦 − 𝑏)𝑚𝑜𝑑26  
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Massage R V A X 

𝑦 17 21 0 23 

𝑦 − 25 -8 -4 -25 -2 

21(𝑦 − 25) -168 -84 -525 -42 

(y − 25)mod26 14 20 21 10 

First decrypted text O U V K 

Table 5- find first decrypted massage in second phase by proposed algorithms 

 

 

Figure -4:- Decrypted data case 2 

 

THEN 𝑝1 =  (
𝑂 𝑈
𝑉 𝐾

) = (
14 20
21 10

)    …………. (15) 

 

Step 3: Bob compute 𝑝 = 𝑝1 × (𝐹𝑃)−1    𝑛𝑜𝑤 

 (
14 20
21 10

) × (
5 −2

−2 1
) =  (

30 −8
85 −32

)…......... (16) 

 

Value  30 -8 85 -32 

𝑚𝑜𝑑26 4 18 7 20 

Second Decrypted Text E S H U 

Table 6- find final massage in second phase by proposed algorithms 

𝑃 =   (
4 18
7 20

) = (
𝐸 𝑆
𝐻 𝑈

)      ….…………….. (17) 

This is a message exchanged between Alice and Bob. 

3. Vigenere Cipher 

The Vigenere cipher encrypts alphabetic text through a basic poly alphabetic substitution. A poly alphabetic cipher 

employs multiple substitution alphabets, making it more resistant to frequency analysis compared to a mono 

alphabetic cipher, where each letter is replaced by a consistent counterpart. Here's how the Vigenere cipher works: 
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Key: The key is a word or phrase that is repeated to match the length of the plaintext.  

Encryption In the Vigenere cipher, each letter in the plaintext is shifted based on its corresponding letter in the 

key, with the key letter determining the shift amount. A Vigenere square, a tabular arrangement of the alphabet, is 

commonly used to find these shift values. 

Decryption: To decrypt, the process is reversed. Each letter in the cipher text is shifted backward based on the 

corresponding letter in the key. 

Example 

Case -1: For 𝑖 = 1, Put them in Fibonacci - Pell (FP) =  (
F1 F2

P1 P2
) = (

1 1
1 2

)………….… (18) 

Encryption algorithms: 

 

Step 1: Let the plane text  

𝑝 =  (
𝐸 𝑆
𝐻 𝑈

) = (
4 18
7 20

)………………………… (19)  

 

Step 2: Then we find the value 

 C = p × (FP)                      .. .………….…….….. (20) 

𝐶 = (
4 18
7 20

) (
1 1
1 2

) =  (
22 40
27 47

)         …..…...... (21) 

 

Step 3: Now we can be used offset Rule using key – PASS 

P A S S 

15 0 18 18 

 

𝑥 22 40 27 47 

x+ key 22+15 40+0 18 18 

 37 40 45 65 

mod 26 11 14 19 13 

Massage L O T N 

Table 7- find first Encrypted massage in first phase by Vigenere cipher 

Step 4: LOTN is First Decrypted message. 

Decryption algorithms: 

Step 1: LOTN is First Decrypted message. 

Step 2: Compute the inverse  

Massage L O T N 

𝑦 11 14 19 13 

𝑦 − 𝑘𝑒𝑦 11-15 14-0 19-18 13-18 

 -4 14 1 -5 

mod26 22 14 1 21 

First decrypted text W O B V 

Table 8- find first Decrypted massage in first phase by Vigenere cipher 

THEN 𝐴1 =  (
𝑊 𝑂
𝐵 𝑉

) = (
22 14
1 21

)    …………. (22) 

Step 3: Bob compute 𝑝 = 𝑝1 × (𝐹𝑃)−1    𝑛𝑜𝑤 
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 (
22 14
1 21

) × (
2 −1

−1 1
) =  (

30 −8
−19 20

)…........... (23) 

Value  30 -8 -19 20 

𝑚𝑜𝑑26 4 18 7 20 

Second Decrypted Text E S H U 

Table 9- find final massage in first phase by Vigenere cipher 

𝑃 =   (
4 18
7 20

) = (
𝐸 𝑆
𝐻 𝑈

)      ….…………….. (24) 

This is a message exchanged between Alice and Bob. 

Case -2: For 𝑖 = 2, Put them in Fibonacci - Pell (𝐹𝑃) =  (
F2 F3

P2 P3
) = (

1 2
2 5

)………….… (25) 

Encryption algorithms: 

Step 1: Let the plane text  

 

𝐴 =  (
𝐸 𝑆
𝐻 𝑈

) = (
4 18
7 20

)……………………… (26)  

Step 2: Then we find the value 

 𝐶 = 𝑝 × (𝐹𝑃)  

C= (
4 18
7 20

) (
1 2
2 5

) =  (
40 98
47 114

)         …..….. (27) 

Step 3: Now we can be used offset Rule using key – PASS 

𝑥 40 98 47 114 

𝑥 + 𝑘𝑒𝑦 40+15 98+0 47+18 114+18 

 55 98 65 132 

mod 26 3 20 13 2 

Massage D U N C 

Table 10- find first Encrypted massage in second phase by Vigenere cipher 

Step 4: DUNC is Encrypted message. 

Decryption algorithms: 

Step 1: DUNC is First Decrypted message. 

Step 2: Compute the inverse affine transform  

Massage D U N C 

𝑦 3 20 13 2 

𝑦 − 𝑘𝑒𝑦 3-15 20-0 13-18 2-18 

 -12 20 -5 -16 

mod26 14 20 21 10 

First decrypted text O U V K 

Table 11- find first Decrypted massage in second phase by Vigenere cipher 

THEN 𝐴1 =  (
𝑂 𝑈
𝑉 𝐾

) = (
14 20
21 10

)    …………. (28) 

Step 3: Bob compute 𝑝 = 𝑝1 × (𝐹𝑃)−1    𝑛𝑜𝑤 

 (
14 20
21 10

) × (
5 −2

−2 1
) =  (

30 −8
85 −32

)…....... (29) 
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Value  30 -8 85 -32 

𝑚𝑜𝑑26 4 18 7 20 

Second Decrypted Text E S H U 

Table 12- find final massage in second phase by Vigenere cipher 

𝑃 =   (
4 18
7 20

) = (
𝐸 𝑆
𝐻 𝑈

)      ….…………….. (30) 

This is a message exchanged between Alice and Bob. 

4. Discssion and Analisis 

In this chapter we want to compare the time complexity in proposed algorithms using FP transform and Vigenere 

Cipher. Time complexity of the proposed algorithms is better than Vigenere Cipher also proposed algorithms have 

multilevel security so it’s more secure and authenticate for networks.  

4.1.Time complexity: We see the results of time complexity in both algorithms in encryption and decryption. 

A. Encryption and decryption in Vigenere Cipher: 

Start Encryption using Vigenere Cipher at: 12/06/2024 08:35:28.608 PM 

 

End Encryption using Vigenere Cipher at: 12/06/2024 08:35:28.616 PM 

 

Start Decryption using Vigenere Cipher at: 12/06/2024 08:35:28.616 PM 

 

End Decryption using Vigenere Cipher at: 12/06/2024 08:35:28.632 PM 

 

B. Encryption and decryption in Proposed Process: 

Start Encryption using Proposed Process at: 12/06/2024 08:35:40.753 PM 

 

End Encryption using Proposed Process at: 12/06/2024 08:35:40.753 PM 

 

Start Decryption using Proposed Process at: 12/06/2024 08:35:40.753 PM 

 

End Decryption using Proposed Process at: 12/06/2024 08:35:40.769 PM 

 

 
Figure -5 time frame graphs 
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We see the encryption time of Vigenere cipher is (.008) is high to comparison proposed algorithms is (0) And 

decryption time is same. 

4.2. Multi level security:  

In proposed algorithms have multilevel security, FP transform for encryption and affine transform for super 

encryption so its level of security is high? Proposed algorithms are more secure and reliable for network security.  

5. Conclusion and Future scope   

Data security plays an important role in current times. For security reasons, many algorithms have been 

implemented in modern cryptography. Proposed algorithms have multilevel security, FP transform for encryption 

and affine transform for super encryption and gave better results than other algorithms. This approach offers a 

secure and non-linear encryption mechanism. The golden matrix introduces self-similarity and pseudo-random 

transformations, while recurrence relations add dynamic adaptability, enhancing resistance to cryptanalysis and 

brute-force attacks. We compare the time complexity in proposed algorithms using F-P transform and Vigenere 

cipher then we found proposed algorithms have a low time complexity. Proposed algorithms are more secure and 

reliable for network security because it’s have multilayer security. In future it’s used for data security and high 

integrity. 
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