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ARTICLE INFO ABSTRACT

Today, many remote patients are ensuring reliable treatments by using smart wearable devices
on their bodies. Thus, the effectiveness of the healthcare industry has remarkably grown.
Revised: 28 Jan 2025 However, it is affected by breaches in data security which had been a prime concern owing to
the incredible rise in patient numbers. Intruders intercept the data over the channel, and
system and tamper with the data which puts the privacy of the medical records at stake. The
introduction of the 4.0 medical industry has enhanced the mode of diagnosis and treatment
approaches. Medical practitioners or experts access digital information regarding the patient’s
condition to administer accurate and fast treatment. However, spoof attacks, manipulation,
and hijacking are common vulnerable attacks seen on wearable gadgets. Tampered data passed
to the concerned medical expert may put the patient's life at risk. Due to its transparency,
security, and being an immutably decentralized network, blockchain is utilized to store
information from patient’s wearable devices. The authenticity of the information from wearable
gadgets entering the blockchain can be effectively detected using Artificial Intelligence (AI)
through machine machine-learned classifier. This paper introduces an AI and blockchain-
based highly secured and trustworthy framework to eliminate malicious samples and allow
authentic information to flow in the network which can be analyzed by the medical experts and
followed by the patients. The dataset samples from the unbalanced WUSTL EHMS 2020
dataset considered for evaluation are efficiently processed by selecting significant features from
43 attributes. The dataset was augmented to balance, extending the lower class (attack)
samples. The features were normalized, reduced in dimension and classified using the Support
Vector Machine (SVM). Experimentation showed that the malicious samples were
distinguished from the normal samples at an accuracy above 98% which is better than other
recent competing researches.
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INTRODUCTION

The Internet of Things (IoT) has transformed human-centric approaches to system-centric interactions. It has
greatly revolutionized the healthcare domain by introducing promising advancements in the IoT. Today, medical
services are intelligently provided by collecting information centrally, dispersed at low cost through customer-
centric approaches that have all benefited using the IoT benefits. A sophisticated design with intelligent
applications using IoT i.e. wearable devices are used in healthcare that are used to monitor, and measure several
physical/clinical parameters from a remote patient. They also possess the capability to track various chronic
diseases and receive medical reports from distant medical practitioners. AI has been a common tool used to analyze
clinical parameters such as body temperature, heart rate, glucose level, blood pressure, blood oxygen level, etc., and
also to predict immediate and future measures for patients [1-2]. The wearable devices are made reliable, efficient,
and effective by the incorporation of data transmission technology. Despite this, these wearable devices are
vulnerable to unseen attacks and threats where an intruder can misinterpret the patient’s personal and medical
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information [3]. The patient’s healthcare information is stored and processed centrally and analyzed for the
patient’s relief is also susceptible to various security harms that primarily include spoofs, hijacks, and
manipulations [4-5]. Other factors that need attention include the protection of the central database system from
vulnerabilities to safeguard patient's life at risk.

Researchers across the globe have suggested indispensable means to mitigate security attacks related to wearable
devices. The work suggested in [6] introduced a cryptographic approach to safeguard the patient’s data. The
authors worked for data confidentiality, authenticity, integrity, and availability. The data was secured using ciphers.
The authors in [7] limited the access to medical images using watermarking through symmetric key encryption. It
was based on client authentication for the access of medical images. However, despite the two approaches that
incorporated the cryptographic solutions and the encryption mechanism, the schemes showed minimum
robustness against the attacker. Therefore, there needs to be some stringent mechanism that can prevent
unauthorized access to healthcare data and subsequently distinguish between malicious and non-malicious intents.

The work introduced by authors in [8] used a lightweight naive Bayes classifier that offered an efficient and privacy-
preserving model. The objective of the work was to provide online primary diagnostic services to the end users
without compromising data privacy. Their system ensures that the patient's query is forwarded straight to the
server or service provider and the patients would only access the analysis report after decryption. Another approach
presented in [9] used a watermarking strategy that included the key and image transform coefficients for securing
healthcare records. The approach made data communication complex making it difficult to understand that
ensured protection against attackers. Despite various advantages, Al-based healthcare systems are prone to copying
once they are constructed. That implies that an intruder can perform adversarial attacks.

Blockchain provides better security to data aggregated from wearable devices. The technology inflexibly stores data
thus improving privacy and establishing trust between different entities connected in the healthcare system [10-11].
One such system that adopted the Health Insurance Portability and Accountability characteristics was introduced
in [12]. The authors worked on data from the wearable devices and central servers. Their lightweight model used a
chaotic map scheme using negotiated keys. They also concentrated on security considering the blockchain
technology and prevented the system from data manipulation. Work in [13] focussed on securing doctors'
prescriptions being manipulated by intruders or attackers. They developed a smart, transparent, and trustworthy
supply chain management system for medicine with blockchain and ensured non-tampered prescriptions to the
patients.

However, there is an intense need to develop a blockchain-based highly secured, and trusted mechanism that
incorporates Al for enhanced security of the wearable device's information. This is because merely using the
blockchain cannot confront the security breaches related to wearable devices. The proposed blockchain-Al
integrated secure and trustworthy framework called the “BAIST” utilizes a Machine learning model trained on a
publicly available benchmark dataset, which consists of normal and attack samples obtained from wearable
healthcare devices. The objective is to restrict and permit the patient’s data into the blockchain using AI after they
are classified. The data from the verified patients is allowed to enter the system while the attacker samples are
discarded. Performance parameters showed that the proposed BAIT framework outperformed other competing
models in distinguishing the normal and the unsecured information.

MOTIVATION AND BACKGROUND

Millions of people across the world have different medical issues and ailments and connect to the healthcare sector
directly or indirectly. Medical care centers collect patients' personal and medical information using various means
and store them for analysis. A large amount is spent on securing the patient's data from unauthorized access since
patient data is crucially sensitive. There were news regarding the breach of such data through cyber-attacks and
information related to patients went online. This was because the security employed a single technology [14-15]
rather it required a robust framework. The breach of such sensitive details can put the lives of millions of people at
risk. Thus the research community working for the protection of the healthcare systems integrated AI with
healthcare to combat the increasing cyber-attacks. Records collected from patients include clinical data,
demographic data, images, videos, claims, etc. AI works perfectly on such records regarding evaluation, and
uncovering insights and patterns that anybody would not be able to find on their own.
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Lonely AI is not sufficient to handle cyber-attacks. Data should be guarded at the place of its storage. The
blockchain can provide security and immutability at this end. It can mitigate the infiltration inside the blockchain.
The decentralized nature of blockchain technology offers greater resistance to the data since an attacker needs to
access more than 50% of the blockchain nodes to tamper with the information. This makes it impossible to tear the
blockchain curtain, especially for the public blockchain. The proposed work uses healthcare integration with Al to
identify the tampered and normal samples.

Millions of people across the world have different medical issues and ailments and connect to the healthcare sector
directly or indirectly. Medical care centers collect patients' personal and medical information using various means
and store them for analysis. A large amount is spent on securing the patient's data from unauthorized access since
patient data is crucially sensitive. There were news regarding the breach of such data through cyber-attacks and
information related to patients went online. This was because the security employed a single technology [14-15]
rather it required a robust framework. The breach of such sensitive details can put the lives of millions of people at
risk. Thus the research community working for the protection of the healthcare systems integrated AI with
healthcare to combat the increasing cyber-attacks. Records collected from patients include clinical data,
demographic data, images, videos, claims, etc. Al works perfectly on such records regarding evaluation, and
uncovering insights and patterns that anybody would not be able to find on their own.

Lonely AI is not sufficient to handle cyber-attacks. Data should be guarded at the place of its storage. The
blockchain can provide security and immutability at this end. It can mitigate the infiltration inside the blockchain.
The decentralized nature of blockchain technology offers greater resistance to the data since an attacker needs to
access more than 50% of the blockchain nodes to tamper with the information. This makes it impossible to tear the
blockchain curtain, especially for the public blockchain. The proposed work uses healthcare integration with Al to
identify the tampered and normal samples.

RESEARCH CONTRIBUTIONS

. We propose a blockchain-Al integrated secure and trustworthy framework called BAIST that efficiently
detects attacker samples from healthcare samples acquired from wearable devices.

. The framework employs a feature selection mechanism that selects significant features from the available
attributes of the WUSTL EHMS 2020 dataset.

. A Machine learning technique incorporating SVM detects malicious samples by properly selecting the
relevant attributes from the dataset. The unbalanced dataset is suitably balanced using the min-max values of the
existing low-count class samples.

. The BAIST framework is evaluated for classification accuracies that showed remarkable results than other
state-of-the-art work.

The article is organized in the following manner: The immediate section, Section 2 covers the summary of related
work from the literature. Section 3 describes the material used and the proposed BAIST methodology utilized for
attack detection. Section 4 presents the experimental analysis and discussion using the proposed BAIST framework
while the last section, section 5 concludes the article with future scope.

RELATED WORK

The authors in [16] carried out work limited to IoT testbed and suggested remedies to smart gadgets' security. They
also simultaneously maintained information security. The proposed model was not tested on real-world data
samples and thus the behavior of the model would be uncertain. The communication between sensors and medical
practitioners was authenticated [17] using a lightweight model for wireless sensor networks concerned with medical
applications [18]. An efficient framework to prevent intruders from accessing central systems and attacking devices
from peeking was suggested in [19]. They used physically un-clonable attributes for their authentication technique
for IoT in medical applications. However, their authentication scheme failed to resist advanced decryption tools
that are capable of decrypting the encrypted keys.

A nonlinear SVM-based online cathartic pre-diagnosis system was introduced for data privacy by the authors in
[20] that showed efficacy related to prediction. The authors obtained the highest classification accuracy of 90%
using machine learning techniques to identify harmful tasks in smart healthcare systems [21]. They evaluated their
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model using four different machine-learning schemes. On the other hand, the authors in [21] worked to recognize
dishonest medical equipment. They used the Bayesian inference by incorporating a trust-based mechanism for
identifying dishonest devices connected to the healthcare system. The work showed no contribution towards data
manipulation and integrity attacks.

A smart online health system was introduced in [23]. The system utilized blockchain to communicate medical data
in an automated manner. For fast and secure patient information access [24], they proposed a tree-based data
structure based on a modified Merkel scheme. A simulation-based healthcare system was evaluated in [25]. The
author's strategy was based on rewards and Ethereum. Their model suggested a new scheme of essentially
obtaining higher rewards for minimum spending. They showed that the bribed self-mining system in the
blockchain can be affected by harmful attacks owing to higher prices and lower expenditure. The work neglected
malicious attacks in the blockchain and rather considered the mining attacks. The solution to intrusion attacks was
provided in [26] in an IoT-enabled healthcare system. The author used blockchain and deep learning techniques to
detect the intrusion for secure information transmission. However, the author’s neglected actual patient medical
data, which if maliciously modified enters the blockchain and may threaten the life of the patient. Work in [27]
suggested a comparable dataset for each patient in the blockchain-based healthcare environment. They suggested
an advanced 5G model for the system but failed to handle real-time data. A complex model to detect anomalies in
the patient's record was introduced in [28]. A secured healthcare network integrating patients, doctors,
pathological laboratories, and administrators was developed in [29]. However, the system failed to operate
successfully in a full-fledged manner.

The above review and its analysis showed that there is an intense need to amalgamate AI with blockchain since
none of the work explored above has incorporated both technologies to alleviate the security issue relating to
wearable devices. Also, secure healthcare schemes succeeded in detecting attacker samples at a maximum of 93%
accuracy which eventually allowed malicious records to enter into the blockchain.

THE MATERIAL AND THE PROPOSED BAIST FRAMEWORK

The proposed BAIST framework is incorporated between the patient's wearable device and the blockchain to
provide robust security by preventing malicious data from entering the blockchain. This will protect the precious
life of the patients from unauthorized information that will threaten their life. The BAIST framework thus
integrates the blockchain and the AT module and allows authentic information to flow in the network. An intruder
can intercept data before entering the server through the gateways and can maliciously modify the contents
acquired from the patient's wearable devices. The possible modifications or changes are concerned with the
sensitive physical parameters and the patient’s personal information that can affect proper diagnosis and treatment
eventually putting the patient’s life at risk. The BAIST thus combats the threats by identifying malicious samples
and maintaining data integrity. The malicious samples detected by the BAIST framework are discarded and
prevented from entering the blockchain shared by healthcare professionals, patients, pathologists, and system
administrators. The proposed framework thus ensures accurate analysis by the pathologists, appropriate diagnosis
and treatment by the medical practitioners, effective treatment for patients, efficient database management,
development, monitoring, and implementation by administrators. The blockchain-AlI integrated model is shown in
Figure 1. The EHMS testbed is based on the data communicated through wearable devices. Though the database is
constructed using the EHMS testbed, it consists of physical parameters acquired from the sensors present with the
patient’s internal or external body parts.
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Figure 1 - The Proposed BAIST Framework
FEATURE SELECTION STRATEGY

Initially, the labels of the dataset samples are isolated from the last column (attribute — 44) of the dataset.
Extensive experiments were carried out to obtain relevant features from the dataset for improving the
detection/classification accuracy. The relevant or significant features were found by finding value changes in each
of the feature columns. In the first case, value changes of more than one were found in each feature. We obtained
33 relevant out of 43 features. Features 1, 3, 4, 6, 11, 12, 16, 22, 24, and 34 were eliminated in the first round of the
feature selection strategy since these features do not contribute to distinguishing the attack and normal samples. A
maximum value change of 16315 was found for feature 5.

The experiment showed that using 33 features limited the classification accuracy between 90-92%. We performed
classification eliminating more features from the available features. Analysis showed that feature value changes
above 3 from the remaining features would increase the classification rate. Therefore, in the second stage, we
eliminated features where the value changes are less than equal to 3. We found that 27 features were significant and
showed improvement over the earlier classification accuracy of 92%. The significant feature headings found from
the feature selection strategy are listed in Table 1. The complete feature description and type of features are
explained in [30][31].

Table 1 — Significant features found using the feature selection strategy with value change greater

than 3.

Sr. Column | Parameter Sr. Column | Parameter
No. No.

1 2 Flgs 15 27 Load

2 5 Sport 16 29 pLoss

3 7 SrcBytes 17 31 pDstLoss

4 8 DstBytes 18 32 Rate

5 9 SrcLoad 19 35 Packet_num

6 10 DstLoad 20 36 Temp
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7 13 SIntPkt 21 37 SpO2

8 14 DIntPkt 22 38 Pulse_Rate
9 15 SIntPktAct 23 39 SYS

10 17 SrcJitter 24 40 DIA

11 18 DstJitter 25 41 Heart_Rate
12 23 dMinPktSz 26 42 Resp_Rate
13 25 TotPkts 27 43 ST

14 26 TotBytes

Out of 27 significant features, features corresponding to column 2 consist of textual values (M, M*, Md, MR, e, es,
and eR) while the rest of the feature values in the remaining columns are numeric. We found the unique text values
in the ‘Flg’ column (Feature 2 in the original dataset) and substituted them with numeric values from 1 to 7. The
textual values were represented as M-1, M*-2, Md-3, MR-4, e-5, es-6, and eR-7.

We found that using the 27 significant columns, the classification accuracy deteriorated due to an imbalanced
dataset. The attack samples were misclassified since the count of normal samples (14272) was significantly more
than the attack samples (2046). That is, the classifier was biased towards the normal samples. On the other hand,
reducing the features further degraded the classification accuracy below 92%. The same has been validated in the
work carried out in [32]. The authors tested four machine learning techniques and an LSTM network by varying the
number of features from 5 to 44. They obtained higher accuracy when the number of features was increased. The
only remedy was to augment the low-count class samples to make the dataset balanced.

AUGMENTATION OF THE ATTACK SAMPLES

We employed a novel approach to augment the attack samples. Initially, we isolated the attack samples from the
normal samples considering 27 significant columns obtained using the feature selection strategy. Then unique
values for each feature in the attack samples were obtained. For generating 14272-2046 = 12226 attack samples, we
used the unique values from each feature randomly and concatenated them to form a feature vector of 277 values.
However, the count of unique values corresponding to the attack samples for features Flgs, SrcBytes, DstBytes,
SIntPktAct, TotPkts, TotBytes, pLoss, pDstLoss, SpO2, and SYS was too minimum to compensate 12226 samples
which would amount to redundant samples in the attack intra-class. Also, features SIntPktAct had no unique values
other than o, while pLoss and pDstLoss contained only two unique values including a o value.

Therefore, a separate code was used to find redundant samples from the generated samples, and the redundancy
was eliminated and covered by generating a new set of samples. After manual inspection, it was found that the
feature SIntPktAct imposes confusion regarding inter-class discrimination. The column contained 8 unique values
including o. However, all the finite unique values represented the normal class while the attack samples were
represented by only o value. Therefore, the feature was eliminated to eliminate the confusion at the classifier.
Figure 1 shows the marked feature (Highlighted using a Red color) that was eliminated. Finally, 26 features were
used to train the classifier with the inclusion of the augmented samples.

NORMALIZATION AND SPLIT

The range of value each feature holds is different, therefore the feature values were normalized using a Max-
normalization algorithm. The process involves finding the maximum value in each feature column and dividing
each value by the maximum value to fit all values in the range [0 1]. The samples were segregated and labels were
reconstructed due to the addition of augmented samples. The features are transformed to other coordinate axes
using the Principal Component Analysis (PCA) which also serves to reduce the dimension of the features. For this
work, we selected 20 PCA components. The samples were concatenated from both classes along with their
respective labels to partition the samples in training and test sets using a ratio of 80%:20% respectively.

The Machine Learning—Based Classifier

We used SVM to classify the categories using SGDA optimizer with radial basis function kernel. The SVM
performance regarding other optimizers was found to be nearer but inferior as compared to ISDA.
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The Dataset

WUSTL EHMS 2020 dataset [33-34] was constructed using a real-time testbed (Enhanced Healthcare Monitoring
System). To compensate for the scarcity of the dataset, the patient's biometrics were combined with network flow
metrics. The testbed was partitioned into four sections: physical sensors, gateway, the network, and the control
section used for visualization. The sensor acquires the physical parameter from the patient’s body and carries it to
the gateway. The data is visualized at the server which is routed via the switch and the router. An intrusion can
occur before the information is arrived at the server. Therefore an Intrusion Detection System is required to capture
the real-time data and detect the abnormalities in the data. The dataset is prone to man-in-the-middle attacks [35]
comprising the spoof [36] and the injection attacks [37]. The former attack violates data confidentiality while the
latter the data integrity. The following Table 2 gives the summarised description regarding the size and samples.
The dataset is covered by 44 attributes or features and the samples are labeled by ‘0’ and ‘1’ for normal and attack
categories respectively.

Table 2 — Description of the WUSTL EHMS 2020 dataset

Measurement Size Normal Attack Total
samples samples samples
Value 4.4 MB 14272 (87.5%) 2046 (12.5%) 16138

The algorithm for the BAIST framework is listed below:

Algorithm 1 — The BAIST mechanism

Input - WUSTL EHMS 2020 dataset

Output — Legitimate Device samples

Load the Dataset

Isolate the Labels

Count the number of samples from each class

Apply feature selection strategy to eliminate un-relevant features

Augment the low-class samples using the unique values available with the
features

Remove redundant samples

Eliminate confusing feature

Normalize the features using Max-Normalization Algorithm
Apply PCA and select components

Split the training and testing sets using ratio — 80%:20%
Train the ML-Classifier (SVM) with the training set

Test the classifier with the testing set

Evaluate the performance parameters

Discard the attack samples

Allow the normal samples to enter the Blockchain
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RESULTS AND DISCUSSION

The BAIST framework utilized for the intrusion detection system was evaluated by different performance
parameters and executed on MATLAB 2019b environment. The framework was executed on the Windows 11
platform, with 16 GB RAM, 512 GB SSD, and a 2.84 GHz Intel i5 processor. Accuracy represents a better insight
into a model's performance on a particular dataset. The machine learning model's performance for the IDS is
presented in Table 3 concerning training and test accuracies, precision, recall, and Fi-score. Table 4 shows the
confusion matrix obtained using the BAIST framework. The IDS framework shows similar performance
qualitatively and quantitatively with a value above 97%. The confusion matrix evaluated over the test samples
shows that the normal samples were classified at a remarkable accuracy of 99.96% while encouraging results were
shown for attack samples. The classification accuracy for the vulnerable samples was evaluated at 94.11%.

Table 3 — Performance of BAIST framework in Intrusion Detection.

Parameters Values
Accuracy — Training 0.96453
Accuracy — Testing 0.97039
Precision 0.97039
Recall 0.97201
F1-score 0.9712

Table 4 — Confusion Matrix (Normal-o/Attack-1)

0 1
0 2853 1
1 168 2686

The misclassified attack samples are due to restricted augmentation. Although the attack samples are augmented
from the available attack samples using their range values, there exist very few unique values corresponding to
some features (11 features). Generating 12226 samples increases the possibility of similar or nearer samples at least
for the features with very few unique values. Thus due to greater imbalance, the normal network traffic class has a
higher hand and so the attack samples are aligned in the normal class. However, the BAIST model is capable of
discriminating the normal samples with higher accuracy.

Table 5 — Comparative analysis of BAIST framework for IDS with other competing models.

Reference

Paramete
rsin % (38] | [39] | [40] | [41] | [32] | [42] | [43] 441 | Fropose

d BAIST

2. .0

Accuracy 96.39 | 96.5 | 96.39 9 5 9 94.9 95.01 94 92.5 97-04
Precision - 96 _ 88 ; 9‘:9 95 9674 | 2704
Recall - 96 - 1.00 - 95.01 94 44.40 97.20
F1-score 86.12 95 - 93 - - 94 60.87 97.12
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Table 5 shows the comparative performance of the proposed BAIST framework for IDS with other recent competing
models concerning the WUSTL EHMS 2020 dataset. Although the highlighted figures concerning the accuracy in
the table show an improvement of just 0.65% over the work carried out in [38] and [40], it affects 186 samples in
the dataset. The precision (not computed in [38] and [40]) is higher with the BAIST framework which proves that
the proposed model is qualitatively better. However, the work proposed in [41] is quantitatively rich, but the
harmonic average is poor. A significant part of the BAIST framework is the feature selection strategy which ensures
better sample representation using the selected features.

CONCLUSION

The BAIST framework introduced in this work to detect vulnerable samples infected by spoof attacks,
manipulations, and hijacking attacks performed better than other recent existing models. The model is simple and
efficient and based primarily on a feature selection strategy. A better analysis is carried out on the available features
to select significant features that would represent the network traffic samples. The advantage of the feature
selection strategy is seen from the classification accuracy which is more than 97% for 20% of test data from both
categories. The integrated Al-blockchain approach initially detects the vulnerable or harmful samples from the
available WUSTL EHMS 2020 dataset samples that ensure the authenticity of the wearable device. Furthermore,
the data of the legitimate wearable is allowed to enter the blockchain while discarding the dirty or illegitimate ones.
Once the network accepts the pure or authentic samples, they are secured in the immutable ledger.

Although different researchers have put efforts into cleaning the data and recognizing the legitimate devices using
different methodologies incorporating machine learning and deep learning techniques, low-count features (43),
non-variability of the features (11 features), and imbalanced nature impose complexity. This article will assist
interested researchers in developing a better IDS model by concentrating on 26 features that have been found
crucial after our feature selection mechanism. Improving the performance will minimize the life risk of the
connected patients, provide authentic biometric and flow metric data to pathologists, and eventually develop better
trustworthy coordination between the doctors and patients.

The BAIST model will be improved in the future by concentrating on a better augmentation strategy, properly
sequencing features before training and testing, and developing and fine-tuning sequential custom networks.
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