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Introduction: To bridge the gap between individuals with problems concerning listening and 
hearing, the sign language becomes an effective tool. Sign language is a complex structured 
language with variety in gesture, expressions, hand signals and movements to completely 
transfer the content correctly which becomes a challenge for automatic detection and 
interpretation accuracy is important. Advancements in Machine learning particularly in area of 
deep learning after Convolutional Neural Networks (CNNs), has open the avenues to improve 
accuracy and keep in mind the computer vision area for better object detection and made the 
accuracy a point to be keep forward for Sign language.  

Objectives: This article proposes a novel approach to address the problem of interpreting 
American Sign language in alignment with security aspect of this complete CNN based model. 

Methods This approach is a blended version of hand landmark characteristics and CNN feature 
extraction to improve the precision, accuracy and security of recognition of Indian sign language. 
The interesting point in this proposed method is that the finer details often missed by CNN will 
not be missed with this proposed CNN based technique for sign language. At the time of review 
and analysis, the proposed CNN has outperformed all other model for clarity in detecting the 

sign language hand gestures.  

Results: Keeping in mind the facial expression, lightning, signer orientation and other 
background factors, the proposed CNN is resilient against variations in background 

Conclusions:By focusing on accuracy and security of sign language interpretation our 
proposed model is more reliable and dependent as a communicating medium for the deaf and 
hard-of-hearing community. 
Keywords: Hand Landmarks, CNN, Sign Language Interpretation, ASL, Deep Learning. 
 

 

INTRODUCTION 

This article is proposing an innovative CNN architecture to be reliable and accurate with secure platform for sign 

language interpretation. By integrating hand landmark data with advanced CNN capabilities, our approach aims to 

enhance both the precision and effectiveness of ASL recognition, addressing potential vulnerabilities and ensuring 

the trustworthiness of these systems in various real-world applications. The focus on promoting inclusion and 

reducing communication gaps leads to innovation in sign language interpretation, especially automatic systems. 

There are situations when the deaf and hard of hearing people face problems due to limited accessibility to the human 

sign language interpreter which then results in inability to indulge in social involvement, daily interactions, and 

access to essential services like healthcare, education, and legal counsel. The primary objective is to utilize technology 

to support human efforts so that the people who use sign language can communicate efficiently and independently 

irrespective of their location and time. To address these issues a unique opportunity is offered by technological 

advancements in computer vision and deep learning. Automatic sign language interpretation systems aim to provide 

a fast, affordable, and reliable means of communication, overcoming the limitations set by the lack of skilled 

interpreters and the logistical challenges of scheduling interpretation services. However, as the system are deployed, 

it is important to make sure its security and reliability to protect users' privacy and trust. In addition to enhancing 

accessibility, the aim is to empower the deaf and hard-of-hearing people by aiding them with secure resources that 

improve their communication autonomy. By such initiative, it is more inclusive society, giving everyone the 

opportunity to fully participate and be understood in their preferred language. Apart from advancing technical 

capabilities, this work focuses on deepening our understanding of how machines can securely learn and interpret the 
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subtle language of signs. This paper introduces a novel CNN architecture designed to improve the accuracy and 

effectiveness of automatic sign language interpretation and to address key security concerns. Our approach ensures 

the strength and dependability of the systems by combining hand landmark data with advanced CNN capabilities, 

safeguarding users from possible risks and increasing their trust in the technology. When a data is taken in form of 

images and hand landmark are introduces, security point of concern is resolved. Security for data usage and model 

evaluation is maintained.  

CONTRIBUTION OF THIS PAPER 
 

Development of a secure, advanced, and efficient sign language interpretation system focused on deep learning and 
computer vision technology are few of the contributions of this paper. Firstly, Integration of Hand Landmark 
Features: To enhance the accuracy and security of sign detection and interpretation, inclusion of hand landmark 
features ensures more reliable results and reduces error margins. Secondly, Novel Convolutional Neural Network 
(CNN) Architecture:  CNN architecture incorporates hand landmark features as input to improve performance and 
fortifies the system against security threats by ensuring robust feature extraction and interpretation. This is a 
notable second contribution from this paper. Thirdly, Comprehensive Performance and Security Analysis: The 
performance analysis of the proposed hand landmark - enhanced CNN model using a benchmark dataset is the third 
ns the most important contribution of this paper. This evaluation maintains the data inserted in alignment with 
model's security and reliability in variety of state of art solutions. This proves the volatile range of the model against 
potential security risks.  
Following this, the next section discusses relevant studies and systems developed for this problem domain. 
Proposed model is detailed in Section 3 and Experimentation is detailed in section 4. The study's conclusion will be 
inferred based on the performance and security analysis system. 
 

RELATED WORK  

This section focuses on identifying the recent studies or systems developed for sign language interpretation or 
detection using deep learning, computer vision, or any advanced artificial intelligence technologies to understand 
the current state. Further, this section also highlights these systems' problems and emphasizes the requirements of 
this work. Deep learning-based sign language recognition using hand gestures was a very efficient approach used 
by researchers with different learning architectures. For example, Abdulhussein and Raheem [7] proposed a CNN- 
based architecture and edge detection method for accuracy improvement and trained their model with the ASL 
dataset. The other method proposed by Abiyev et al. [8] was hybrid and used a Single Shot Multi Box Detection 
(SSD) with a support vector classifier for better accuracy. Transfer learning was introduced along with fine-tuning the 
CNN model for accuracy improvement in Arabic sign language [9]. The improving CNN models and diversity in 
feature extraction in CNN is a result of better efficiency and availability of multiple CNN designs which resulted in 
better disease detection specifically for tomato disease detection [40]. Further, the model based on Deep CNN, 
named E-model, was proposed [10]. This E model consists of various convolutional, max pool, and dense layers and 
achieves accuracy comparable to the AlexNet models. To enhance the performance of sign language recognition, a 
novel hand gesture along with the full background space image was used with 3DCNN layers, and these features 
were fused further before the classification layer [11]. Another 3DCNN model was trained with large-scale data for 
further improvements [12]. Wadhawan & Kumar [13] proposed 50 different CNN models and evaluated their 
performance to find the best and optimal model for accurate detection. Furthermore, VGG-11 and VGG-16 were also 
proposed and tested on two different datasets [14]. However, the accuracy of deep Lenet-5 architecture is better 
than that of VGG-16 [15], as tested on the ASL dataset. With advancements in deep learning architectures, a feature-
based neural translation model was proposed [16]. Apart from these, inception v3 [17], robust CNN [18], LSTM and 
GRU [19], CNN[20] [21], various one sided shot detection technique using 2D CNN decomposition with singular 
value(SVD), and LSTM [22], a hybrid Neural Machine Translation (NMT) with Media Pipe and with Dynamic 
Generative Adversarial Network (GAN) model [23], media pipe with feed-forward neural network [24], CNN, two 
bidirectional LSTM layers and connectionist temporal classification (CTC) [25], BPN with Histogram Oriented 
Gradient (HOG) features [26], Mask Region based Convolution Neural Network and shark smell optimization with 
soft margin support vector machine [27], ResNet with self-attention [28], MobileNetv2 [29], CNN and transformer 
[30], multistage graph convolution with attention and residual connection [31], YOLO-NAS-S model [32], sep-TCN, 
deep learning layer, and a channel attention module graph convolution, [31], Graph and General deep-learning 
network [33], Vision Transformers [34], CNN, bi-directional LSTM, and connectionist temporal classification [35], 
and CNN with SIFT [36] are in brain tumor [42][45], are some of the recent developments in the sign language 
detection and recognition system. 
Several deep learning models in alignment with real world problem statements are designed and invented in recent 
years. However, improvement is still in the scope of this problem domain for signature recognition again CNN with 
diverse feature extraction is used to improve the accuracy and ignore the human presence [41] . With this aim, this 
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work proposes a hand landmark-enhanced CNN model that improves recognition and interpretation. 
 

METHODS 

This study presents the latest developments in a CNN model for sign language interpretation that utilizes hand 
landmark information.  By concentrating on the intricate geometry and dynamics of hand gestures—essential for 
effectively communicating meaning in sign languages—this novel method dramatically increases the accuracy and 
dependability of sign language identification. Using hand landmark features as inputs, the model anticipates 
particular motions or signals within a sign language, which helps the deaf and hard-of-hearing people communicate 
more effectively. Figure 1 presents the overall proposed architecture of this proposed system, and the details of all 
the steps are discussed as follows: 

 

Figure 1. Proposed System Architecture 
The process starts by taking a hand image as input for the system where the ASL and SIBI dataset [37] is used. 
Further, different vital points are extracted and normalized using the hand landmark detection approach. These 
normalized features are given to the CNN model as input, passing through different layers and finally predicting the 
outcome based on the classification outcome. Further, the average user verifies the detected sign using the text-to-
speech conversion method. 

 
1.  Hand Landmark detection 

Using MediaPipe, an open-source framework created by Google for creating multimodal applied machine learning 
pipelines, the hand landmarks are extracted as the cornerstone of this proposed technique [38]. Modern high- 
fidelity hand and finger tracking technologies are provided by MediaPipe, allowing for the detection of crucial hand 
locations necessary for deciphering sign language. With just one image, MediaPipe's Hand Tracking solution uses 
machine learning to infer a hand's 21 3D landmarks [39]. These landmarks identify numerous hand anatomical 
points, including the fingers, joints, and palms. First, a hand is detected in the image frame. Next, a machine 
learning model is used to anticipate the landmark. The result is a list of coordinates representing the locations of 
each landmark in the image. Extracting these hand landmarks can capture a complete depiction of hand gestures, 
including the form, orientation, and motions of the hand and fingers. 

2. Proposed CNN model 
Using MediaPipe, Proposed model extracts hand landmarks. The next step is to feed these landmarks into the 

proposed CNN model. An improved CNN architecture was created, as shown in Figure 2, to efficiently process the 

landmark data and extract patterns and characteristics indicative of certain sign language motions. The following 

layers define the proposed CNN: 

 

 
 

Figure 2. Proposed CNN architecture 
3. Input Layer: 21 hand landmark normalized coordinates are accepted as input by the input layer. Each 
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landmark's x, y, and z coordinates capture the hand motions' three-dimensional structure. 
 

3.1 Convolutional Layers: Several convolutional layers use hand landmarks to learn feature representations. 
These layers use filters to identify the spatial connections between landmarks, which is necessary to 
distinguish between different types of sign motions. The figure also defines the number of filters used at 
different convolution levels. 

3.2 Functions of Activation: By introducing non-linearity, the Rectified Linear Unit (ReLU) activation function 
enables the model to recognize intricate patterns in the data. This activation function and the convolution 
layers remove the negative features. 

3.3 Pooling Layer: Pooling layers are used to lower the dimensionality of the feature maps, reducing computing 
costs and preventing overfitting. Usually, max pooling is used to save the most essential characteristics. 

3.4 Flatten Layer: A flattening layer transforms the multi-dimensional feature maps into a one-dimensional 
vector before moving on to the dense layers. Connecting the convolutional portion of the network with the 
thick layers requires this change. 

3.5 Dense Layers: Dense layers, which replace fully connected layers, integrate the high-level information 
learned throughout the convolutional stages. This integration is essential for the task of gesture prediction. 
These layers are necessary for matching specific sign language movements or signals to the retrieved 
landmark attributes. 

3.6 Output Layer: Using a softmax activation function, the design ends with an output layer. To classify the 
inputs, this layer uses pre-established categories that correlate to different sign language signals or 
gestures. 

With the addition of hand landmark characteristics, this improved CNN model creates a new standard for automatic 
sign language interpretation. The model offers excellent accuracy and efficiency in recognizing a wide variety of sign 
language movements by utilizing exact information from hand motions, significantly improving communication 
options for the deaf and hard-of-hearing groups. 
 

EXPERIMENTATION AND RESULT ANALYSIS 
 
The performance of the proposed hand landmark-enhanced CNN is analyzed based on its detection, loss, and 
accuracy. The experiments use a window-based system with graphic capabilities, and Python is used as a 
programming language to implement the model. The details of the dataset, parameters, and experimentation are 
delineated in this section. 

1. Dataset details 
Two different datasets were used to train and assess the model: the Sistem Isyarat Bahasa Indonesia (SIBI) 
Alphabets Sign Language dataset (which was confirmed by LEMLITBANG SIBI) and the American Sign Language 
(ASL) dataset. Images from the ASL collection include a variety of hand forms and lively movements, covering a 
broad spectrum of ASL signals. The SIBI dataset provides a wide range of gestures for model training by including 
signals unique to the Indonesian sign language system. Data augmentation techniques were used on both datasets 
to increase the number and variety of the training data and strengthen the model's capacity for generalization across 
several sign languages. The sample images of the SIBI dataset for each English alphabet sign are presented in fig 3. 
Training Parameters 

Figure 3. Sample dataset images 
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The proposed model is trained with the abovementioned datasets and uses hand-landmark features. Hence, its 
input size depends on the number of features extracted using the feature extraction algorithm. Further, the Adam 
optimizer is well known for working well with noisy data and sparse gradients. 
Based on initial studies, a learning rate of 0.001 was selected to guarantee a reasonable compromise between training 
stability and fast convergence. A batch size of 32 and 100 epochs of training was used since this combination was 
proven efficient in reducing training time and increasing model accuracy. 

 
 

 

 

 

 

 

 

 

 
Figure 4. Loss Computation 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 

           Figure 5. Accuracy Computation 
 
The loss during the training phase is computed and presented in Figure 4. A proposed CNN model for sign language 
interpretation's reported loss data across 100 epochs demonstrates a notable initial drop in training and validation 
losses, suggesting that the model is successfully learning from the input data. The training loss moves from 3.684 
to 0.1799, and the validation loss from 3.2374 to 0.2198. These substantial drops in losses indicate the model's 
increasing predictive power over time. However, variations in validation loss, such as the peak from epoch 17 to 
0.6852, may point to overfitting as they indicate periods of decreased generalization to new data. 

 

RESULTS 

Interestingly, the model's highest generalization performance occurs at epochs 59 and 90, when validation losses 
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are at their lowest (0.1841 and 0.1799). The validation loss fluctuates at epoch 59, suggesting the model may have 
reached its learning limit without overfitting. Stabilizing loss values after training indicates that the model has 
learned as much as it can with this configuration. These indicators show the need to balance applying fresh data and 
learning from training sets. They also point out possible areas for model enhancement, such as regularization or 
architectural modifications. 

1.  Accuracy Computation 
Accuracy is an essential measure for any deep learning system. The sign language interpretation model's training 
and validation accuracy findings across 100 epochs demonstrate a notable and steady improvement in performance, 
as shown in Figure 5. The model appears to be learning from the data initially since the training and validation 
accuracy are initially low, at 4% and 7%, respectively. There is a noticeable rising trend in the training and validation 
accuracies as epochs go by. It suggests that the model is successfully picking up new information and applying it to 
the validation data from the training set. The improvement in the early epochs demonstrates the model's capacity to 
identify the simpler patterns in the sign language data quickly. The training accuracy of the model exceeds 40%, 
and the validation accuracy approaches 60% around epochs 6 to 8, indicating the model's increasing proficiency in 
sign language interpretation. This pattern persists, with both accuracies increasing as training continues, most 
notably at epoch 21 when training accuracy was 88% and validation accuracy was 90%. Nevertheless, there are times 
when validation accuracy decreases compared to earlier epochs, such as epochs 14 and 24. These variations may 
represent the fluctuating complexity of the validation set samples or lead to overfitting at specific moments when 
the model performs better on the training data than on unobserved validation data. The model reaches its best 
accuracy in the latter epochs, epoch 88 onwards, with training accuracy peaking at 98% and validation accuracy 
peaking at 95%. These findings imply that the model has developed into a skilled sign language interpreter capable 
of extrapolating its comprehension to novel, unobserved data. 

2. Detection Rate 
After the training and validation stages are finished, a different test dataset is used to evaluate the model's 
performance. This dataset is essential because it includes sign pictures the model hasn't seen in training or 
validation. It makes it an unbiased measure of the model's capacity to generalize and interpret sign language 
correctly in real-world situations. The testing stage is crucial to assessing the model's effectiveness since it ensures it 
has learned the fundamental patterns and characteristics required for sign language interpretation, not just how to 
memorize the training data. 
The model shows a 99.5% detection rate in the testing phase, which yields surprisingly favorable results. This 
outstanding accomplishment highlights the model's accuracy and dependability in correctly deciphering the 
provided sign pictures. With a 99.5% detection rate, the model effectively recognizes and understands each sign 
presented from the test dataset, ensuring that no sign is misclassified. Such a high degree of accuracy throughout 
the testing phase demonstrates a successful model that has grasped the nuances of sign language. Some of the 
detection findings are shown in Figure 6 to highlight further the model's capabilities and the efficacy of its sign 
language interpretation. These outcomes provide a visual validation of the model's correctness by highlighting 
particular examples of the model's interpretation of specific indications. These examples demonstrate how well the 
model captures and identifies the complex motions and combinations that makeup sign language. In addition to 
verifying the model's functionality, the figure sheds light on the interpretive process of the model. It shows how 
cutting-edge machine learning methods may help deaf and hard-of-hearing people communicate more effectively. 

 

 
Figure 6. Detection Results 

 
3. Comparison with state-of-the-art (SOTA) methods 

The detection accuracy of the proposed model is compared with the recently developed SOTA methods and is 
presented in the table below. The comparison of several models for the interpretation of sign language demonstrates 
various techniques and technology, as shown in Table 1, ranging from using SIFT features in conventional CNNs to 
more sophisticated methods such as Vision Transformers and the suggested method that attained 100% accuracy. 
Test accuracies show how well each model performs and how many methodologies have evolved to capture the 
subtleties of sign language using visual inputs. Notably, the combination of real-time tracking, attention processes, 
feature extraction techniques, and sequence modeling shows a variety of strategies for improving interpretation 
accuracy. 
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Table 1. Comparison with SOTA methods 
Models Test Accuracy 

CNN with SIFT [36] 98.74% 

Vision Transformer [34] 99.3% 

                                LeNet-5 [15] 87.5% 

                     Inception v3[4] 93% 

LSTM and GRU[19] 97% 

                     Mediapipe with feed-forward neural network[24] 99% 

                          ResNet with self-attention [28] 98.2% 

                              Proposed Method 99.5% 

The flawless score of the proposed model is a noteworthy advancement that underscores the possibility of creative 
approaches to improve accessibility to sign language and close the gap for the deaf and hard-of-hearing populations. 

 
DISCUSSION 

In this paper, the model suggests a significant improvement in automation in sign language interpretation using 

machine learning and artificial intelligence with computer vision with a strong focus on security. The model during 

review with comparison to various models from traditional CNN models and SIFTs etc with proposed model clearly 

explains a remarkable change in achieving this accuracy. This also shows potential of accuracy with ensuring the data 

integrity and privacy of sign language. The diverse methodologies with ongoing improvements in accuracy and 

security illustration in dynamic nature in this field with research and commitment for such individuals. The proposed 

method not only sets a new benchmark for performance but also showcases how innovative solutions can effectively 

address the challenges of accurately interpreting sign language. By integrating robust security measures, our 

approach significantly enhances the reliability and trustworthiness of sign language interpretation systems, 

protecting against potential threats such as data tampering and unauthorized access. This study advances the 

technological frontier, has profound social implications, and paves the way for future developments in integrated and 

inclusive communication technologies. By improving accessibility and reducing communication barriers, our work 

contributes to a more inclusive society, ensuring that everyone can participate fully and be understood in their 

preferred mode of communication. The given approach doesn’t only set new performance standards but also shows 

how innovative and intellectual problem-solving approach can effectively address the barriers of a perfect sign 

language understanding. Our approach significantly boosts the dependability as well as the credibility of sign 

language interpretation systems by including security features which safeguards against potential vulnerabilities like 

data abuse and unlawful access. This research offers new opportunities for seamless and inclusive systems of 

communication, extends the boundaries of technology, and has huge social impacts. Our work contributes to a more 

inclusive society by reducing communication barriers and enhancing accessibility, allowing everyone to fully 

participate and be understood in their own way of communication. 
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