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ARTICLE INFO ABSTRACT

Received: 20 Dec 2024 Manufacturing facilities, transportation networks, energy distribution networks, and power
plants are all examples of Critical Infrastructure (CI) that modern communities depend on to
provide goods and services. Due to their size, complexity, and unique features, these Cls
Accepted: 19 Feb 2025 frequently require the assistance of Industrial Automation and Control Systems (IACS). IACS
manages assets and administers day-to-day activities. With additional processes and networked
monitoring and controlling devices, the attack surface of the underlying CIs grows in these
increasingly complex IACS. To establish and discern the correlation between worldwide
concerns concerning Critical Infrastructure Protection (CIP) and cybersecurity. In order to
support the economy and security interests, it is necessary to guarantee that systems, goods, and
services are sufficiently reliable and resilient. This circumstance necessitates the development of
new ways based on advanced data analytics techniques that can extract insights from the CI to
enhance Critical Infrastructure Protection (CIP) frameworks. This paper introduces a proposed
IAM-based audit framework that integrates capabilities for forensic investigation and audit
compliance through effective architectural functions within security systems. The framework
incorporates algorithms such as data acquisition and domain processors. The data acquisition
algorithm processes a substantial dataset, comprising organized data for cloud identity and
access management systems, including AWS, Azure, and Google Cloud datasets. It employs a
DMA process to evaluate system performance metrics such as perceived data rate, ingested rate,
and consumed rate. Afterward, the domain processor computes the data event by utilizing the
determined ingested event as input. By changing the number of nodes or clients from 3 to 10, the
suggested framework can help find the biggest event that is ingested, the longest time it takes to
compute, and the shortest time it takes to compute. This article also introduces the Interruption
and Abnormality-based Identification System (IAIS), a novel architecture designed to enhance
Critical Infrastructure Protection (CIP) globally. By integrating forensic readiness and
compliance auditing, IAIS addresses challenges in post-incident investigation and real-time
monitoring. Its cloud-native design ensures scalability, making it a vital tool for safeguarding
critical systems against evolving cyber threats Furthermore, this experimental evaluation also
demonstrated the utility of the suggested framework in detecting common sequences of attacks.
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I. INTRODUCTION

Critical infrastructures, like power production and distribution networks, transportation systems, and industrial
plants, provide more and more of the goods and services that make modern life possible. This means that any
problems or downtime in these situations could have terrible results, including service delays, big financial losses,
damage to valuable goods, or even death. Because of these and other reasons, these kinds of systems are becoming
more and more appealing to hackers [1]. Concerns about security have the potential to impact both service availability
and user safety. However, things aren't looking good either because the CI model is always expanding.

In reality, ClIs are getting more complicated because sensors, actuators, and other related devices are becoming more
popular and are often spread out in the field. Also, more and different kinds of information are being sent between
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system parts within the network. A number of developments, such as smart grids, transportation networks, oil and
gas distribution, and Industry4.0, are posing threats to the conventional infrastructure paradigm [2]. This is giving
rise to a new wave of Industrial Automation and Control Systems. The IIoT's (Industrial Internet of Things) slow but
steady rollout is adding weight to this trend.

As CIs get more complicated and linked to their surroundings, the need to guarantee higher levels of availability and
dependability grows. This is because tools, infrastructures, and services are more dependent on and linked to each
other. Because of this change in thinking, the needed protected infrastructures need to get bigger and more
complicated. There is an increasing number of dangers to these systems, and they must be able to identify and thwart
them before catastrophes strike.

All of these things need the right security measures. Most people in the ecosystem think that making the right CIP
mechanisms is important. However, a lot of work has been put into making tools and procedures for prevention,
detection, and mitigation, and not much has been done on other things like forensics support or compliance audits.
It would be a mistake to disregard the second part, though, since it is supported by numerous compelling arguments.
In order to determine what went wrong and collect evidence, a postmortem trace analysis is necessary during the
"lessons learnt" stage of best practices for incident handling.

« Extensive knowledge supports the definition of secure and safe systems and the rules over CI operation,
management, and maintenance. Effective rules rely on ongoing monitoring, which becomes more challenging as
infrastructure size and complexity increase.

This paper presents an IAM based Audit Framework that offers explicit assistance for these operations within the
context of protect the Critical Infrastructure. This enhanced flight recorder is designed for a particular domain and
includes compliance auditing, support for CI security policies, and forensics for analyzing events after the fact. A
cloud-based method can be used to make it bigger. A unified security solution for distributed IACS can be more easily
created with the design of the proposed framework.

The tools it provides are simple to implement, navigate, modify, and expand upon.

This method promises the gathering of forensic data and helps stop unexpected events from happening again by
using categorization tools when checking for deviations from normal behaviors. This will help lower the risks that
come with cyberattacks and operational breakdowns.

Checking that the CI security rules are being followed also helps to prevent future security problems.
Forensic research results can be used to audit regulatory compliance, allowing for the reuse of methods.

e IAM based Audit framework is proposed as it helps to incorporate the capabilities for forensic investigation
and audit compliance with effective architecture functions with security systems.

e The framework integrates algorithms like data Acquisition and domain processors. The data Acquisition
algorithm takes the input of large dataset, which is a collection of organized data for cloud identity and access
management systems, which includes AWS, Azure, and Google Cloud datasets and it performs through DMA
process to determine the system performance like perceived data rate, Ingested and consumed rates.

e Then determined ingested event is taken as the input into the process of domain processor to calculate the
data event. In the performance analysis, proposed framework helps to generate the max ingestion event,
maximum computational time and minimum computational time based on the number of nodes / clients
from 3 to 10.

II. RELATED WORKS

Forensic science is the study, investigation, and interpretation of facts, documents, and other pertinent evidence that
can be utilized to piece together the details of historical occurrences or happenings and, ultimately, be lawfully
employed for criminal prosecution [3].

[4] In situations involving cybercrime or fraud, such as security breaches or targeted attacks, computer forensics is
applied to discover, extract, preserve, and describe digital content in a manner that can be utilized as evidence.

According to [5], digital forensics is a methodical way of finding, collecting, inspecting, and studying data while
making sure it is correct and safe and keeping a strict record of who has the data.
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It should be guaranteed that no digital evidence that is accessible is altered during a forensic inquiry without the
proper authorization [6]. When concerns arise following an accident, a forensic investigation can help shed light on
the situation.

[7] says that the goal of collecting forensically sound data is to find out where an intrusion or data transfer came
from, what services and tools were used, and what security measures can't do. Usually, forensic data comes from two
places: computer files, like logs and code, and network traffic that has been seen. When investigating SCADA and
IACS systems, it is important to adhere to the five steps laid out by the European Union Agency for Network and
Information Security (ENISA) [10—17].

e Looking through the system to find potential sources of evidence,
e Determining the impact components,

e Gathering raw data (in its original format),

e Analyzing the evidence, and

e Documenting.

They investigated computer forensics extensively in [18]. The writers start by talking about the different areas of
computer forensics and the tools that are used in this field. After that, they use the properties of the forensic tools to
do a comparison study.

Ultimately, they provide a concise overview of the present obstacles and forthcoming avenues of investigation in the
field of computer forensics. [19] Have also done a study in the area of computer crime investigations.

Initially, the writers ascertained the primary subjects of digital forensics and discerned the key obstacles associated
with them. Subsequently, they emphasized procedural concerns regarding preparedness, reporting, presentation,
and ethical considerations. Furthermore, they emphasized the European viewpoint on privacy.

New developments in network forensics, as well as the various applications of expert systems, ML, DL, and
ensemble/hybrid approaches, were discussed in this article [20]. Network traffic analysis, intrusion detection
systems, cloud forensics, domain name system tunnels, smart grid forensics, and automobile forensics were some of
the methods that were utilised. Blockchain, the IoT, and cloud computing were the subjects of a literature analysis
on Al forensics in [21].

To maximise the performance advantages of distributed computing, it is crucial to employ distributed forensic
methodologies, as highlighted in [22]. The team came up with the idea of a digital investigative tool that could
centralise data while allowing users to access it from any device. If this were to happen, preparation could continue
in the background even as multiple searches were underway.

In forensic analysis, new methods are required, as highlighted in [7], for example, specialised engines that employ
parallel processing and adaptable, tailored evidence analysis. But they don't offer any concrete recommendations for
satisfying this requirement. In order to establish connections and gather evidence, the investigation process weaves
together the events that transpired. [23] proposed a different approach to finding and analysing breaches: using
provenance instead of system calls. The provenance of corrupted files reveals the chain of events that led to their
incursion.

Valli, who is 24 years old, created a structure for the Snort Intrusion Detection System (IDS) that creates forensically
proven signatures. These signatures go after known weaknesses in SCADA and control systems that have been made
public. This makes it easier for scientists to find and study exploits [25—32].

In the context of CI, [33] introduced an architecture that aims to enhance situational awareness, detect cyber
intrusions promptly, and gather relevant forensic evidence to safeguard Smart Grids (SG). This requires the ability
to visualise cybersecurity incidents, a forensic ready framework, a repository for forensic evidence, and methods to
strengthen the reputation of certain assets. Also, the researchers suggested an Intrusion Detection System (IDS) with
many variables that uses algorithms for outlier detection and access limitation [34]. Immediate detection of any
discrepancies with respect to IEC-104 was their goal. Electrical engineers and power system automators must adhere
to this standard while implementing SCADA systems.
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Existing Auditing Strategies

By following a structured, objective, official, well-organised, and meticulously recorded method, a compliance audit
can confirm that internal policies, external formal standards, and legal requirements have been met [35]. Certified
specialists that serve as independent contractors do this work most of the time. Some examples of external elements
that could impact how a company uses rules and criteria are laws, policies, processes, customer requests, and
international regulations.

Compliance auditing operations serve to detect and evaluate risks as a means of mitigating threats. Additionally,
they can aid in detecting security violations by analyzing security properties, such as misconfigurations, vulnerability
exploits, and attacks/intrusions [35-38]. Some studies use formal reasoning tools, like XACML, to make sure that
access policies are correct and to dynamically apply authorization by putting access controls outside of the application
[39—41]. [42] Binary Decision Diagrams (BDD) and special methods were added to check access-control rules. [43]
validated the policy using answer set programming (ASP) and expanded upon preexisting ASP thought models.

[44] and [45] Created a framework for policy research based on Satisfiability Modulo Theory.
More research looked into how compliance tracking methods can be used to make the cloud safer. in the 45th Put in
place a mechanism to automatically create security compliance solutions for cloud computing platforms. Their
system is built to provide clock synchronisation, port security, and remote administration. Software agents were
developed by Doelitzscher [46] to search for and inspect issues in Infrastructure as a Service (IaaS) clouds in an on-
demand audit design. When asked about reviewing the network policies in Azure datacenters, Microsoft brought up
SecGuru [47]. In a similar vein, IBM set up the QRadar [48] SIEM to collect and evaluate events in the cloud by
means of a multitude of tracking technologies. According to Amazon, the best reporting tools are AWS CloudWatch
and CloudTrail [49].

Customers can get logs and metrics info from these web APIs. Even with these business and academic attempts [50],
there are still no standards for how to do compliance audits in the cloud.

Compliance auditing is closely connected to forensic procedures since forensic methods and techniques can
frequently be utilized for evaluating compliance [51]. Data acquired during forensics operations is frequently the most
useful source for compliance audits due to the thorough and time-stamped information it provides regarding
inspected procedures. By establishing audit regulations and automatically implementing them on forensic data, it
becomes feasible to carry out more comprehensive audits to identify probable instances of non-compliance. Auditing
and compliance methods can make CI safer by making sure that laws, rules, regulations, and standards are followed.
The big difference between the general rules and ideas in security standards and the detailed logs that modern
systems make is a big problem for compliance auditing. SEM watches over networks, security devices, systems, and
apps in real time and handles incidents related to security. SIM, on the other hand, manages logs, analyzes them, and
sends compliance reports. SIEM technologies are mostly used for three main things: finding advanced threats, basic
security tracking (which includes things like managing logs, reporting on compliance, and watching certain security
controls in real time), and forensics and responding to incidents. Common elements of a SIEM system were covered
in their study [52]. These components include source devices, processing and normalisation of logs, storage of logs,
monitoring, rule engines, and correlation engines.

The study by [53] showed that modern SIEM systems don't have enough digital forensics and network forensics
features. The study also found that many organizations did not have the ability to do safety audits. The poll also shows
a lack of proficiency in the following areas:

(1) Add new event or data collectors or connections; and
(i1) Give data collection tools like web APIs or RESTful interfaces.

III. PROBLEM STATEMENT

Forensics and compliance auditing may not have the same ultimate goal, but they do have numerous similarities,
such as using similar data sources and techniques to extract pertinent information and context for evidence gathering
and analysis. Building these capabilities on top of a shared infrastructure that includes persistence capabilities, data
collecting, transport, and processing pipelines is feasible because of these similarities. This study's primary finding
lends credence to the idea that the FCA framework can be useful in bolstering such endeavours via a convergent
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strategy. Due to the increasing size and complexity of current distributed CIs that require protection, it is becoming
more and more problematic to meet the increased demand for effective security data gathering and processing.

Horizontal scalability, elasticity, adaptability, resilience, and fault tolerance are all essential qualities in a security
framework for continuous integration (CI).

Achieving varying degrees of granularity in the information presented to auditors and examiners is also imperative
due to the concerns surrounding cognitive friction. Depending on the specific forensics or compliance audit tasks,
there are situations where it is advisable to present only general information to avoid overwhelming the analyst.
However, in other cases, it is essential to delve into highly detailed data, such as when identifying the underlying
reasons for failures in complex scenarios. In some cases, optimizing storage resources may sacrifice granularity on
behalf of later analysis, but in anybody, permanent retention of low-level data is necessary.

By examining FCA tasks in many contexts, we may find the best data sources to profile and monitor activities and
processes. Forensics often need operational data from the ICT infrastructure to create user behaviour profiles.

All relevant evidence, such as historical data on service usage, network flows, and system-level logs detailing ongoing

processes, service events, file modifications, and more, should be included. Compliance auditing, which involves
regularly monitoring adherence to set standards and procedures, can also make use of the same data sources. This
should come as no surprise. Standardised platforms are essential for the integration of financial crime research's
numerous data sources. There is more to standardisation than just adopting similar formats; for example, data events
can still be correctly sequenced in the timeline even when non-synchronized data sources (such clock skews) are
properly regulated.

Identity and Access Management (IAM) is a vital cyber security discipline that revolves around how individuals access
digital resources and what activities they can execute with those resources. The key Components of IAM are:

e Digital Resources: These encompass a wide range of applications and data within a computer system.
Examples include web applications, APIs, platforms, devices, and databases.

e Identity and Identity Cube: At the core of IAM lies identity. When someone seeks access to a resource, they
become a digital identity. This could be a customer, employee, member, or even a non-human entity like
software or IoT devices. The entity which unites all the Information and its resources in one is called Identity
Cube.

e Authentication: The process of authenticating a user’s digital identity. Authentication assures that the user
is who they claim to be.

e Authorization: Determines what resources a user can access. Unlike authentication, which confirms
identification, authorization provides or limits access to specified resources depending on that identity.

Identity and Access Management (IAM) is a vital cyber security discipline that revolves around how individuals access
digital resources and what activities they can execute with those resources. The key Components of IAM are:

= Digital Resources: These comprise a wide range of applications and data within a computer system. Examples
include online apps, APIs, platforms, devices, and databases.

» Identity and Identity Cube: At the basis of IAM resides identity. When someone requests access to a resource,
they become a digital identity. This could be a customer, employee, member, or even a non-human entity like
software or IoT devices. The entity which unites all the Information and its resources in one is called Identity
Cube.

»  Authentication: The procedure of validating a user's digital identity. Authentication verifies the user's claimed
identity.

»  Authorization: Specifies the resources accessible to a user. Authentication verifies identification, whereas
authorization allocates or restricts access to particular resources depending on that identity.

Practical Illustrations

e Data Breach Mitigation: A major financial institution utilizes ITAM to impose rigorous authentication and
access restrictions, preventing unauthorized access to critical financial data and lowering the risk of data
breaches.
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e Healthcare organizations utilize IAM to adhere to regulations such as HIPAA by restricting access to patient
records to authorized personnel, thereby safeguarding sensitive health information.

e Security of Remote Work: TAM solutions make it possible to access company resources securely from any
location as remote work becomes more popular. Multi-factor authentication and ongoing surveillance
guarantee the security of remote access.

Societal and Global benefits:

Cyber security and Critical Infrastructure Protection (CIP) plays a significant role as it helps to carry out the various
challenges in various domain such as, healthcare, public safety, etc. As public safety is concerned, it takes up the
responsibility of required components required for the various sectors related to system and networks, which are
threat as cyber sector. Safety makes to ensure to perform the operations repeatedly or continuously and makes data
resilience while the cyber-attacks are performed, and those attacks make critical problems to the society. To eradicate
/ mitigate the challenges, collaborative approach is applied among the private, government organization and
international organizations as it brings to identify the threat vulnerabilities and make to improve the data robustness
based on the various security metrics and response measures among various sectors in coordinative manner.

To create and identify the relationship on global challenges based on CIP and cybersecurity. Today's goal is to ensure
sufficient trustworthiness of systems, products, and services, as well as the resilience required to support the economy
and security interests. Nations must acknowledge the significance of safeguarding critical infrastructures from
natural disasters, terrorist actions, and emerging cyber threats. The CIP enhances all critical infrastructure sectors to
optimal standards, facilitating disaster preparedness, response, and recovery efforts. U.S. is known as the world's
richest country, but its infrastructure safety ranks 13th in the world, according to a White House fact sheet1. In
general, each country identified its most important infrastructure areas. However, the four most important ones were
identified as transportation, water, energy, and communication. Disruption or loss in any of these sectors will directly
impact the security and resilience of multiple sectors, resulting in significant harm and catastrophic consequences.

The five key elements of UNSC resolution 2341, shown in Figure 10, are

+  Awareness, which strengthens and reinforces knowledge and recognizes critical infrastructure threat and
threats,

«  Abilities, which assess states' serves and private-public partnerships to reduce cyberattack risk,
«  Resilience, which promotes preparation.

The UNSC acknowledged the susceptibility of key infrastructures to cyberattacks by terrorists and the existence of
three essential infrastructure sectors:

e  Energy,
«  Healthcare, and
»  Public Safety

UNSC resolution 2341 said that terrorist attacks are a unique threat to critical infrastructures and urged all states to
work together to make people more aware of the threat, learn more about it, and understand it better so that everyone
can be better prepared. It is also acknowledged that there are several different types of risks to vital infrastructures.
The purpose of hard targets is to make it more difficult for terrorists to attack, in contrast to soft targets, which are
areas or locations that are more susceptible to assaults because of their lack of security and unfettered access. Such
risks posed by these targets are categorized according to their type, place of origin, and circumstances. The UK's
National Security Strategy acknowledged that the country's Critical National Infrastructures (CNI), which include
those related to energy, water, transportation, health, and telecommunication, are vital to the country's ability to
function. The UK National Cyber Security Centre (NCSC) created the NCSC CAF collection, a set of fourteen
cybersecurity and resilience principles for defending critical infrastructure sectors. NCSC CAF collection accepted
the EU Security of Networks & Information networks (NIS) Directive to improve cybersecurity and resilience of
critical EU networks. Any organizations that are a part of the UK Critical National Infrastructures (CNI) or in charge
of providing services to CNI sectors are welcome to use the CAF collection.
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For necessities like clean water, electricity, transportation, and communications, the United States depends on
dependable key infrastructures. Critical infrastructures were characterized as a collection of assets, systems,
operational technologies, and other essential components in both the physical and cyber environments by the Patriot
Actof 2001 [7]. As protecting the United States' critical infrastructure became a top concern for the country, Executive
Order 13,636 [8] was made to work on making critical infrastructure safer. It guides U.S. policy "to maintain a cyber
environment that promotes efficiency, innovation, and economic prosperity while promoting safety, security,
business confidentiality, privacy, and civil liberties, and to enhance the security and resilience of the Nation's critical
infrastructures.” [8]. In the United States, the private sector, federal, state, or regional governments own and operate
essential physical and cyber infrastructure. Following Executive Order 13,636, the Cybersecurity Increase Act 2014
(CEA) [9] was authorized through the National Institute of Standards and Technology (NIST) to facilitate and develop
a framework for reducing risk to critical infrastructures by

«  Collaboration of public-private on cybersecurity.

+  Cybersecurity Research and Development.

«  Education and Workforce Development.

«  Cybersecurity Awareness and Preparedness; and
«  Advancement of Cybersecurity.

"A prioritized, flexible, repeatable, performance-based, and cost-effective approach, including information security
measures and controls that may be voluntarily adopted by owners and operators of critical infrastructures to help
them identify, assess, and manage cyber risks" is what the framework promises to identify.

Overcoming Obstacles with CIP:

+ Risk Assessment and Vulnerability Management: Consistently detecting any weaknesses in critical
infrastructure systems and setting mitigation priorities to successfully resolve them.

«  Network segmentation separates operational technology (OT) and information technology (IT) networks to
prevent cyber threats.

+  Implement strong authentication methods for essential systems to prevent unwanted access.

«  Creating thorough preparations for identifying, containing, and recovering from cyber disasters is known as
incident response planning.

« Information Exchange and Cooperation: Encouraging cooperation between government organizations,
operators of vital infrastructure, and cybersecurity specialists in order to exchange threat intelligence and best
practices.

IV. PROPOSED IAM BASED AUDIT FRAMEWORK

Here, we introduce the suggested FCA framework. Section 3.1 provides an overview of the reference architecture.
Now we will take a close look at each important part of the system:

+  Collecting Information

«  Domain Processor,

»  Cyber-physical Intrusion Detection Systems,
« Data Lake,

«  Continuous Integration Business Rules,

¢ Monitoring, Data Visualisation,

¢ Analytics,

» Players/Roles,

*  Orchestration, and

e Trust/Reputation Indicators.

The proposed platform's structure is shown in Figure 1. By incorporating capabilities for forensic investigation and
audit compliance, this architecture effectively functions as a specialised flight recorder that augments conventional
security systems.

This software facilitates forensic investigations by enabling the identification, extraction, preservation, and
highlighting of digital evidence. When it comes to compliance audits, it makes it possible to evaluate adherence to
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policies, corporate regulations, and standards. To help FCAs become more proficient, the platform compiles data
from several sources and makes it easier to understand, especially when it comes to digital evidence extraction.

« Collecting Information

» Domain Processor,

« Cyber-physical Intrusion Detection Systems,
« Data Lake,

« Continuous Integration Business Rules,

» Monitoring, Data Visualisation,

Analytics,
« Players/Roles,

« Orchestration, and
«Trust/Reputation Indicators.

The same kinds of data are used for auditing compliance and fraud detection in AAA sessions, network traces, service
and device logs, physical access control systems, and physical process logs. For a fuller view, the system can process
massive volumes of data, both organised and unstructured, from internal and external sources.

An organized correlation of collected data is utilized by the Analytics component to spot outliers and cases of non-
compliance. These results will be useful for highlighting important facts and improving the process of identifying
security issues after the fact so that evidence can be extracted.

Continuous auditing against preset policies helps discover and prevent potential vulnerabilities.

Cyber Physical System

. Search
Data Repository

Compliance Audit

— Data Analytics

Data Analysis the forensics

Constraints

Data Visualization

Data

Confidence Data Monitoring

Domain Processor Data Acquisition

Orchestration

Figure 1. TAM-Based Audit Framework Architecture: This diagram illustrates the interaction between the
framework's components, including Data Acquisition, Domain Processor, and Data Analytics. The framework
integrates forensic investigation and compliance auditing to enhance Critical Infrastructure Protection (CIP).
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In the proposed IAM-Based Audit Framework, there are 3 main components as mentioned below,
1. Data Source:
- Role: Originates raw data streams, including logs and telemetry.

- Text Addition: "The framework begins by acquiring data from diverse sources such as sensor logs, network traces,
and physical device outputs."”

2. Data Acquisition:
- Role: Collects, validates, and normalizes input data.

- Text Addition: "Data Acquisition integrates and normalizes input from various CI components, forming the
foundation for subsequent analysis."

3. Domain Processor:
- Role: Processes ingested data using filtering and enrichment techniques.

- Text Addition: "The Domain Processor refines the ingested data, extracting meaningful insights to support
compliance and forensic tasks."

From the domain processor, it is stored in the data repository as the data analytics operations are performed as it
makes data search, auditing the data through compliance, data forensics is performed based on the data analysis and
visualization is done based on bar, line, graph plots. These visualizations are made with the analysis based on the set
of rules and constraints through data. The above activities are performed and monitored as it results in data
confidence and data’s are related to the cyber physical system.

Algorithm 1: Data Acquisition:
Input: Large Data

Output: System Performance

1. Integrating the data source

2. Managing the data from various sources through DMA
3. Event > Set of independent feature attributes
4. Event Creation ‘E(i)’

5. E(i) = {Set of tuples} i=1ton

6. Parsing Function P(i) as P(i): E(i)

7. Processing the Event E(i) based on,

8. Parsed ‘P’

9. Validation ‘V’

10. Normalization ‘N’

11. System Performance:

12. Received Data rate (RDr)

13. Output Rate

14. Ingested (In)

15. Consumed rates (Cr)

Algorithm 2: Domain Processor
Input: Ingested Event
Output: Data Event

1. Optimize the load distribution based on distributed environment
2. Processing Function P={Aggregate (A); Filtering (F); Enrich (E); Indexing (I)}
3. P: Input Event I(E,)

4. F: Event Domain {0,1}

5 R: Combine{Positive and Negative}

6 ‘S’ Subset Attributes
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7. Disjunction Level
8. Negating the disjunction level
9. F: {Define the Event filter (or) Event blocked}
10. I: Ingested Event Improvement
11. E: Attribute to the normalized event
12. A: Set of grouping attributes

13. Number of events created per second

V. PERFORMANCE ANALYSIS

Within this part, we will assess and deliberate on the IAM based Audit Framework framework. The suggested IAM
based Audit Framework framework is designed to be neutral concerning the use of analytics algorithms. Indeed, each
unique deployment scenario will likely require distinct algorithms. Therefore, this assessment prioritizes
performance over accuracy. But in the field of Formal Concept Analysis (FCA), we have already assessed the accuracy

of various ML techniques, and K-means with XGBoost [63] are two examples.

Table 1: Max Ingestion Vs. Number of Nodes

Nodes 10 Primary | 5 Primary | 5 Primary | 5 Primary
Shades/1 Shades/3 Shades/2 Shades/1
replica replica replica replica

3 0.30 0.21 0.24 0.32

4 0.48 0.53 0.57 0.59

5 1.41 1.45 1.48 1.52

6 1.31 1.35 1.38 1.40

7 1.23 1.26 1.28 1.32

8 1.18 1.21 1.23 1.26

9 1.09 1.13 1.16 1.19

10 0.97 0.99 1.03 1.06

Table 2: Max Computation Time Vs. Number of Nodes
Nodes 10 Primary | 5 Primary | 5 Primary | 5 Primary
Shades/1 Shades/3 Shades/2 Shades/1
replica replica replica replica

3 110 96 84 78

4 71 62 55 48

5 68 52 45 38

6 56 45 36 28

7 48 31 24 19

8 46 37 21 17

9 37 26 15 13

10 36 23 11 09




731 J INFORM SYSTEMS ENG, 10(23s)

Table 3: Min Computation Time Vs. Number of Nodes

Nodes 10 Primary | 5 Primary | 5 Primary | 5 Primary
Shades/1 Shades/3 Shades/2 Shades/1
replica replica replica replica

3 10.25 8.65 6.85 4.56

4 16.74 14.23 12.58 8.95

5 17.96 15.25 13.56 9.15

6 18.25 16.95 14.85 11.5

7 20.15 18.45 16.25 14.5

8 16.37 14.74 12.96 10.9

9 15.65 13.45 11.25 9.7

10 14.85 12.65 10.96 8.9

Table 4: Average Computation Time Vs. Number of Nodes

Nodes 10 Primary | 5 Primary | 5 Primary | 5 Primary
Shades/1 Shades/3 Shades/2 Shades/1
replica replica replica replica

3 50.6 45.3 33.2 34.5

4 150.0 39.5 38.2 28.5

5 210.2 19.5 39.6 24.6

6 265.0 17.6 41.6 22.1

7 310.5 14.5 28.5 19.6

8 320.6 12.6 35.6 17.3

9 345.2 10.9 26.9 15.8

10 365.2 8.50 23.6 11.6

Based on the primary shard/replica configurations and cluster size, Table 1 shows the maximum ingestion time (in
milliseconds) for 10 clients. I should note that in this specific experiment, the minimum, average, and maximum
timings were not significantly different from one another.

The computation times for each arrangement are displayed in Tables 2, 3, and 4, together with their maximum and
minimum values. In other instances, there were more noticeable variations than in the previous experiment; this was
especially true when working with primary shards and replicas that maintained a low minimum computation time
over a range of cluster sizes.

Use case Study of IAM with Amazon EC2:

A web service called AWS Identity and Access Management (IAM) is used to safely manage who can access AWS
resources. It lets you design and manage services for user authentication or restrict access to your AWS resources to
a specific group of users. An entity that can act on an AWS resource is called a principal. Principals can be users,
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roles, or applications. Verifying the identity of the principal attempting to access an AWS product is known as
authentication. The principal must supply its credentials or needed keys for authentication.

e Request: The action and the resource that should carry it out are specified in a request sent by a principal to
AWS.

e Authorization: All resources are blocked by default. Only when all the request's components are permitted
by a matching policy does IAM approve it. AWS authorizes the activity after authenticating and authorizing
the request. Resource creation, editing, deletion, and viewing are accomplished using actions.

e Resources: A collection of steps that can be carried out on an AWS account-related resource. Access to AWS
resources is managed and permissions are specified by an IAM policy.

AWS stores policies as JSON documents. Permissions define the resources' users and the actions they are permitted
to take. A policy might, for instance, let an IAM user to access one of the Amazon S3 buckets.

Information like this would be included in the policy:

e  Who has access to it?
e  What the user can do?
e  Which AWS resources are available to users?
e  When are they available?
A. Initial Setup Configuration:
1. Create an AWS account and set up AWS IAM Identity Centre to create administrative accounts for AWS
resources.
2. When you set up account access for the administrative user, IAM Identity Centre creates a matching IAM role.
3. The policies defined in the Administrator Access permission set are associated to this role, which is generated
in the applicable AWS account and administered by TAM Identity Centre.

As administrators, Nikki and Mateo no longer need their root user to access their AWS account. They will only use
the root user for root-only tasks. Based on security best practices, they configure Multi-Factor Authentication (MFA)
for root user credentials and decide how to protect them. Their company hires developers, admins, testers, managers,
and system administrators as it grows. Nikki runs operations, while Mateo leads engineering. An Active Directory
Domain Server manages employee accounts and internal company resources.

To give employees access to AWS resources, they use IAM Identity Centre to connect their Active Directory to AWS.
Since they linked Active Directory to IAM Identity Centre, all of the users, groups, and group memberships are
defined and synchronized. To give users the right AWS resource access, they must assign permission sets and roles
to groups. They construct permission sets using AWS managed policies for job functions in the AWS Management
Console:

e Administratooo72

e Billing

e Developers

e  Administrators of networks
e The database administrators
e System administrators

They then apply these permissions settings to Active Directory group roles.
B. Permissions for the user groups using Amazon EC2:

Nikki adds a policy to the AllUsers user group in order to enable "perimeter" management. Any AWS request from a
user that originates from an IP address outside of Example Corp's corporate network is rejected by this policy. At
Example Corp, different IAM groups need different permissions:

1. To create and manage AMIs, instances, snapshots, volumes, security groups, and other items, system
administrators must have authorization.

2. By attaching the AmazonEC2FullAccess AWS managed policy to the SysAdmins user group, Nikki grants
group members access to all Amazon EC2 actions.
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3. Developers: You must be able to work with instances only. For this reason, Mateo makes a policy and adds it
to the Developers user group, enabling developers to call Describe Instances, Run Instances, Stop Instances,
Start Instances, and Terminate Instances.

To manage who has access to the operating system of Amazon EC2 instances, Amazon EC2 employs security groups,
Windows passwords, and SSH keys. Access to the operating system of a particular instance cannot be granted or
denied using the IAM system. Support users should not be able to perform any Amazon EC2 actions other than listing
the resources that are currently available. In order to restrict the Support users group's ability to call Amazon EC2
"Describe" API operations, Nikki drafts and adds a policy to the group.

C. Changes in the user's job function

One of the developers, Paulo Santos, eventually transitions into a managerial role. Paulo joins the Support users
network as a manager in order to open support issues for his developers. Paulo is transferred by Mateo from the
Developers user group to the Support users group. This change limits his ability to communicate with Amazon EC2
instances. He is unable to start instances. Additionally, he is unable to stop or end instances that have already started,
even if he was the one who initiated them. He can only display the instances that Example Corp users have launched.

D. Practical application of IAM in conjunction with Amazon S3

Additionally, organizations such as Example Corp would frequently implement IAM in conjunction with Amazon S3.
John has made an Amazon S3 bucket named amzn-s3-demo-bucket for the business establishing additional users
and user groups. Both Zhang Wei and Mary Major must be allowed to generate their own data in the business bucket
as workers.

¢ Additionally, they must read and write shared data that is used by all developers. To do this, Mateo uses an
Amazon S3 key prefix system to logically organize amzn-s3-demo-bucket data.

e The address is /amzn-s3-demo-bucket /home /zhang /major /share /developers /managers.

e Mateo divides the /amzn-s3-demo-bucket into personal folders for each employee, as well as a shared space
for development and manager groups.

e At this point, Mateo develops a set of rules to provide users and user groups permission:

e Mateo attaches a policy to Wei that grants him permission to read, write, and list any items that have the
Amazon S3 key prefix /amzn-s3-demo-bucket/home/zhang/. This policy grants Zhang access to the home
directory.

e Mateo attaches a policy to Mary that allows her to read, write, and list any objects with the Amazon S3 key
prefix /amzn-s3-demo-bucket/home/major.

e The developer’s user group has shared directory access. Mateo adds a policy to the user group that permits
developers to list, access, and edit everything in /amzn-s3-demo-bucket/share/developers/.

e Managers' user group has shared directory access; Mateo adds a policy to the group that permits managers
to list, read, and write objects in /amzn-s3-demo-bucket/managements/

A user who creates a bucket or object on Amazon S3 may not have authority to conduct additional operations on it.
IAM policies must clearly allow users to use the Amazon S3 resources they make. Examples of these policies can be
found in the Amazon Simple Storage Service User Guide under the heading "Access Control." See Policy evaluation
logic for details on how policies are assessed at runtime.

The AWS Solution Architect Certification goes thoroughly into the critical components of AWS Identity and Access
Management (IAM), a vital service for managing security in AWS environments. This certification highlights how
crucial it is to comprehend IAM's extensive features for safely managing access to AWS resources and services.

VI. CONCLUSION

An AM-based audit framework is offered as it integrates capabilities for forensic investigation and audit compliance
with effective architectural functions and security mechanisms.

The framework incorporates algorithms such as data acquisition and domain processors. The data acquisition
algorithm processes a substantial dataset, comprising organized data for cloud identity and access management
systems, including AWS, Azure, and Google Cloud datasets. It employs the DMA process to evaluate system
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performance metrics such as perceived data rate, ingested rate, and consumed rate. The identified ingested event
serves as the input for the domain processor to compute the data event. The proposed framework in the performance
analysis facilitates the generation of the maximum ingestion event, maximum computational time, and minimum
computational time, contingent upon the number of nodes/clients ranging from 3 to 10.

This project's goal is to lay the foundation for better solutions that will meet FCA's present and future demands. This
framework specifies function blocks, functions, as well as internal, input, and output communications to enable IACS
security, hence combining FCA capabilities. This platform handles vast volumes of heterogeneous data in real-time
by utilizing distributed computing resources. We examined whether the system's essential elements could grow,
especially to handle the volume and speed of data. According to the experimental evaluation, the suggested
architecture can manage FCA requirements at scale. To evaluate a cluster's performance under different ingestion
and compute demand situations, it involved several trials. Additionally, this empirical evaluation showed how useful
the proposed framework is for recognizing typical assault sequences.
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