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ARTICLE INFO ABSTRACT

Received: 25 Dec 2024 In the current era, there is increasing interest in data security, especially in cloud computing.
Homomorphic Encryption (HE) supported by Artificial Intelligence (AI) technology offers a
promising solution in this field. Homomorphic encryption ensures that computations are
Accepted: 24 Feb 2025 performed on encrypted data without decryption, thus ensuring privacy. However, the
integration of AI algorithms and text mining in the cloud environment is still a challenging topic.
The study aims to develop a framework for partial homomorphic encryption combined with a
deep learning algorithm for text mining in the cloud environment. The aim of the proposed
approach is to evaluate the trade-offs between security and computational performance through
deep learning to ensure the highest accuracy.The proposed method uses frequency coding and
combines it with the developed deep learning algorithm, which is based on the dynamic change
of the weights accompanying the neural network. The text mining model is integrated by
multiplying the encrypted frequency by the factor derived from the weight in the neural network
iterations. The model was trained on data in two standard datasets and the model was tested
afterwards. The computational overheads were evaluated as the text size before and after
encryption, the use of computing resources, and the amount of noise generated. Using HE
allowed for successful text mining on encrypted data, with minimal impact on accuracy. The
ciphertext size was 3.3x larger than plaintext, with increased computational overhead. The
computational resource utilization was balanced in an acceptable manner for cloud storage, with
noise growth not exceeding 31% while accuracy remained at 98%. In this study, the feasibility of
using homomorphic encryption on texts supported by deep learning technology in a cloud
environment was concluded. This provides a solution for computational operations on data while
preserving privacy. The framework provides a balance between security and computational
efficiency and is important for applications that require high levels of security, despite some
challenges that may be solved in the future by machine learning and working on larger texts.
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INTRODUCTION

The rapid development of information technology and cloud computing has led to a major revolution in the field of
data processing and various applications, including artificial intelligence. With the rapid growth of technology came
increasing concerns about data security, and one of the most important data is sensitive text data stored in the cloud
[1]. Information security used to rely on traditional encryption methods to maintain data confidentiality, in both
cases, whether data is static or transmitted between devices through computer networks. In different environments
such as the cloud environment, traditional encryption methods fail to maintain data security, as decryption in such
cases leads to disasters. Cloud computing has gained popularity in recent times due to its multiple benefits of cost
savings, high scalability and optimal accessibility. Many companies and applications have been attracted to the cloud
due to its ability to provide the resources needed by the beneficiary at a lower cost and time, on demand and without
infrastructure. However, the increasing reliance on cloud services has raised concerns, as users are relinquishing
direct control over their sensitive data [2]. This leads to security issues as analysis and processing are far from the
beneficiary.
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From this standpoint, interest in Homomorphic Encryption (HE) came as an approach to data encryption, where
calculations can be performed on encrypted data directly, without decrypting it [3]. This enhances data security and
by maintaining the function of artificial intelligence. This is important in many fields, most notably health care,
financial and legal services. Symmetric encryption (SE) and asymmetric encryption (AE) are traditional methods that
have been considered as a cornerstone of data security for a period of time [4]. These methods are good at storing or
transmitting data confidentially, however, encryption in the cloud has another dimension with limitations to
traditional methods. One of the biggest challenges is performing mathematical operations on the data directly on the
data after encryption. For this, it must be decrypted and then the mathematical operations must be performed and
then it is stored in the cloud. For this reason, homomorphic encryption came about, which works to perform
mathematical operations through encrypted data without decrypting it. There are two types of symmetric encryption:
Partially Homomorphic Encryption (PHE) which includes addition and multiplication in isolation, and Fully
Homomorphic Encryption (FHE) which is more advanced than the first as it can support both addition and
multiplication, so any arithmetic function can be evaluated [5].

In this study, homomorphic encryption is integrated with text mining in the context of artificial intelligence that
processes data in the cloud environment. The symmetric encryption approach processes text data after encryption in
a way that preserves data privacy. In this study, the efficiency of data encryption in cloud computing and the impact
of artificial intelligence on data security are explored [6]. Through objective evaluation on real data, the proposed
approach proves its worth in encrypting and analyzing text securely in the cloud.

The study aims to secure data in cloud storage using one of the artificial intelligence techniques, which is deep
learning. Maintaining data security is one of the priorities we take into account when choosing cloud computing, so
we can clarify the following objectives:

- To develop a hybrid model for secure text mining when storing in the cloud. To ensure that the data is secure,
we use partial homomorphic encryption based on deep learning in choosing randomness and the primary
key.

- To evaluate the computational efficiency of Al-based homomorphic encryption and text mining resulting
from the performance of the proposed method with traditional methods.

LITERATURE REVIEW

Symmetric encryption is very important in text encryption because of its ability to perform computational operations
without the need for decryption. The concept was first introduced by [7] carrying the idea of computational operations
for the privacy of confidential data. Fully symmetric encryption was developed by [8] where a feasible and applicable
scheme was first proposed. Later, efforts were made to improve approaches and methods based on partially
symmetric encryption, especially some of the symmetric techniques supporting it such as BFV, CKKS and TFHE
which were proposed by [9]. Several studies have considered symmetric encryption in applications that support cloud
computing. For information security, artificial intelligence-enhanced methods were used. Artificial intelligence was
used in encrypted data on the cloud to address the challenges faced by data security in a study proposed by [10].
Algorithms that address the computational cost of hardware acceleration are a priority and are used to enhance the
capacity and efficiency of models.

Text mining is one of the leading fields that are enhanced by artificial intelligence, and texts are extracted by
generating random data by predicting new patterns in each cycle [11]. Traditional methods relied on statistical data
and fixed rules, but through the development of deep learning, the performance was improved by regularly predicting
the features extracted from the text [12]. Models that improved natural language processing (NLP) added high
accuracy in classifying the extracted texts and logical analysis [13]. When storing information in the cloud,
information security is a major challenge, for this reason, secure multi-party models (MPC) were developed, although
there are limitations in terms of accuracy on these models at the expense of security [14]. Cloud computing is one of
the advanced models that have made a difference in terms of efficiency. Especially those that depend on artificial
intelligence, but they include challenges in terms of data security. Cloud data security is a controversial topic for many
researchers, and eventually, studies that included symmetric encryption proved the worthiness of how to encrypt
using artificial intelligence [15]. Many studies have dealt with the integration of deep learning with symmetric
encryption and concluded many cases that contributed to the development of the method. Some studies have
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introduced neural networks with the topic of symmetric encryption to reduce computational cost and increase
performance [16].

PREPOSED METHODS

In this study, the idea is to develop a hybrid framework that combines homomorphic encryption and deep learning
text mining in the cloud environment. The goal is to perform computational operations such as addition and
multiplication on cloud data without decrypting it in order to maintain information security. The main modules of
the work are as follows:

First: Homomorphic encryption where the text is encrypted before cloud storage.

Second: Encrypted text mining using deep learning and based on variable weights in the hidden layers, this is to
support the encryption process of generating random numbers and the key.

Third: Decryption and then interpreting the data by evaluating the results.

The methodology focuses on the mathematical formula in the encryption process as the arithmetic operations do not
affect the encrypted data, and the reliance on deep learning to improve mining tasks.

We use here partial homomorphic encryption because it supports encrypted integers and is suitable for text
representations as well. It is computationally feasible if we add some AI data.

The plaintext value consider as x € Z, such as Z,ring of g integrate model) while the homomorphic encryptionis x
belong public key pk and can represent as:

Enc,,(x) = (c;,¢;) such as ¢; = E(x) (1)

Where E consider the encryption function and (c;, ¢,) represent the operations like addition or multiplication within
ciphertext. And the poerations supported are:

Addition with two encrypted values Enc,(x)and Enc,(y) where the homorphic sum is:
Ency,(x)@®Enc,,(y) = Encyp(x + ) (2)

And the other operation is multiplication for two encrypted values Enc, (x)and Enc,,(y)then produce:

Ency (x)QEnc,,(y) = Ency,(x X y) (3)

Both operation driven buy deep learning during basic arithmetic operations. Deep learning model adapt and support
encrypted data, the tokenizing input text through embedding in cipher text representing as t = [¢ty, t, ..., t,,] where t;
is mapped in the embedding of e;, by using the function of f, such as:

e; = f(t) 4)
For secure process we make embedding convert to integer through token:
e; = tokenize(e;) (5)

Through obtaining token e; then generate the embedding and apply homomorphic encryption to it Enc,(e;). Our
proposed method is based on assigning a dynamic weight derived from the layers in the neural network. Which comes
from the feedback and how far it is from the input layer, also the weight depends on which node the features output
and which node and layer they will go to. In the training process, the weight is calculated accurately during each cycle
and from it the appropriate randomness can be calculated to encrypt the text. Mechanism of transferring data within
hidden layers as:

wkT
K = —_—
class(W,K,V) = softmax o 1% (6)
Where W,K and V Consider weight, key, and data value, and d_k represents the key vector dimension. While the
softmax function compute the weight for each iteration, all data will modify during training until we reach the optimal
value for encryption as shown in Figure 1.
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In homomorphic encryption, the multiplication can perform the same as addition with some modification due to the
multiplication consider repeated additions.

Enc,,(W)®Enc,,(K) = Enc, (WK™) @)

The feedback controls the multiplication in the neural network, and the number of layers with corresponding nodes
helps in computing activities, then encrypted data effectively

RESULTS AND DISCUSSION

In this section, we present the experimental results obtained from applying the proposed model. The results focus on
accuracy, computational efficiency, and security. Experiments were conducted on a standard dataset to standardize
with previous studies such as the 20 Newsgroups dataset (for text classification). The performance of the proposed
method based on deep learning will be compared with previous conventional models, whether in traditional Al or
traditional encryption approaches, and then we prove the merit and effectiveness of the proposed method.

In order to measure accuracy, a set of experiments was designed to evaluate the Al approach on encrypted data. The
model was trained on 80% of the data in 20 Newsgroups and the text was classified sequentially, through the
measurement the feasibility of the approach was determined. As shown in Table 1.

To measure accuracy, deep learning works on two approaches, the first without extracting dynamic weights and the
second with considering variable weights. The application was applied to two types of datasets and training on 80%
of the data, and the text was classified sequentially during processing, storage and analysis.

Another criterion that was taken into consideration was measuring the computational cost through homomorphic
encryption. This is done by measuring the access time in addition to the time needed for processing, for the same
dataset using the deep learning model for data in the cloud environment. Taking into account the computing
resources that are provided by a 10th generation CPU core i7 and GPU 2G. As shown in Table 2.

The Table 2 shows that there is a significant increase in inference time when we apply the proposed model. The
increase was a noticeable 128.28% in access time, and for the other dataset it was a 135.85% increase. This is
according to variables such as text size and algorithm capacity. Also, computational resources also have an impact on
the resulting value, so it is necessary to pay attention to them.

One of the most important criteria to consider is security. In homomorphic encryption, several metrics are used that
are important for text mining:

First: The size of the encrypted text, which has an impact on security and the cost of cloud storage. Larger texts are
more secure, but they cost storage space.

Second: The growth of noise, which is added during encryption and subsequent operations. Too much noise helps
security, but leads to performance degradation.

Third: The failure rate of decryption, which is due to too much noise or insufficient freshness of the encrypted text.
Fourth: The time taken for encryption or decryption, which measures the efficiency of encryption.
The relation between these metrics can be illustrated in Table 3.

Table 3 shows how the ciphertext size increased by 3.3-3.2x when compared with text before encryption. This is
because of the padding and metadata needed for encryption. Then the noise growth during 15 iterations is still under
control and increases by just 30.6% for the first dataset, and for the other datasets, it increased by 31%. The decryption
failure rate is still low indicating good performance with the proposed model.

CONCLUSION

In this study, we present a new approach that includes integrating homomorphic encryption with one of the artificial
intelligence algorithms for text mining in cloud storage. The proposed approach works on processing and encrypting
data securely to maintain privacy by allowing mathematical operations such as addition and multiplication on the
encrypted data. The proposed approach ensures that the data is returned after decryption without changing even
after performing mathematical operations on it. The proposed method ensures that the data is secure and robust
against cryptographic attacks. In this study, a deep learning method based on the recurrent neural network was used
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with the development of dynamic weights. The dynamic weights are extracted from the neural network environment
as the length of the feedback and its bias to any node in the hidden layer as well as the difference between its distance
from the input and output layers. The extracted weight works as a factor that multiplies the frequency of the letter in
the encrypted letter table. The study contributes to maintaining the security of sensitive encrypted data after
performing computational operations on them, in various accounting sectors such as healthcare, accounting, finance
and legal. The study provides a balance between computational expenses such as increasing the size of the encrypted
text and noise in the cloud environment using computational resources and the efficiency and accuracy of data
security. This approach provided promising results, proving the worthiness of the proposed approach, in terms of
accuracy (98%) and latency increase (135%). However, challenges such as computational costs and scalability still
exist, and future work may include integrating hybrid algorithms with machine learning or working on computational
operations other than addition and multiplication.
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