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ARTICLE INFO ABSTRACT

Received: 21 Dec 2024 The increasing demand for big data and the depletion of security in data become a critical threat in the
digital world. Selecting appropriate information and developing a secure application is a critical task in the
software development life cycle (SDLC). This paper shows how the multi-criteria decision-making (MCDM)
Accepted: 25 Feb 2025 technique may be used to select appropriate risk factors and define the criteria for the development of
software. The proposed model is the integration of two MCDM approaches, i.e., AHP and TOPSIS that are
used to calculate the ideal criteria. The appropriate criteria are determined by analyzing risk variables
during the requirement engineering stage of the SDLC and their impact on risk attributes. Through the
integration of AHP with TOPSIS, an effective pair-wise comparison process and ranking of criteria for
optimal and secure software are evaluated in this model. The study presents a novel perspective on the
MCDM technique. Furthermore, the security risk's influence on the requirements engineering process was
quantified. Practitioners can apply the findings and conclusions to enhance software usability and security.
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INTRODUCTION

The Today, all over the world, all the projects are digital, and most organizations depend on the digital world.
Digitalization makes user tasks more inventive and organized for individuals and enterprises [1]. In terms of
software deployment, there has been a significant rise. Although computers and digital technology enhance the
quality of work, they can cause extensive losses and threats at various levels of organizational procedures. It
improves our working conditions, but there are some security concerns, which make it a top priority for security
specialists to address systematically [2]. The dependency on digitalization resulted in new threats, which is a sad
fact of life [3]. The risks cannot be perfectly eliminated, but software developers can reduce the risks to some
extent. Software security refers to addressing security at each SDLC phase, resulting in software that can perform
the required action in case of an attack [4, 5]. In SDLC, the first and most significant area is requirements
engineering. If the errors made at the SDLC phase are not identified in the earlier phase, they can be pretty
expensive. Various kinds of risks that arise at this phase that are not easily considered and handled will fail the
software [6]. The size of a project significantly impacts its level of risk and complexity during development.
Accurately specifying requirements early on can reduce issues in subsequent stages, ultimately lowering software
development and maintenance costs while ensuring customers receive the system they desire. This paper
emphasizes the use of risk management tools and techniques to address risks early in the Software Development
Life Cycle (SDLC). These tools provide structured methods to identify and prioritize risk factors, helping to mitigate
potential challenges effectively [7, 8].

One of the methodologies is AHP (Analytical Hierarchy Process), which is widely used for decision-making and
analyzing risk. AHP is gaining popularity in different fields, analyzing complex circumstances and providing sound
decisions [9]. It facilitates an effective solution for multi-criteria decision-making when the sample size is small
[10]. The multi-criteria decision analysis provides a number of strategies and techniques for resolving conflicts
between different aspects of a concerned security problem [11, 12]. AHP solves the problem by structuring a
hierarchy of levels that are interdependent from the higher level to the lower level [13, 14]. On the other hand, the
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TOPSIS method finds the best viable critical criteria that are the closest to the ideal positive solution and the
farthest from the ideal negative solution [15, 16].

This paper used the integrated approach of TOPSIS and AHP to manage the risk and find the optimal solution for
the risk-free development of software. The weights of each criterion are computed using the AHP approach, and the
rank of the criteria is determined using TOPSIS. An AHP-TOPSIS methodology is best for risk evaluation and
mitigation because risks can be identified from the analysis collected in the form of factors that affect the
performance of development. So, AHP is used to figure out how much each criterion matters, and TOPSIS is used to
figure out which option is best.

The key contribution of this research work:

1. The study integrates AHP and TOPSIS methodologies to effectively manage risks and ensure risk-free
software development.

2, Fuzzy AHP TOPSIS is utilized to rank the criteria based on their significance and identify the optimal
solution.

3. The AHP-TOPSIS approach is highlighted as an effective methodology for evaluating and mitigating risks
in software development.

4. Risks are identified and assessed through the analysis of factors influencing development performance,

facilitating informed decision-making.

The remainder of the paper is organized as follows: Section 2 discusses the requirement for engineering security
attributes. Section 3 presents the methodology, in which the complete work flow is explained. In Section 4, data
analysis and the results are shown. The discussion is done in Section 5, and the paper is concluded in Section 6.

SECURITY ASSESSMENT OF REQUIREMENT ENGINEERING

Requirement engineering phase is the first and foremost important phase of SDLC and information field. It is
essential for effective and rapid development of software. The requirements engineering phases provides exact need
of customers to the developers and assist in decision making to improve the development. Consequently, any
variation and change negatively affect the whole process. Thus, security of software is the censorious factor that
must be scrutinize earlier.

Confidentiality

Confidentiality refers a condition where user’s data and resources disclosed by unauthorized access. Confidential
information of any stakeholder is very crucial and loss of this information makes total system failure. Confidential
information only available to authorized persons. Requirement engineering is the step in SDLC which will highly
confidential to access [17].

Authentication

Authentication commonly referred s validation of user and their data. In the process of authentication the identity
of user is validate and all the data of user is matched with the stored data. Authentication is a very important
process in requirement engineering to validate the information given by a stakeholder, which will help to develop a
system faster and meet the stakeholder requirements with quality [18].

Authorization

Authorization is the process that gives permission to access the system. This will be done when identification,
validation, and authentication have been completed [19].
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Figure 1. Security attributes of requirement engineering

Availability

Availability refer as, when the data is easily available when it requires. In the case of requirement engineering the
data should be available to developer. Availability of data is depends also on, how easily it will available in the case
of power failure, software failure and up gradation and hardware failure [20].

Utility
Utility refers to the usefulness of old data. In the case of requirement engineering, according to the customer
requirements, sometimes old data is require or sometimes not. This is called as utility. The utility of old data

depends on the customer’s current requirements. The availability and utility have slight difference as data is
available is called availability but it is no longer useful represents its utility.

Integrity

Integrity refers to the accuracy of data. The major security factor of requirement engineering is to achieve complete
and correct information from stakeholder. The data or information which collects from the user should not change
or altered in between the processing and development of software [21].

Possession

Possession means the ownership. The ownership of data should be maintained from the staring. It demonstrates
data control. Ownership of data in terms of requirement engineering is determined by the requirement. If
ownership lost then original data may be corrupted and whole system goes towards failure.

Resilience

The term "resilience" relates to the testing of a requirement engineering system's resistance to attacks. Resilience is
maintained in the requirement engineering system through the use of OTP and encryption. By considering all
dangerous scenarios in the system, resilience is vital for protecting the entire software and development process
from attacks.

The information sector relies heavily on software. Security should be a top priority while designing software
utilizing the SDLC. These security attributes helps to design the guidelines of development that are used as major
criteria to minimize the risk factors at an early step of SDLC i.e. Requirement Engineering.

METHODS

Security issues in requirement engineering are a serious concern for many authors. Identifying and mitigating risk
factors from the software development process through the AHP-TOPSIS technique; used to achieve the goal of a
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highly secure system and the satisfaction of customers [22]. To achieve this objective MCDM is used in this
research. This methodology section of Fuzzy AHP-TOPSIS is separately explained with mathematical identities as
shown in figure 2. There is a sequence of steps is followed for the assessment of security [23]. The methodology
contains the 3 sections-

" In the first section a model is proposed for determining the criteria from risk factors in the requirement
engineering phase of SDLC [24].
" In the second section Fuzzy AHP method used to evaluate the weights of each criterion.
" Finally, the rank of the alternatives is determined using Fuzzy TOPSIS [25].
REQUIREMENT > Selection of risk factor
PHASE ¥
l Identification of security
DESIGN PHASE ‘
¥ Structuring decision |
DEVELOPMENT
PHASE
¢ Approval of decision
hierarchy
TESTING PHASE
> !
MAINTENANCE & v
SDLC PHASES Questionnaire survey Questionnaire Survey
y v
Super decﬁsion Calculate distance
calculation b/w best alternative
»  tofuzzy worst and
: fuzzy best condition
NO Consistency v
Calculate distance
b/w ideal solution
Obtain the weight criteria v
. Rank the alternatives
Selection of best criteria ~ |———

Figure 2. Proposed framework for secure development of software
Proposed Model

SDLC cycle have 5 phases in the series of software development. In this research work consider the requirement
engineering phase and list down the risk factors and from these risk factors determine the criteria for security. This
model is best for identifying risk factors and reduces the risks at early stage of SDLC which will save resources and
time both. The steps which are followed in this model are described below-

" Gathering requirement from the customers and stakeholder and build software requirement specification
(SRS) document.

. Follow all the four basic activities of requirement engineering i.e. requirement elicitation, specification,
validation and documentation.

. From these activities select the risk factors.

" Then List down all the criteria.

. Build a decision hierarchy.

" After completing the decision hierarchy go for the Fuzzy AHP-TOPSIS merger methodology.

. Calculate the weights of criteria and select best criteria among them [26].
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" Then calculate distance between best alternatives to fuzzy worst and fuzzy best solution.

" In the last step calculate the rank of alternatives.

" And according to rank of alternatives prioritize the process and go for the next phase of SDLC.
Fuzzy AHP

Fuzzy Analytical hierarchy process (AHP) is a widely used method for decision making problems. Fuzzy AHP
approach is used to calculate weights of criteria which are collected from risk factors. Fuzzy AHP organize the
problems in a hierarchical structure from higher level to lower level which are interconnected with each other [27].
The hierarchical structure divided into 3 majorly levels. Top level represents the objective and goal. Middle level
shows the criteria and related sub-criteria and last level represents the alternatives which are analogous with
criteria and its sub-criteria. The next step is to determine the Triangular fuzzy number (TFN) from the hierarchical
structure after it has been built. Then, the triangular fuzzy values are used to build a comparison matrix.

Chang [28] and Cheng [29] employed triangular fuzzy membership values for pair wise comparison by using FAHP
algorithm for calculating naval tactical system. Chang employed triangular fuzzy membership values for pair wise
comparison matrices [28] and Cheng employed FAHP algorithm for naval tactical system [29]. In this paper
triangular fuzzy membership (TFN) values are used to calculate the fuzzy weights. TFN values are lies between 0
and 1 as similar to fuzzy values [30]. In the table 1 linguistic values are split into strongly important equally
important, fairly important, absolute important, and weakly important etc. the membership functions of theses
linguistic values are calculated as using (1, 2) mathematical identities.

g (xymam[01] *##wrrres s rmrrrre e 1)

ua(x)={Q%P_QP+Pxe[P'Q]Q%R_Q%R xE[Q,R]} .................. (2)
P, Q, and R are equally assigned for triangular membership function as lower, middle and upper value respectively.

The TFN values are represented in figure 3.

u(x) K(x) = Membership Function
I
6] P Q R
(Lower) (Middle)  (Upper)

Figure 3. Triangular Membership Function (TFN)

Figure 3 shows the triangular membership functions in a graphical way. Experts assigned some of the numerical
values to all the linguistic values as shown in table 1.

Table 1. TFN represented in Linguistic Terms

. . . Membership Function
Security Assessment Scale Linguistic Terms P Funchi

(TFN’s)
1 Equally Important (1,1,1)
2 Immediate Values (1,2,3)
4 Between two (3,4,5)
6 Adjacent (5,6,7)
8 Scales (7,8,9)
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3 Weakly important (2,3,4)
5 Fairly important (4,5,6)
7 Strongly important (6,7,8)
9 Absolutely important (9,9,9)

Now, we convert numerical data into TFN using (3, 4, 5, 6) mathematical identities. @ij [TFN] calculated as

@1] = (P]], Q”, Rl]) ....................................... (3)
Where P; < Q; < Rj
P]] = min (]ljd) ........................................... (4)
Qij = (]i]l']ijz, ]1]3)% ................................. (5)
and Rl] = maX(]i]-d) .................................... (6)

To evaluate the geometric mean, we are using two methods by multiplying and adding two different fuzzy numbers
using (7-9) mathematical identities. Let two TFNs M1 and M2, M1 = (P;,Q;,R;) and M2 = (P,,Q,,R,)

(P, QR + (P, QR =(P,+ P, Qi+ Qu, Ry 4+ Ry (7)
(Pl' Ql! Rl) X (P2' QZI RZ) = (P1 X P2: Q1 X Qz ) Rl X Rz) .................. (8)
(P1, Q1,R1)-1=(1/R1, 1/Q1, 1/P1) ottt (9)

The column and row elements are divided into two halves to calculate the pair wise n*n comparison matrices using
the (10) mathematical identity.

The column and row elements are divided into two halves to calculate the pair wise n*n comparison matrices using
the (10) mathematical identity

A9 = [BLBS . BLBLES o B o BUBY o B (10)

Where Ef} shows the dth experts which give importance to the ith fact over the j fact. If two experts are presents then
the average of each expert is calculated by the (11) mathematical identity

Eij = 23:1 Eg ............................................................................. (11)

Next, using the (12) mathematical identity, take the average of all given factors in a hierarchy and update the
comparative metrics.

K = [Ell "'-Eln e ....E ....Enn] .......................................................... (12)

Calculate the fuzzy geometric mean and fuzzy weights of each factor after updating the comparison metrics by using
(13) mathematical identity

~ =~ 1,
0; = (ITj21 Bi, 1 =1,2,3 el (13)

Now, add all the geometric mean and calculate the fuzzy weight

M; =0; % (03 + 03 + 03 .. +0,) ™ e (14)
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In the last step defuzzification method is used to defuzzify the fuzzy weights by using center of area (COA) to
calculate best non- fuzzy performance (BNP) by (17) mathematical identity

(RB1-PB1)+(QB1-PB1)] N
3

BNPwD1 = !

Fuzzy TOPSIS

Fuzzy AHP-TOPSIS methodology has sequence of steps. Start with the first step which employed fuzzy AHP
methodology using mathematical identities from (1 to 16). In the second step construct the fuzzy design matrix by
using (18) mathematical identity and decides the ratings of the alternatives with respect to criteria of security which
is shown in table 2.

Table 2. Linguistic Scale for Rating

Linguistic Scale for Triangular Fuzzy Scale
Rating (TFN’s)
Very Poor (VP) (0,1,3)
Poor (P) (1,3,5)
Fair (F) (3,5,7)
Good (G) (5,7:9)
Very good (VG) (7,9,10)
o [X o Xap
A= N PO PR (18)
Xm1  Xmm
Where rows represents P, ... ... ..... P, and column represents R, ... ... ... R,

In the (19) mathematical identity fuzzy decision matrix is simplified and standardized which is represented as F.

F = [Fl]]m*n .......................................... (19)

Standardization of fuzzy decision matrix is done by (20) mathematical identity.

Ty = (P” 2 ﬁ),R; = max {Ry;i = 1,2,3, ...n}... (20)

W
Now, the weighted fuzzy standardize matrix (ST) is calculated by using (21) mathematical identity.

ST=[sty] i=12.mj=123 .n...(21)

m*n

Wherest;; = F;; x Mj; , in the next step calculate the fuzzy positive ideal solution (FIPS) and fuzzy negative ideal

solution (FINS). Both the best and worst case such as FIPSI* (supreme) and FINSI~ (worst) respectively is
calculated by using (22, 23) mathematical identity.

It =(%,.....t
=@ (559 PO (23)

Where t=(1, 1, 1) x M;;=(LM;, MM;, HM;) and st;; =(0, 0, 0), j=1, 2, 3...n. Now the area compensation technique is
used to calculate the distance for each alternative fromI*andI~ which is represented as Dj” andD; respectively by (24
and 25) mathematical identities.

Df =3, D (St sty)i=1,2,..m;j=123..n ... (24)
Dy =30, D(St,st)i=1,2,....m;j=123...n.... (25)

In the last step further options is developed to find the desired level of each factor by using the (26) mathematical
identity and calculate the most close coefficients (CoC;) .
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i _ 4 K.
CoCj=—F===1 Ki++Ki_,1_1,2,...,m .............. (26)

Ki.
—
RF+K;

Where

K =fuzzy degree satisfaction (in the ith alternative) and

e = fuzzy degree gap (in the ith alternative).

DATA ANALYSIS AND RESULTS

As security is a highly resolute matter in the digital world. So qualitative and quantitative both evaluation is
required to assess security in early phase of software development life cycle. Qualitative analysis has done by many
authors, but quantitative analysis is typical to done for security. In recent years, all organizations and businesses
have demanded software with low risk, excellent quality, and a quick delivery schedule. The fuzzy AHP-TOPSIS
methodology is used in this study to investigate security risks in requirement engineering.

The attributes of security in information technology have been explained in figure 1. In the methodology section
from (1-26) mathematical identities are explained which are used for calculating requirement engineering bases
security assessment using Fuzzy AHP-TOPSIS approach [31]. After that fuzzification is performed in which
numerical values are obtained from linguistic values. And these numerical values are used to build pair wise
comparison matrix.

This study's objective is to build a model based on a hybrid MCDM strategy for security attributes. Table 3 shows
the seven design attributes and their weights. DP1, DP2, DP3, DP4, DP4, DP5, DP6, and DP7 are represented as
design properties such as coupling, cohesion, polymorphism, encapsulation, inheritance, abstraction, and design
size respectively. These all seven properties are gathered and a questionnaire is prepared on these properties which
are viewed by experts. And based on their different reviews and comments the impact values are calculated.

Table 3. Attributes and 7 Security Risks

Seven Design Attributes Weights

Attributes
1.00000,1.00000, 0.48960, 0.41502, 0.22015, 0.30146, 0.60575,
DP1 1.00000,1.51570, 0.63720, 0.57043, 0.28071, 0.40610, 1.10653,
1.00000 1.93310 1.00000 1.00000 0.41502 0.80705 1.60883
1.00000, 0.57430, 0.3039, 0.20679, 0.16063, 0.30930,
DP2 ) 1.00000, 0.66570, 0.3936, 0.30521, 0.19609, 0.50743,
1.00000 0.80220 0.5661 0.50176 0.25031 1.00564
1.00000, 1.00000, 0.30009, 0.80027, 1.26019,
DP3 ) ) 1.00000, 1.31950, 0.43052, 0.87005, 1.82050,
1.00000 1.55180 0.80207 1.00000 2.43034
1.00000, 0.53860, 0.60083, 0.75003,
DP4 ) ) ) 1.00000, 0.91403, 1.05092, 1.34065,
1.00000 1.58360 1.68029 1.96011
1.00000, 0.41052, 0.94650,
DPS ) ) ) _ 100000, 0.63072, 1.10905,
1.00000 1.17091 1.24057
1.00000, 1.88081,
DPE ] ] ] ] ] 1.00000, 2.50508,
1.00000 3.10697
1.00000,
Dp7 ] ] ] ] ] ] 1.00000,

1.00000
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Table 4 shows the local weight which are calculated through fuzzy AHP for obtaining better accuracy. Table 5
shows the logistic values on the behalf of quantitative values for all the design properties. Then normalize the fuzzy
matrix by using TOPSIS analysis which is given in table 6 and table 7 and construct a final decision matrix. And
finally the normalized values are used to calculate the ranks of attributes.

Table 4. Local weight of attributes through fuzzy method

Seven Design

Attributes Local Weights Weights
DP1 1.00000 1.49120 0.69100 0.64100 0.30270 0.52680 1.16010 0.17330
DP2 0.67006 1.00000 0.67070 0.41403 0.37204 0.20033 0.64095 0.19970
DP3 1.44070 1.47071 1.00000 1.29077 0.49305 0.85200 1.83064 0.10310
DP4 1.56000 2.41037 0.7706 1.00000 0.96036 1.10204 1.35011 0.12710
DP5 3.30036 2.60853 2.0263 1.00378 1.00000 0.71702 1.10208 0.14140
DP6 1.89082 4.91808 1.17370 0.90710 1.39430 1.00000 2.38520 0.17890
DP7 0.85054 1.53907 0.54450 0.74010 0.90679 0.41925 1.00000 0.07650

Table 5. Subjective cognition results evaluators in linguistic terms
A1 A2 A3 Ag As A6
5.12000, 3.15000, 4.27000, 2.80020, 3.18000, 1.45000,
DP1 7.14000, 5.15000, 6.27000, 4.82000, 5.18000, 3.07000,

8.72000 6.90010 8.14000 6.80020 7.10000 4.91000
4.28000, 2.45000, 5.36000, 3.73000, 2.45000, 0.90010,
DP2 6.30070, 4.00450, 7.36000, 5.70030, 4.40050, 2.45000,
8.30070 6.40050 0.12000 7.50050 6.40050 4.40000
4.27000, 2.80020, 4.64000, 3.00000, 2.18000, 4.64000,
DP3 6.27000, 4.82000, 6.60040, 5.00000, 4.00090, 6.60040,
8.14000 6.80020 8.50050 7.14000 6.14000 8.50050
5.36000, 3.73000, 2.45000, 0.90010, 3.73000, 2.45000,
DP4 7.36000, 5.70030, 4.40050, 2.45000, 5.70030, 4.40050,
0.12000 7.50050 6.40050 4.40000 7.50050 6.40050
4.64000, 3.00000, 2.18000, 2.82000, 3.00000, 2.18000,
DPs5 6.60040, 5.00000, 4.00090, 4.60040, 5.00000, 4.00090,
8.50050 7.14000 6.14000 6.64000 7.14000 6.14000
3.12000, 2.40050, 3.50050, 1.82000, 2.40050, 3.50050,
DP6 5.00000, 4.40050, 5.50050, 3.73000, 4.40050, 5.50050,
7.14000 6.45000 7.45000 5.73000 6.45000 7.45000
5.36000, 2.64000, 2.90000, 2.80020, 2.64000, 3.10080,
DP7 7.36000, 4.64000, 4.80000, 4.64000, 4.64000, 5.10080,
9.09000 6.64000 6.70000 6.64000 6.64000 7.09000

Table 6. The Normalized Fuzzy Decision Matrix

Properties/
. A1 A2 A3 Ag As A6
Alternatives
Coupling DP1  0.56000, 0.41000, 0.30070, 0.23000, 0.39000, 0.20010,
0.78000, 0.68000, 0.62000, 0.40070, 0.62000, 0.45000,

0.90050 0.91000 0.89000 0.78000 0.80070 0.73000
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Cohesion DP2  0.46000, 0.32000, 0.39000, 0.20010, 0.42000, 0.20010,
0.60090, 0.58000, 0.62000, 0.45000, 0.69000, 0.46000,
0.00910 0.85000 0.80070 0.73000 0.95000 0.73000
PolymorphismDP3  0.46000, 0.37000, 0.42000, 0.20010, 0.32000, 0.13000,
0.60080, 0.60030, 0.69000, 0.46000, 0.59000, 0.36000,
0.80090 0.90000 0.95000 0.73000 0.86000 0.67000
EncapsulationDP4  0.50080, 0.49000, 0.32000, 0.13000, 0.29000, 0.40020,
0.80000, 0.75000, 0.59000, 0.36000, 0.54000, 0.60090,
1.00000 1.00000 0.86000 0.67000 0.82000 1.00000
Inheritance DP5 0.50000, 0.00390, 0.29000, 0.40020, 0.47000, 0.27000,
0.70020, 0.60060, 0.54000, 0.60090, 0.74000, 0.50060,
0.93000 0.94000 0.82000 1.00000 1.00000 0.86000
Abstraction DP6  0.30040, 0.32000, 0.47000, 0.27000, 0.32000, 0.47000,
0.54000, 0.50080, 0.74000, 0.50060, 0.50080, 0.74000,
0.78000 0.85000 1.00000 0.86000 0.85000 1.00000
Design-Size DP7  0.58000, 0.30040, 0.38000, 0.42000, 0.50000, 0.00390,
0.80000, 0.60010, 0.64000, 0.60090, 0.70020, 0.60060,
0.99000 0.87000 0.89000 1.00000 0.93000 0.94000
Table 7. Weighted Normalized Fuzzy Decision Matrix
Properties/
. Al A2 A3 A4 A5 A6
Alternatives
Coupling DP1 0.00076, 0.05006, 0.05001, 0.03100, 0.03000, 0.00036,
0.0013, 0.11004, 0.10004, 0.07800, 0.08002, 0.07002,
0.10079 0.17200 0.16008 0.14700 0.15100 0.16200
Cohesion DP2  0.04002, 0.02009, 0.00036, 0.01009, 0.01600, 0.05004,
0.00080, 0.00067, 0.07002, 0.05002, 0.05000, 0.10020,
0.16900 0.15800 0.16200 0.13500 0.13700 0.26000
PolymorphismDP3  0.05009, 0.04007, 0.05004, 0.02007, 0.015004, 0.04003,
0.10018, 0.10009, 0.10020, 0.08000, 0.0006,0.17800  0.09600,
0.24000 0.24300 0.26000 0.19700 0.19600
EncapsulationDP4  0.07007, 0.06005, 0.04003, 0.01007, 0.04009, 0.04000,
0.13001, 0.10023, 0.09600, 0.05900, 0.10008, 0.09005,
0.23000 0.22800 0.19600 0.15200 0.22100 0.24200
Inheritance DP5  0.07000, 0.00054, 0.04000, 0.05009, 0.04001, 0.02007,
0.12006, 0.11006, 0.09005, 0.12001, 0.10000, 0.08000,
0.27005 0.27800 0.24200 0.29600 0.20060 0.19700
Abstraction DP6  0.00044, 0.04001, 0.06001, 0.03400, 0.000032, 0.01007,
0.08008, 0.09005, 0.12001, 0.09001, 0.00089, 0.05900,
0.18002 0.19800 0.23300 0.20000 0.20000 0.15200
Design-Size DP7  0.10073, 0.10002, 0.11004, 0.12500, 0.11006, 0.05009,
0.18000, 0.10037, 0.14400, 0.15005, 0.15007, 0.12001,
0.34000 0.29900 0.30600 0.34400 0.34400 0.29600
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These all calculations are done on one project and impact of attribute is calculated and ranks are prioritized.
Similarly work has been done on 6 different-different projects and result is represented in below table 8 as the

degree of satisfaction.

Table 8. Closeness coefficient to the aspired level among the different alternatives

Alternatives d+i d-i Gap ggﬁ;ee of Di:r‘:’effft‘é’gl
Project 1 Al 1.254875 1.335553 0.51556 0.482484
Project 2 A2 0.697854 0.84550 0.54557 0.455484
Project 3 A3 0.785745 1.48554 0.65554 0.345746
Project 4 A4 2.1675847 1.48554 0.40557 0.6987593
Project 5 A5 2.0045895 1.53556 0.43554 0.5587466
Project 6 A6 0.4457885 0.39550 0.46555 0.6584535

DISCUSSION

In this Paper, the MCDM methodology was acknowledged to calculate the prioritization of security attributes
corresponding to its weighted values. A model is proposed to evaluate the impact and their priority. Table 8 shows
the degree of satisfaction which evaluated after calculation of AHP and TOPSIS that sets priority. This table is
achieved by the mathematical statement (22 to 26). The highest degree of satisfaction shows the highest priority
which means it has highest impact on the model which is shown in below graph and it has to be critically handled
when we developing a software.

08 Impact of attributes on different projects

0.6587559
D65 84535

0.5587465

ebB7 484
0 455484

0.4
0.345746

Project1 Project 2 Project 3 Project 4 Projects Project &

Attributes

Figure 4. Impact of attributes

From the above figure it has been concluded that A4 attribute has highest impact on project and A3 has lowest
impact. According to these results risks are handled and secure software is developed. The opinion on all the 7
security attributes has been gathered through the experts by the questionnaire. The experts came from software
industries and academics field of research who perfectly understands the present scenario of security. By utilizing
these opinions weights are calculated using hybrid methodology and its mathematical formulas and rankings are
given to each attributes. Hence to develop secure software these attributes and their priorities should be considered
carefully. The findings of this study is discussed below-

" Using requirement engineering to assess security will allow developers to focus on customer satisfaction.

" The fuzzy AHP-TOPSIS method and their mathematical statements, quantitative evaluation has been done
which will help in setting the priorities and calculating rank of each attributes.

. On the basis of rank of the security attributes the impact factor can be measure which will minimize and

handled critically while developing the software.
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" These ranks and impact factor helps to develop guidelines for developing to check their software prior to
launch in the market and develop highly secure software.
CONCLUSIONS

This study provides a comprehensive evaluation of security risks in requirements engineering by analyzing seven
software development projects. The findings reveal that a significant number of these systems are at high security
risks, underscoring an urgent need for improved mitigation strategies. To prioritize and analyze the impact of these
risks, the study introduces a novel hybrid approach combining the fuzzy AHP TOPSIS. This methodology, applied
for the first time in the software and information systems domain, demonstrates its effectiveness in determining the
severity and prioritization of security risks. The proposed fuzzy AHP-TOPSIS framework offers valuable insights
into the hierarchical structure of risk factors and their comparative impact, paving the way for more informed
decision-making in security risk management. Despite its contributions, the study acknowledges certain
limitations, such as the exclusion of some factors and attributes, which provide scope for future exploration. This
research opens new avenues for addressing unresolved issues in security risk assessment, offering a robust
foundation for enhancing security measures in software development practices.
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