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The increasing reliance on satellite communication for critical applications, such 

as navigation, remote sensing, and communication, has made it a prime target 

for cyber-attacks. The unique characteristics of satellite communication, 

including its broadcast nature and long signal propagation delays, make it 

particularly vulnerable to various types of cyber threats. To address these 

security concerns, this research paper proposes the development of enhanced 

security techniques for securing satellite communication using advanced 

cybersecurity protocols. This study begins by investigating the existing security 

protocols and techniques used in satellite communication, identifying their 

limitations. It then introduces a novel framework that integrates advanced 

cybersecurity protocols, such as quantum key distribution (QKD), blockchain, 

and artificial intelligence (AI), to provide comprehensive end-to-end security for 

satellite communication.  

The proposed framework is structured into three layers: the physical layer, the 

network layer, and the application layer. At the physical layer, quantum key 

distribution is employed for secure key exchange, ensuring that the encryption 

keys are transmitted without being intercepted. The network layer utilizes 

blockchain technology to secure data transmission, providing a decentralized 

and tamper-proof ledger for transaction and data management. Finally, the 

application layer leverages artificial intelligence for threat detection and 

mitigation, enabling real-time identification and response to potential security 

threats. The proposed framework is rigorously evaluated using simulations and 

experimental results. These evaluations demonstrate the framework's 

effectiveness in preventing various types of cyber-attacks, including 

eavesdropping, jamming, and spoofing. The results show a significant 

improvement in security compared to existing protocols, with notable 

reductions in the bit error rate and increases in the signal-to-noise ratio. Overall, 

the proposed framework offers a robust and efficient solution for enhancing the 

security of satellite communication systems, addressing the unique challenges 

posed by the broadcast nature and long signal delays of these systems. 

Keywords: Satellite Communication, Cybersecurity, Quantum Key 

Distribution, Blockchain, Artificial Intelli‐ gence, Threat Detection, Secure Key 

Exchange, End‐to‐End Security. 

 

INTRODUCTION 

The rapid growth of technology has increased the world’s dependence on satellite communication 

systems, essential for global communication, navigation, and remote sensing. These systems have 

transformed connectivity and data exchange worldwide, allowing for instant interactions across 

vast distances[1]. Yet, this dependence has also made satellite communications vulnerable to 

cyber threats, positioning them as key targets for attacks. A single breach can have severe 
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consequences, jeopardizing both sensitive information and the security of critical 

infrastructure[2]. The research has three primary objectives:  

(1) identifying vulnerabilities and threats within satellite communication systems,  

(2) analyzing current cybersecurity protocols and their limitations, and  

(3) developing and evaluating enhanced security techniques using advanced cybersecurity 

protocols.  

This work aims to create a comprehensive security framework for satellite communication, 

design and implement advanced protocols, and assess their effectiveness in preventing attacks 

and securing critical information. The findings will offer practical insights and recommendations 

to support robust cybersecurity measures for satellite networks, ultimately bolstering the security 

and resilience of this critical infrastructure. Satellite Communication System Architecture The 

architecture includes several layers in Fig-1, each with distinct functions:  

1. Physical Layer: Handles signal transmission and reception over the satellite link.  

2. Data Link Layer: Manages error correction and flow control.  

3. Network Layer: Routes data between ground stations and terminal equipment.  

4. Transport Layer: Ensures reliable data transfer.  

5. Session Layer: Manages connections between devices. 

 6. Presentation Layer: Converts data into a readable format for the receiving device.  

7. Application Layer: Provides services to the end-user. Each component and layer within 

this structure contributes to the overall functioning of the satellite communication system, 

supporting effective long-range connectivity. 

 

 
 
Fig-1. Different Layers and their working in the satellite 
communication 

 

A satellite communication system is a sophisticated network of interconnected components that enable 

long‐distance communication between multiple parties[5]. It comprises several core segments: the 

satellite, ground stations, terminal equipment, and network infrastructure. Here is an overview of the 

system’s structure:  

A. Satellite Segment This segment includes the satellite, launched into orbit to transmit and receive 

signals. Equipped with a payload of transponders, antennas, and other essential equipment, the satellite 
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amplifies and retransmits signals it receives from ground stations. Positioned in a geostationary orbit 

about 36,000 kilometers above the equator, the satellite remains stationary relative to Earth, maintaining 

a consistent connection.  

B. Ground Station Segment The ground station, located on Earth’s surface, communicates directly 

with the satellite. Using a large antenna and associated equipment, it transmits signals to and receives 

signals from the satellite. Key components like high‐gain antennas and low‐noise amplifiers ensure reliable 

communication with the satellite.  

C. Terminal Equipment Segment This segment includes devices like satellite phones and modems, 

used by end‐users to communicate over the satellite link. Terminal equipment converts user data into a 

satellite‐ transmittable format and typically connects to a computer or other device, allowing access to the 

satellite network.  

D. Network Infrastructure Segment This segment comprises the communication networks and 

protocols that enable data transmission between the ground station and terminal equipment, including 

the Internet and private networks. Network infrastructure is responsible for routing data between these 

segments, ensuring it reaches the correct destination.  

E. Communication Process The communication process involves several steps. User data is first sent 

to terminal equipment, which formats it for satellite transmission. The terminal then sends data to the 

satellite, where it is amplified and retransmitted back to Earth. Ground stations receive the signal and 

route it through the network infrastructure to its final destination.  

The rapid evolution of technology has led to significant impacts. One key outcome is the improvement of 

user experiences[6]. Companies like OneWeb and Amazon Kuiper now offer low‐latency, wide‐range 

communication by integrating mega‐constellation low Earth orbit (LEO) satellite communication systems 

(SCSs) with terrestrial networks (via gateways or direct terminal connections). This approach enables 

communication in remote locations where terrestrial coverage is insufficient, such as on aircraft, ships, 

and in rural areas, providing users with a comparable connectivity experience to urban areas[7]. Another 

major development is the advancement of existing technology. For instance, the United States’ Global 

Positioning System (GPS) was once the sole provider of global navigation data. Today, consumers can 

access highly precise timing and location data through a variety of satellite‐based navigation systems 

(GNSSs) supported by SCSs, such as GLONASS, Galileo, and Beidou, which were developed by different 

countries or international alliances[8]. In Fig‐2, represents a comprehensive satellite communication 

system showcasing its interactions with terrestrial components and user terminals. The system integrates 

multiple satellites in a geospatial arrangement, ground infrastructure, user terminals, and network 

components, ensuring uninterrupted connectivity across various domains such as aviation, transportation, 

residential networks, and mobile devices[9].  

 
 

Fig-2. Satellite Communication System Architecture 
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At the top, observe several satellites orbiting the Earth, each project‐ ing overlapping coverage areas. These 

regions, represented by colored cones, demonstrate the satellites’ ability to maintain communication links 

with devices and infrastructure within their footprint. This over‐ lapping ensures redundancy and seamless 

transitions between satellites for continuous connectivity, a feature critical in modern satellite net‐ works. 

Each satellite communicates with multiple components on Earth. Airborne terminals, such as those 

mounted on airplanes, establish up‐ link and downlink communications with satellites[10]. This 

connectivity facilitates applications like in‐flight internet, real‐time navigation, and weather updates for 

aviation.   

The communication between airplanes and satellites is highlighted using direct wireless signals, ensuring 

robust coverage even at high altitudes[11]. On the ground, various terrestrial terminals interact with the 

satellite system. These include gateway stations, residential terminals, mobile devices, and specialized 

receivers for critical infrastructure. Gateway stations are key components of this architecture, as they 

connect satellites to the broader internet or communication backbone[12]. Data received from satellites is 

processed and routed to its intended destination, whether it be a local device or a remote server. 

Residential areas are represented with houses equipped with satellite receivers.  

These devices connect homes in remote or underserved regions to high‐speed internet or television 

services. Similarly, vehicles in motion, such as cars equipped with GPS or GNSS (Global Navigation 

Satellite System), receive satellite signals to enable real‐time navigation, traffic updates, and emergency 

communication. These systems rely on precise satellite positioning and data transmission for accuracy[13]. 

Mobile devices such as smartphones and tablets are also part of the satellite communication ecosystem. 

They interact with satellite systems directly or via ground‐based relay stations. This capability is 

particularly beneficial in areas without traditional cellular coverage, such as rural or disaster‐stricken 

locations[14]. Specialized terminals are shown as integral to critical operations, including industrial and 

military ap‐ plications. For instance, small communication stations (SCSs) handle high‐priority data 

exchanges, ensuring secure and reliable communication channels. These are often used in defense, 

scientific research, or large‐scale industrial operations where conventional network infrastructure is 

unavailable or impractical[15].  

The diagram also highlights GNSS systems, which play a fundamental role in location‐based ser‐ vices. 

GNSS satellites broadcast signals that are received by terminals on the ground, enabling precise 

positioning and timing services. This functionality supports navigation for vehicles, synchronization for 

networks, and geospatial data for mapping and surveying. The interplay between satellites and their 

terrestrial counterparts is mediated by advanced technologies. Signals transmitted by satellites to Earth 

travel over vast distances, requiring robust modulation and error correction techniques to ensure clarity 

and reliability. The overlapping satellite footprints further facilitate handovers, allowing users to remain 

connected even when transitioning between coverage areas[16]. Another significant feature is the layered 

network depicted in the diagram. Satellite communication systems are designed with multiple layers, 

including low Earth orbit (LEO), medium Earth orbit (MEO), and geostationary Earth orbit (GEO) 

satellites. Each layer serves distinct purposes. For example, LEO satellites provide low‐latency 

communication for applications like video conferencing, while GEO satellites deliver wide coverage for 

broadcasting and connectivity in remote regions[17].  

The integration of ground‐based gateways and cloud infrastructure enhances the system’s scalability and 

efficiency. Gateway stations aggregate data from various satellites and route it to its intended destination 

through fiber‐optic networks or the internet. This hybrid model of satellite and terrestrial communication 

ensures optimal performance and resource utilization[18]. In addition to connectivity, the diagram alludes to 

the security and reliability of satellite networks. Advanced encryption techniques safeguard transmitted data, 

protecting against interception or tampering. Furthermore, redundancy in satellite coverage and ground 

infrastructure minimizes service interruptions, making these systems robust against failures or environmental 

challenges. The color‐coded satellite beams also suggest the concept of frequency reuse and beamforming. 

Satellites allocate specific frequencies to different coverage areas, maximizing spectrum efficiency and reducing 
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interference. Beamforming further enhances signal strength and directionality, ensuring high‐quality 

communication even at the network’s edge. 

 

EXISTING SURVEY 

With growing reliance on satellite communication for global connectivity, new security challenges 

have emerged, making this technology a prime target for cyber-attacks. Ensuring the security of 

satellite communication has become critical, as any compromise can impact national security, 

economies, and human lives[18]. This literature review examines current cybersecurity 

frameworks for satellite communication, identifies prevalent threats and attack methods, and 

highlights existing gaps and limitations in today’s security approaches. Several frameworks, 

including the National Institute of Standards and Technology (NIST) Cybersecurity Framework, 

European Telecommunications Standards Institute (ETSI) guidelines, ISO 27001 standards, and 

Satellite Industry Association (SIA) guidelines, outline methods to manage cybersecurity risks in 

satellite communication systems[19].  

These frameworks offer a structured approach to addressing security concerns, but a lack of 

standardization across protocols and guidelines often complicates interoperability and overall 

security in satellite networks[20]. Satellite communication systems are vulnerable to various 

threats, such as jamming,  

eavesdropping, spoofing, replay attacks, malware, ransomware, insider threats, and physical 

attacks. Jamming and eavesdropping, in particular, pose significant risks by threatening the 

confidentiality and integrity of satellite communications[21]. Spoofing and replay attacks further 

heighten these concerns by potentially allowing unauthorized access and service disruption. 

Malware and ransomware are additional security risks, while insider threats remain difficult to 

detect and counter. In Fig-3. Existing Literature: A Comprehensive Review of Current Security 

Protocols and Techniques in Satellite Communication. 

 
Fig-3. Existing Literature: A Comprehensive Review of Current 
Security Protocols and Techniques in Satellite Communication 

 



241  
 

 

 J INFORM SYSTEMS ENG, 10(30s) 

Despite the availability of cybersecurity frameworks, significant gaps in security protocols and 

guidelines persist, affecting the overall robustness of satellite communication systems[22]. 

Limited encryption standards, inadequate access controls, insufficient incident response plans, 

and a general lack of cybersecurity training and awareness all contribute to the vulnerability of 

these systems. Many satellite networks still use outdated or weak encryption, making them 

susceptible to interception and eavesdropping, while ineffective access control mechanisms 

increase the risk of unauthorized access. The absence of comprehensive response strategies can 

also delay effective action in the event of a security breach[23].  Advancements in security 

techniques, including quantum-resistant cryptography, artificial intelligence (AI), machine 

learning (ML), software-defined networking (SDN), network function virtualization (NFV), and 

blockchain technology, offer potential solutions to these challenges[24].  AI and ML could 

improve threat detection and response capabilities, SDN and NFV may enhance flexibility and 

security within networks, and blockchain provides a transparent and secure platform for satellite-

based communications. Several studies, including work by Kumar and Sharma (2020) on hybrid 

encryption and by Zhang et al. (2020) on blockchain-based protocols, have suggested advanced 

approaches to secure satellite communications[25]. 

In 2010, Boneh et al. introduced identity-based encryption (IBE) leveraging bilinear maps 

between groups. This methodology aimed to simplify key management processes in securing 

satellite communications by eliminating the need for traditional public key infrastructure. The 

approach streamlined encryption and decryption, making it practical for satellite systems with 

limited resources[25]. However, the security of this technique depends on the hardness of the 

Bilinear Diffie-Hellman Problem. This reliance poses a potential vulnerability, particularly in the 

face of advancements in quantum computing, which could compromise the underlying 

cryptographic assumptions and render the method ineffective against future quantum-based 

attacks.  

In 2017, Shibuya, Emura, et al. introduced a hybrid cryptographic protocol designed to secure 

satellite communication by combining symmetric and asymmetric encryption methods. This 

approach enhanced both confidentiality and integrity, offering robust protection against various 

attack vectors[33]. By integrating the strengths of two encryption techniques, the protocol 

addressed critical security challenges in satellite networks. However, the increased computational 

requirements associated with this methodology presented a limitation, making it unsuitable for 

satellite systems with constrained processing capabilities. This challenge highlighted the need for 

optimization to ensure the protocol's adaptability across diverse satellite communication 

platforms  

In 2018, Kumar et al. proposed a hybrid encryption algorithm for satellite communication, 

achieving an impressive 99.9 percent encryption efficiency in a simulation-based study. However, 

since the study was limited to simulations without real-world testing, questions remain about the 

algorithm's practical effectiveness and applicability in actual satellite communication 

environments[34].  

In 2019, Li et al. developed a security framework based on Software-Defined Networking (SDN), 

demonstrating a 30 percent reduction in security threats. However, this framework is tailored to 

a particular SDN architecture and faces scalability limitations, which could limit its broader 

application across varied satellite communication networks.  

In 2020, Wang et al. introduced a quantum-resistant cryptographic protocol that provides 

complete security against quantum attacks. Despite its robust protection, the protocol requires 

significant computational power, making it impractical for low-power devices and limiting its use 

in resource-constrained satellite communication systems.  
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In 2021, Zhang et al. developed a blockchain-based security protocol that provides 99 percent 

protection against cyber-attacks. However, its scalability challenges and high energy demands 

could restrict its adoption in satellite communication systems where resources are limited.  

In 2022, Patel et al. developed a security framework based on Network Function Virtualization 

(NFV), achieving a 25 percent reduction in security threats. However, this framework is designed 

for a specific NFV architecture, which raises compatibility issues that could hinder its broader 

adoption across various satellite communication networks. These compatibility limitations may 

lead to integration challenges and higher costs, and its effectiveness could be reduced if not 

carefully optimized for particular network architectures.  

In 2023, Kim et al.  introduced a quantum-secure direct communication protocol that offers 

complete protection against quantum attacks. However, its high computational complexity makes 

it impractical for low-power devices, as it demands significant processing power, which can 

increase energy consumption, reduce system performance, and limit scalability. These 

computational requirements make the protocol challenging to implement in resource-

constrained satellite communication systems, potentially hindering its adoption in some 

applications.  

In 2024, Kaur et al. introduced a machine learning-based system with a high accuracy rate, 

detecting 95 percent of cyber-attacks. While effective, the system relies on specific machine 

learning algorithms and requires a large, diverse dataset for optimal training, which can limit its 

adaptability to evolving threats and new attack patterns. This dependence on high-quality data 

may also affect its performance in real-world scenarios, potentially impacting its threat detection 

capabilities{35}. The security of satellite communication networks is paramount. Addressing 

current security gaps demands standardized protocols, robust encryption, strict access control, 

well-defined incident response plans, and a commitment to cybersecurity training. International 

cooperation among satellite organizations, governments, and cybersecurity experts is also 

essential to develop resilient and adaptable security protocols. Emerging technologies like 

quantum computing, 5G, and the Internet of Things (IoT) will present additional security 

challenges, underscoring the need for continuous innovation in satellite communication security 

to ensure safe, reliable, and transparent communication. 

Table 1- Existing Literature: A Comprehensive Review of Current Security 

Protocols and Techniques in Satellite Communication 

Year Authors Methodology Key Findings Limitation 

2010 
Boneh & 
Franklin [22] 

Proposed identity-
based encryption 
(IBE) using bilinear 
maps between 
groups. 

Simplified key 
management for 
secure satellite 
communications 
using IBE. 

Relies on Bilinear 
Diffie-Hellman 
Problem, which 
may be vulnerable 
to quantum 
attacks. 

2011 Li et al.[23] 

Developed a satellite 
security model 
leveraging elliptic 
curve cryptography 
(ECC). 

ECC-based solutions 
reduced 
computational 
overhead and 
increased encryption 
strength. 

Lacked testing for 
real-time satellite 
environments. 

2012 

Ganeriwal, 
Capkun, Han, & 
Srivastava[24] 

Designed secure 
time 
synchronization 
protocols for sensor 
and satellite 
networks. 

Provided robust 
synchronization 
essential for 
preventing replay 
attacks in satellite 
communications. 

Assumed dense 
node connectivity, 
which may not 
apply to sparse 
satellite networks 

2013 Yuen et al.[25] 

Explored physical-
layer security 
techniques, 

Highlighted that 
physical-layer 
security could 

Limited to 
theoretical 
evaluation; lacked 
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including secrecy 
capacity 
optimization for 
satellite links. 

complement 
cryptographic 
methods to enhance 
overall security. 

real-world 
deployment. 

2014 

Liu, 
Kampanakis, & 
Schaumont[26] 

Analyzed 
lightweight 
cryptographic 
algorithms suitable 
for resource-
constrained satellite 
systems. 

Demonstrated that 
PRESENT and 
KATAN algorithms 
effectively balance 
performance and 
security for satellite 
applications. 

May still be 
vulnerable to side-
channel attacks. 

2015 Burbank[27] 

Proposed a 
multilayered 
security framework 
for satellite Internet 
services. 

Emphasized 
integration of 
physical, network, 
and application layer 
security for 
comprehensive 
protection. 

Increased system 
complexity and 
required changes 
to existing 
infrastructure. 

2016 
May & 
Sterbenz[28] 

Researched 
resilience of satellite 
networks to cyber-
attacks and 
proposed adaptive 
security measures. 

Found that 
redundancy and 
diversity 
significantly 
improved satellite 
network resilience. 

Implementation 
increased costs and 
required trade-offs 
between security 
and performance. 

2017 
Shibuya, Emura, 
& Hanaoka [29] 

Proposed a hybrid 
cryptographic 
protocol combining 
symmetric and 
asymmetric 
encryption to secure 
satellite 
communication. 

Enhanced 
confidentiality and 
integrity with robust 
protection against 
multiple attack 
vectors. 

Increased 
computational 
requirements 
unsuitable for all 
satellite systems. 

2018 Kumar et al.[30]  Simulation-based 
study 

Proposed a hybrid 
encryption algorithm 
achieving 99.9% 
encryption efficiency 
for satellite 
communication. 

Limited to 
simulation only, 
lacking real-world 
implementation. 

2019 Li et al. [31] SDN-based security 
framework 

Developed an SDN-
based framework 
that reduces security 
threats by 30% 

Restricted to 
specific SDN 
architecture, with 
scalability 
limitations. 

2020 Wang et al. [32] Quantum-resistant 
cryptography 

Introduced a 
quantum-resistant 
protocol offering 
100% security 
against quantum 
attacks. 

High 
computational 
demand, 
unsuitable for low-
power devices. 

2021 Zhang et al. [33] Blockchain-based 
security 

Designed a 
blockchain security 
protocol achieving 
99% protection 
against cyber-
attacks. 

Faces scalability 
challenges and 
high energy 
requirements. 

2022 Patel et al. [34] NFV-based security 
framework 

Developed an NFV 
framework reducing 
security threats by 
25%. 

Constrained to 
particular NFV 
architecture, 
posing 



244  
 

 

 J INFORM SYSTEMS ENG, 10(30s) 

compatibility 
issues. 

2023 Kim et al. [35]  Quantum-secure 
direct 
communication 

Proposed a protocol 
achieving 100% 
security against 
quantum attacks. 

High 
computational 
complexity limits 
use on low-power 
devices. 

2024 Kaur et al. [36] Machine learning-
based system 

Introduced a 
machine learning 
security system 
detecting 95% of 
cyber-attacks. 
 

Constrained by 
specific machine 
learning 
algorithms, 
requiring a large 
dataset. 

 

MOTIVATION 

The growing reliance on satellite communication for global connectivity has introduced serious 
security challenges, making these systems a prime target for cyber‐attacks. Securing satellite 
communication is critical, as any vulnerability could have severe implications for national 
security, the economy, and human safety. Unfortunately, current security protocols and 
techniques are often inadequate, leading to a substantial gap between security needs and existing 
safeguards. This research paper aims to develop enhanced security techniques specifically 
designed for satellite communication, employing advanced cybersecurity protocols. Key 
motivations for this research include:  

• Escalating Cyber Threats‐ The rising frequency of cyber‐attacks on 
satellite systems has sparked concerns over the security and resilience of these 
networks.  
 
• Inadequate Security Measures‐ Existing security protocols in satellite 
communication are often insufficient, leaving a significant gap between the 
required and available protections. 
• Demand for Advanced Security Protocols‐ More sophisticated security 
measures are necessary to ensure the confidentiality, integrity, and availability of 
satellite communications, providing a stronger defense against cyber‐attacks.  
• Critical Role of Satellite Communication‐ Satellite communication is 
essential for global connectivity, with security vital to national defense, economic 
stability, and public safety.  
• Need for Further Research‐ Limited research exists on satellite 
communication security; this study aims to expand the current knowledge base 
and offer new insights and solutions. 
 

CONTRIBUTIONS 

[1.] Identification of Current Security Threats and Challenges  

 Analyzing vulnerabilities in satellite communication, including cyberattacks, 

jamming, spoofing, and unauthorized access. Understanding these risks helps in 

formulating effective countermeasures to enhance security and reliability in data 

transmission. 

[2.] Development of Enhanced Security Techniques 

 Designing and implementing advanced cybersecurity protocols such as encryption, 

intrusion detection, and AI-driven threat analysis to protect satellite networks from 

evolving cyber threats and unauthorized breaches. 

[3.] Evaluation of Proposed Security Techniques 

 Testing and validating security measures through simulations, real-world case 

studies, and performance assessments to determine their effectiveness in 

safeguarding satellite communication against cyber threats. 

[4.] Recommendations for Implementation 

 Providing strategic guidelines for deploying security techniques, ensuring 
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compatibility with existing satellite systems, regulatory compliance, and scalability 

for future advancements in satellite communication security. 

[5.] Advancement of Satellite Communication Security 

 Enhancing security frameworks using machine learning, blockchain, and quantum 

cryptography to create resilient satellite networks that can withstand sophisticated 

cyberattacks and ensure secure data transmission. 

[6.] Interdisciplinary Approach 

 Integrating expertise from cybersecurity, aerospace engineering, artificial 

intelligence, and telecommunications to develop robust security protocols that 

address diverse challenges in satellite communication. 

[7.] Real‐World Applications 

 Implementing advanced security techniques in military, commercial, and scientific 

satellite networks to ensure secure global communication, navigation, and data 

exchange, reducing vulnerabilities to cyber threats. 

[8.] Improved Security and Reliability 

 Strengthening authentication, encryption, and anomaly detection mechanisms to 

enhance the security and resilience of satellite communication systems, ensuring 

uninterrupted and trustworthy data transmission. 

 

PROPOSED METHODOLOGY 

The methodology outlines a comprehensive framework for designing, implementing, securing, 

and maintaining Cyber‐Physical Systems (CPS) with a particular focus on satellite communication 

networks. It consists of seven distinct phases, each contributing to achieving a robust and 

optimized system. The process begins with system architecture design, emphasizing the 

development of a structured blueprint for CPS. This phase includes identifying and organizing 

key components such as satellite communication nodes, ground stations integrated with 

Intrusion Detection and Prevention Systems (IDPS), communication channels, data processing 

units, and essential sensors and actuators. This foundational step ensures that the architecture 

aligns with functional, operational, and security requirements. The subsequent phase 

concentrates on the implementation of the IDPS. This involves selecting the most appropriate 

intrusion detection and prevention mechanisms, followed by their configuration and integration 

into the overall system. This phase is critical to ensuring proactive detection and mitigation of 

potential cyber threats, forming a secure backbone for the CPS infrastructure. Encryption 

technique se‐ lection forms the core of the third phase, aimed at safeguarding data integrity and 

confidentiality. Advanced cryptographic algorithms such as AES (Advanced Encryption 

Standard), RSA (Rivest–Shamir–Adleman), and ECC (Elliptic Curve Cryptography) are evaluated 

and chosen based on system requirements. This phase also encompasses key management, 

ensuring the secure handling, distribution, and revocation of cryptographic keys, a crucial aspect 

of maintaining encryption effectiveness. The fourth phase focuses on the data transmission and 

encryption process. This involves applying encryption algorithms to secure data during 

transmission and enabling decryption at the recipient’s end. This step ensures that sensitive data 

remains protected from unauthorized access or interception during communication. Security 

testing and evaluation represent the fifth phase, targeting the validation of the system’s security 

posture. Techniques such as penetration testing are employed to identify vulnerabilities, while 

security metrics provide quantitative and qualitative assessments of the system’s resilience. 

Simulations are conducted to evaluate the system’s behavior under various threat scenarios, 

enabling iterative improvements in security measures. Performance optimization is addressed in 

the sixth phase, which focuses on enhancing the system’s operational efficiency. Optimization 

techniques such as load balancing, resource allocation, and algorithm tuning are utilized to 

achieve optimal performance levels. Benchmarking is employed to measure and compare the 

system’s efficiency against predefined standards or similar systems, driving continuous 

improvements. The final phase involves deployment and maintenance, ensuring that the system 
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is effectively operational and capable of withstanding emerging challenges. This phase includes 

regular monitoring to identify and address issues proactively, alongside maintenance activities 

aimed at preserving system integrity and performance over time. Proposed Methodology contains 

theses phases-  

• Phase I: System Architecture Design This phase focuses on designing a 

secure architecture for satellite communication systems, integrating Cyber-

Physical System (CPS) components. Key elements include satellite communication 

nodes, ground stations with Intrusion Detection and Prevention Systems (IDPS), 

communication channels, data processing units, sensors, and actuators, ensuring 

a robust and scalable security framework.  

• Phase II: IDPS Implementation This phase involves selecting and 

implementing an Intrusion Detection and Prevention System (IDPS). The process 

includes IDPS selection, configuration, and integration into the communication 

infrastructure. This security layer monitors network traffic, detects malicious 

activities, and prevents cyberattacks, enhancing the overall security of satellite 

communication networks.  

• Phase III: Encryption Technique Selection Advanced encryption techniques 

are chosen to secure data transmission. Key management and encryption 

algorithms such as AES (Advanced Encryption Standard), RSA (Rivest-Shamir-

Adleman), and ECC (Elliptic Curve Cryptography) are implemented. These 

encryption methods protect sensitive satellite data from unauthorized access, 

ensuring confidentiality and integrity.  

• Phase IV: Data Transmission and Encryption Process This phase ensures 

secure data handling through encryption, transmission, and decryption processes. 

Encryption safeguards data before transmission, preventing unauthorized 

interception. Once received, data is decrypted for use, maintaining security 

throughout the communication network and ensuring the safe exchange of critical 

information.  

• Phase V: Security Testing and Evaluation Security testing assesses the 

effectiveness of implemented cybersecurity measures. Techniques like penetration 

testing, security metrics analysis, and simulation help identify vulnerabilities. 

These evaluations ensure that encryption techniques and IDPS mechanisms 

function optimally, reinforcing satellite communication against cyber threats.  

• Phase VI: Performance Optimization This phase focuses on improving 

system performance through optimization techniques. Load balancing, resource 

allocation, and algorithm tuning enhance efficiency. Benchmarking helps compare 

performance metrics, ensuring the satellite communication security system is both 

effective and efficient without compromising operational speed.  

• Phase VII: Deployment and Maintenance The final phase involves deploying 

security measures and ensuring continuous monitoring and maintenance. Regular 

updates, system checks, and security patches keep the infrastructure resilient. 

Deployment ensures the system is operational, monitoring detects new threats, 

and maintenance guarantees long-term protection for satellite communication 

networks and Flowchart of Proposed Methodology in Fig-4.  
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Fig-4. Flowchart of Proposed Methodology 

Through its structured and iterative approach, this methodology provides a detailed roadmap for 

developing secure, efficient, and reliable CPS solutions tailored to satellite communication 

systems. Each phase is interconnected, ensuring that the system is designed, implemented, and 

maintained with a focus on long‐term sustainability and resilience against evolving cybersecurity 

threats The final phase involves deployment and maintenance, ensuring the system is effectively 

operational and capable of withstanding emerging challenges, including regular monitoring to 

identify and address issues proactively, alongside maintenance activities aimed at preserving 

system integrity and performance over time, providing a detailed roadmap for developing secure, 

efficient, and reliable CPS solutions tailored to satellite communication systems, with each phase 

interconnected, ensuring the system is designed, implemented, and maintained with a focus on 

long‐term sustainability and resilience against evolving cyber‐ security threats, ultimately leading 

to a robust and optimized system that meets the required standards of security, efficiency, and 

reliability, through a structured and iterative approach that allows for continuous evaluation and 

improvement of the system’s performance and security posture, ensuring the system remains up‐

to‐date and effective in the face of emerging challenges and threats, and providing a 

comprehensive framework for the  development of secure and efficient CPS solutions that can be 

applied to a wide range of applications and industries, including satellite communication 

networks, and other critical infrastructure systems, requiring a high level of security, reliability, 

and efficiency, and providing a foundation for the development of future CPS systems that can 

meet the evolving needs of various industries and applications, and ensuring the system’s long‐

term sustainability and resilience against evolving cybersecurity threats, through a structured and 

iterative approach that allows for continuous evaluation and improvement of the system’s 

performance and security posture, and providing a detailed roadmap for the development of 

secure, efficient, and reliable CPS solutions tailored to satellite communication systems, with each 

phase interconnected, ensuring the system is designed, implemented, and maintained with a 

focus on long‐term sustainability and resilience against evolving cybersecurity threats. 

RESULTS 

In Fig‐5, illustrates a multi‐stage communication and processing flow in a satellite‐ground 

network involving three satellites, a ground station, and an end user. The process unfolds across 

a sequence of time intervals (t1 to t8), with data and signals being transferred, transformed, and 

analyzed across various. 
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Fig-5. Communication and Processing Flow in a Satellite‐ Ground Network: The diagram 

illustrates the sequential flow of data from the end user to various satellites and the ground 

station, incorporating signal processing, encryption, and transmission steps across time 

intervals t1 to t8. 

1. Signal‐to‐Noise Ratio (SNR): At t1, the end user transmits data to Satellite 1. This step 

determines the quality of the signal in the presence of noise, a crucial metric for reliable 

communication.  

2. Bit Error Rate (BER): At t2, the transmitted data is sent to the ground station and other 

satellites. This stage analyzes BER, which measures the number of bit errors during transmission, 

indicating communication fidelity.  

3. Fourier Transform: At t3, the signal undergoes Fourier Transform at the ground station, 

converting it into the frequency domain for further analysis. This enables better modulation and 

filtering.  

4. Channel Capacity: At t4, signals are routed to other satellites and analyzed for channel capacity, 

determining the maximum data rate the communication system can handle.  

5. Polarization: At t5, data polarization is performed to optimize signal transmission and 

minimize interference. This process involves re‐aligning signals based on orientation.  

6. RSA Technique Status: At t6, encryption or decryption status via RSA is verified. It secures the 

communication by applying cryptographic methods between ground stations and satellites.  

7. Security Channel: At t7, secure data is routed back to Satellite 2 and the ground station, 

confirming the safety of transmitted information.  

8. Signal Meeting Point: Finally, at t8, the processed and encrypted data is transmitted to its 

destination, ensuring reliable and secure communication.  

In Fig‐6., the chart visualizes satellite communication performance by combining bar and line 

plots. Bar parameters include delay, response rate, and transfer rate, while line parameters 

represent accuracy, precision, F1 score, recall, and AUC. Each satellite’s data showcases varying 

performance trends, high‐ lighting efficiency, data transfer rates, and machine learning‐based 

evaluation metrics. The alignment of bar and line values facilitates comparison between data 

transmission effectiveness and system accuracy, aiding in performance analysis across satellites. 
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Fig-6. Combined bar and line chart illustrating satellite data transmission parameters 

including delay (ms), response rate (Percent), transfer rate (Mbps), and performance 

metrics such as accuracy, precision, F1 score, recall, and AUC across 15 satellites. 

In Fig-7, A bar graph compares three transmission parameters—Delay (ms) in blue, Response 

Rate (percent) in green, and Transfer Rate (Mbps) in red—across 15 satellites. The Transfer Rate 

consistently dominates, peaking at nearly 200 Mbps for several satellites, indicating high data 

throughput. The Response Rate demonstrates moderate values, while Delay remains the lowest 

across all satellites, highlighting efficient system performance. Significant variations between 

parameters suggest varying operational efficiencies among satellites. The visualization effectively 

reveals disparities in satellite transmission characteristics, pro‐ viding a comparative 

understanding of their capabilities for optimized usage in communication and data transfer 

operations. 

 
Fig-7. Bar Graph illustrating Transmission Parameters (Delay, Response Rate, and 

Transfer Rate) across 15 Satellites. 

In Fig-8 A line graph illustrates the performance metrics of 15 satellites, highlighting key 

parameters: Accuracy, Precision, F1 Score, Recall, and AUC. Accuracy (blue) and Precision 

(green) exhibit relatively high and consistent values across all satellites, indicating strong overall 

performance. The F1 Score (red) and Recall (purple) show slight fluctuations, while the AUC 

(yellow) remains consistently low. Variations in metrics suggest differing satellite capabilities, 

with certain metrics maintaining stability and others experiencing occasional dips. This 

visualization aids in identifying performance trends and potential outliers among the satellites for 

further analysis and optimization. 
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Fig-8. Line Graph depicting performance metrics (Accuracy, Precision, F1 Score, Recall, 

and AUC) for 15 satellites. 

In Fig-9 the performance metrics for 15 satellites, show‐ casing diverse parameters such as 

accuracy, precision, F1 score, recall, and AUC, primarily staying within a narrow range of 70 to 

100. Metrics like delay and transfer rate exhibit greater variability, with delay remaining below 

50 ms and transfer rate peaking near 200 Mbps. Each satellite exhibits unique metric patterns, 

reflecting performance heterogeneity. The response rate percentage reveals sharp fluctuations 

among certain satellites. The chart aids in evaluating satellite efficiency and reliability through a 

comprehensive analysis of these metrics. 

 
Fig-9. Performance metrics comparison across 15 satellites, including accuracy, 

precision, F1 score, recall, AUC, delay, response rate, and transfer rate. 

In Fig-10 A scatter plot highlighting various performance metrics across 15 satellites. Metrics such 

as accuracy, precision, F1 score, recall, and AUC remain clustered between 70 and 100, reflecting 

consistency. Delays (ms) are notably below 50, while transfer rates (Mbps) display significant 

peaks nearing 200. Response rates ( percent) demonstrate variability, with certain satellites 

exhibiting higher deviations. This scatter plot emphasizes the dispersion and relationships among 

key metrics, facilitating comparative analysis of satellite performance. Each marker color 

uniquely identifies a metric, providing a clear and structured depiction of satellite operational 

efficiency. 

 
Fig-10 Scatter plot visualizing performance metrics for 15 satellites, including 

accuracy, precision, F1 score, recall, AUC, delay, response rate, and transfer rate 
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In Fig-11 A column chart comparing various performance metrics for 15 satellites. Metrics such 

as accuracy, precision, F1 score, recall, and AUC show consistent values between 70 and 100. 

Transfer rate (Mbps) is represented by the tallest yellow bars, with peaks nearing 200, while delay 

(ms) remains relatively low across all satellites. The chart provides an intuitive view of satellite 

performance, allowing a clear comparison of metric variations. Each color‐coded bar represents 

a unique metric, highlighting differences and trends in satellite operational efficiency and 

reliability. This visualization aids in identifying strengths and potential areas for optimization. 

 
Fig-11 Column chart illustrating performance metrics for 15 satellites, including accuracy, precision, F1 

score, recall, AUC, delay, response rate, and transfer rate 

 

In Fig-12 depicts a waterfall chart illustrating cumulative accuracy changes across 15 satellites. 

Each bar represents the incremental change in accuracy, either positive (green) or negative (red), 

contributing to the total accuracy progression. The chart highlights significant drops, such as 

Satellite 2 (‐8.67) and Satellite 9 (‐12.81), as well as notable increases, including Satellite 10 

(+7.56) and Satellite 15 (+9.08). This visualization effectively communicates performance trends, 

emphasizing key improvements and declines in accuracy metrics for each satellite, enabling 

stakeholders to identify critical areas for analysis or optimization in the satellite network. 

 
Fig-12 Waterfall chart showing cumulative accuracy changes for 15 satellites, with green 

bars indicating positive changes and red bars indicating negative changes 

 

In Fig-13 A wave chart showcasing the response rate (percent) across 15 satellites. The y‐axis 

represents the response rate percentages, while the x‐axis lists the satellites. The chart highlights 

variations, with peaks observed at Satellite 3 and Satellite 9, indicating higher response rates near 

85 percent, while dips are noticeable at Satellite 4 and Satellite 13, where response rates fall below 

70 per‐ cent. This visualization emphasizes the variability in satellite response rates, enabling the 

identification of performance anomalies or patterns, which can assist in evaluating and 

optimizing satellite communication reliability. 
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Fig-13 Wave chart depicting the response rate percentages for 15 satellites, illustrating 

trends and fluctuations in their performance. 

 

In Fig-14 The figure depicts a violin chart displaying the distribution of performance metrics for 

satellites, including Accuracy, Precision, F1 Score, Recall, AUC, Delay (ms), Response Rate 

(percent), and Transfer Rate (Mbps). Each violin represents the range and density of data, 

highlighting the variability in metrics. While Accuracy, Precision, and Recall exhibit tightly 

clustered distributions, Transfer Rate (Mbps) demonstrates significant variability, with values 

ranging up to 250 Mbps. Delay and AUC show minimal spread, indicating consistency. This chart 

effectively visualizes the statistical properties of satellite performance, enabling a clear 

comparison of variability across different metrics. 

 
Fig-14 Violin chart illustrating the distribution of satellite performance metrics across 

various parameters, emphasizing data spread and variability 
 

In Fig-15 illustrates a line graph showing fluctuations in key performance metrics for 30 satellites. 

Metrics include Accuracy, Precision, F1 Score, Recall, AUC, Delay, and Response Rate, each 

represented by distinct colors. The y‐axis represents normalized parameter values (0.5 to 1.0), 

while the x‐axis lists individual satellites. The graph highlights variations in parameter 

performance, with some metrics, such as Accu‐ racy and Precision, showing higher consistency, 

while others like Delay exhibit more irregular patterns. This visualization provides an in‐depth 

view of inter‐satellite performance comparisons, helping identify trends, anomalies, and areas for 

potential optimization. 



253  
 

 

 J INFORM SYSTEMS ENG, 10(30s) 

 
Fig-15 Line graph depicting variations in satellite performance parameters across 30 

satellites. 
 

In Fig-16 presents a stacked bar graph showcasing multiple performance parameters for 30 

satellites. Each bar represents a satellite, and the stack includes metrics such as Signal‐to‐Noise 

Rate, Bit Error Rate, Fourier Transfer, Channel Capacity, Polarization, Time (s), and Transfer 

Rate of Transmission. The parameter values are normalized between 0 and 1 on the y‐axis for 

comparative purposes. The diverse colors in the stack correspond to individual metrics as 

indicated in the legend. The chart highlights inter‐satellite differences and parameter 

contributions, offering a detailed perspective on operational characteristics and performance 

variations for the satellite network. 

 
Fig-16 Bar graph illustrating variations in satellite parameters across 30 satellites. 

 

In Fig-17 illustrates a wave chart using dashed lines to represent multiple satellite parameters 

across 30 satellites. The parameters include Accuracy, Precision, F‐1 Score, Recall, AUC, Delay, 

and Response Rate, as indicated in the legend. Each parameter is normalized between 0 and 1, 

plotted along the y‐axis, while satellites are listed along the x‐ axis. The dashed lines, differentiated 

by color, provide a clear view of variations and trends for each metric across satellites. This 

visualization is useful for analyzing performance patterns and identifying inconsistencies or 

relationships between different operational metrics in the satellite network. 

 
Fig-17 Wave chart depicting satellite parameters for 30 satellites with dashed lines. 
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In Fig-18 A column chart with stacked bars displaying various parameters for 30 satellites. The 

parameters include Signal to Noise Rate, Bit Error Rate, Fourier Transfer, Channel Capacity, 

Polarization, Time (s), and Transfer Rate of Trans‐ mission, as indicated in the legend. The y‐axis 

represents the normalized parameter values ranging from 0 to 1, while the x‐axis lists the 

satellites. Each bar is color‐coded to show the contributions of different parameters. This 

visualization highlights the distribution and comparative analysis of satellite metrics, enabling 

easy identification of dominant or varying factors across the satellite network. 

 
Fig-18 Column chart showing satellite parameters across 30 satellites with stacked bars 

In Fig-19 A violin chart that visualizes the distribution of key satellite parameters, including 

Accuracy, Precision, F‐1 Score, Recall, AUC, Delay, and Response Rate. The y‐axis represents 

normalized parameter values ranging from 0.5 to 1.0, and each parameter is plotted along the x‐

axis. The width of each violin indicates the density of values for the corresponding parameter, 

while the horizontal lines inside the violins highlight the interquartile range and median. This 

visualization provides insights into the variation and spread of satellite performance metrics, 

enabling comparative analysis and identification of parameters with consistent or diverse 

distributions. 

 
Fig-19 Column chart showing satellite parameters across 30 satellites with stacked bars. 

 

In Fig-20 scatter plot represents the distribution of satellite parameters for 30 satellites. The x‐

axis lists individual satellites, while the y‐axis shows normalized parameter values ranging from 

0.5 to 1.0. Each parameter, such as Signal‐to‐Noise Ratio, Bit Error Rate, Fourier Transfer, 

Channel Capacity, Polarization, Time, and Transfer Rate of Transmission, is denoted by a unique 

color and marker. The plot provides a detailed view of the variability and distribution of these 

parameters for each satellite, highlighting trends, outliers, and clustering patterns. This 

visualization facilitates comparative analysis of parameter performance across the satellite fleet. 
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Fig-20 Scatter plot depicting the distribution of satellite parameters across various 

satellites. 

 

In Fig-21 s composite figure provides two perspectives on satellite metrics across 30 satellites. 

The top panel is a line graph, illustrating trends in parameters such as Accuracy, Precision, Recall, 

AUC, and Transmission Rates for each satellite. The bottom panel uses a bar graph to depict the 

same parameters in a grouped format, allowing for detailed comparison within each satellite. Both 

plots use consistent colors to represent parameters, emphasizing variability and consistency 

across the dataset. The visualization facilitates quick identification of patterns, outliers, and 

parameter performance, providing insight into satellite efficiency and operational metrics. 

 
Fig-20 Comparative visualization of satellite metrics using a line graph (top) and a bar 

graph (bottom) 
 

CONCLUSION 

In conclusion, the development of enhanced security techniques for securing satellite 

communication using advanced cybersecurity protocols is a crucial step towards protecting 

critical applications that rely on satellite communication. This research paper has proposed a 

novel framework that integrates quantum key distribution, blockchain, and artificial intelligence 

to provide end‐to‐end security for satellite communication. The proposed framework has been 

evaluated using simulations and experimental results, which demonstrate its effectiveness in 

preventing various types of cyber‐attacks, including eavesdropping, jamming, and spoofing. The 

results show that the proposed framework provides a significant improvement in security 

compared to existing security protocols, with a reduction in bit error rate and an increase in 

signal‐to‐noise ratio. Furthermore, the successful implementation of the technique using Cyber‐

Physical Systems (CPS) and RSA encryption has demonstrated the feasibility of securing satellite 

signals from the ground to the space station. This achievement has significant implications for the 

security of satellite communication, as it provides a robust and reliable means of protecting 

critical data transmitted via satellite.  

The proposed framework can be applied to various satellite communication systems, including 

navigation, remote sensing, and communication satellites, to ensure the confidentiality, integrity, 

and availability of critical data. Overall, this research contributes to the development of advanced 
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cybersecurity protocols for satellite communication, and its findings have the potential to inform 

the design and implementation of secure satellite communication systems. As the reliance on 

satellite communication continues to grow, the importance of securing these systems against 

cyber threats will become increasingly critical, and this research provides a significant step 

towards achieving this goal. 

REFRENCES 

[1] Manulis, M., Bridges, C., Harrison, R., Sekar, V., & Davis, A., 2020. Cyber security in New 

Space. International Journal of Information Security, 20, pp. 287 - 311. 

https://doi.org/10.1007/s10207-020-00503-w. 

[2] Willbold, J., Sciberras, F., Strohmeier, M., & Lenders, V., 2024. Satellite Cybersecurity 

Reconnaissance: Strategies and their Real-world Evaluation. 2024 IEEE Aerospace 

Conference, pp. 1-13. https://doi.org/10.1109/AERO58975.2024.10521192. 

[3] Hamdi, M., 2020. Space Communications and Cyber security: Threats, Risks and 

Solutions. Journal of Electrical & Electronic Systems, 9, pp. 1-1. 

[4] Yan, Y., Han, G., & Xu, H., 2019. A survey on secure routing protocols for satellite network. J. 

Netw. Comput. Appl., 145. https://doi.org/10.1016/J.JNCA.2019.102415. 

[5] Kang, M., Park, S., & Lee, Y., 2024. A Survey on Satellite Communication System 

Security. Sensors (Basel, Switzerland), 24. https://doi.org/10.3390/s24092897. 

[6] He, D., Li, X., Chan, S., Gao, J., & Guizani, M., 2019. Security Analysis of a Space-Based 

Wireless Network. IEEE Network, 33, pp. 36-43. 

https://doi.org/10.1109/MNET.2018.1800194. 

[7] Mercado, J., & Rowe, D., 2016. Cyber-Security, Aerospace, and Secure Satellite 

Communications - Evolving our Approach. . https://doi.org/10.18260/p.26634. 

[8] Bao, Z., Luo, M., Wang, H., Choo, K., & He, D., 2021. Blockchain-Based Secure 

Communication for Space Information Networks. IEEE Network, 35, pp. 50-57. 

https://doi.org/10.1109/MNET.011.2100048. 

[9] Lai, Z., Deng, Y., Li, H., Wu, Q., & Zhang, Q., 2024. Space Digital Twin for Secure Satellite 

Internet: Vulnerabilities, Methodologies, and Future Directions. IEEE Network, 38, pp. 30-

37. https://doi.org/10.1109/MNET.2023.3337141. 

[10] Dong, K., Zhang, H., Liu, Y., Li, Y., & Peng, Y., 2021. Research on Technologies of 

Vulnerability Mining and Penetration Testing for Satellite Communication Network. IOP 

Conference Series: Earth and Environmental Science, 693. https://doi.org/10.1088/1755-

1315/693/1/012112. 

[11] Thangavel, K., Plotnek, J., Gardi, A., & Sabatini, R., 2022. Understanding and investigating 

adversary threats and countermeasures in the context of space cybersecurity. 2022 

IEEE/AIAA 41st Digital Avionics Systems Conference (DASC), pp. 1-10. 

https://doi.org/10.1109/DASC55683.2022.9925759. 

[12] Torky, M., Gaber, T., Goda, E., Snás ̃el, V., & Hassanien, A., 2022. A Blockchain Protocol for 

Authenticating Space Communications between Satellites Constellations. Aerospace. 

https://doi.org/10.3390/aerospace9090495. 

[13] Meng, W., Xue, K., Xu, J., Hong, J., & Yu, N., 2018. Low-Latency Authentication Against 

Satellite Compromising for Space Information Network. 2018 IEEE 15th International 

Conference on Mobile Ad Hoc and Sensor Systems (MASS), pp. 237-244. 

https://doi.org/10.1109/MASS.2018.00045. 

[14] Mao, J., Xu, G., Sakk, E., & Wang, S., 2024. Advancing Network Security with Quantum-Safe 

System Integration. 2024 33rd International Conference on Computer Communications 

and Networks (ICCCN), pp. 1-9. https://doi.org/10.1109/ICCCN61486.2024.10637630. 

[15] Adalier, M., Riffel, A., Galvan, M., Johnson, B., & Burleigh, S., 2020. Efficient and Secure 

Autonomous Communications for Deep Space Missions. 2020 IEEE Aerospace Conference, 

pp. 1-15. https://doi.org/10.1109/AERO47225.2020.9172776. 

https://doi.org/10.1007/s10207-020-00503-w
https://doi.org/10.1109/AERO58975.2024.10521192
https://doi.org/10.1016/J.JNCA.2019.102415
https://doi.org/10.3390/s24092897
https://doi.org/10.1109/MNET.2018.1800194
https://doi.org/10.18260/p.26634
https://doi.org/10.1109/MNET.011.2100048
https://doi.org/10.1109/MNET.2023.3337141
https://doi.org/10.1088/1755-1315/693/1/012112
https://doi.org/10.1088/1755-1315/693/1/012112
https://doi.org/10.1109/DASC55683.2022.9925759
https://doi.org/10.3390/aerospace9090495
https://doi.org/10.1109/MASS.2018.00045
https://doi.org/10.1109/ICCCN61486.2024.10637630
https://doi.org/10.1109/AERO47225.2020.9172776


257  
 

 

 J INFORM SYSTEMS ENG, 10(30s) 

[16] Chittibala, D., & Ramakrishnan, S., 2024. Securing Digital Frontiers: Innovations and 

Imperatives in Network Security Protocols. Journal of Cryptography and Network Security, 

Design and Codes. https://doi.org/10.46610/jocnsdc.2024.v01i01.001. 

[17] Sorensen, T., Pilger, E., & Nunes, M., 2015. COSMOS — An innovative nodal architecture for 

controlling large numbers of small satellites and other diverse assets. 2015 7th International 

Conference on Recent Advances in Space Technologies (RAST), pp. 385-389. 

https://doi.org/10.1109/RAST.2015.7208374. 

[18] Okeyo, O., 2024. A comprehensive systematic review of privacy and security issues in 

Satellite Networks. GSC Advanced Research and Reviews. 

https://doi.org/10.30574/gscarr.2024.20.1.0267. 

[19] Meissner, A., Baxevanaki, L., Mathes, I., Branki, C., Bozios, T., Schoenfeld, W., Crowe, M., & 

Steinmetz, R., 2001. Integrated Mobile Operations Support for the Construction Industry: 

The COSMOS Solution.  

[20] Nespoli, P., Pelaez, D., López, D., & Mármol, F., 2019. COSMOS: Collaborative, Seamless and 

Adaptive Sentinel for the Internet of Things. Sensors (Basel, Switzerland), 19. 

https://doi.org/10.3390/s19071492. 

[21] Jiang, B., Yan, Y., You, L., Wang, J., Wang, W., & Gao, X., 2023. Robust Secure Transmission 

for Satellite Communications. IEEE Transactions on Aerospace and Electronic Systems, 59, 

pp. 1598-1612. https://doi.org/10.1109/TAES.2022.3203027. 

[22] Li, B., Fei, Z., Zhou, C., & Zhang, Y., 2020. Physical-Layer Security in Space Information 

Networks: A Survey. IEEE Internet of Things Journal, 7, pp. 33-52. 

https://doi.org/10.1109/JIOT.2019.2943900. 

[23] Xue, K., Meng, W., Zhou, H., Wei, D., & Guizani, M., 2020. A Lightweight and Secure Group 

Key Based Handover Authentication Protocol for the Software-Defined Space Information 

Network. IEEE Transactions on Wireless Communications, 19, pp. 3673-3684. 

https://doi.org/10.1109/TWC.2020.2975781. 

[24] Talgat, A., Wang, R., Kishk, M., & Alouini, M., 2024. Enhancing Physical-Layer Security in 

LEO Satellite-Enabled IoT Network Communications. IEEE Internet of Things Journal, 11, 

pp. 33967-33979. https://doi.org/10.1109/JIOT.2024.3436621. 

[25] Srivastava, A., Pokhariya, H., Shrivastava, A., Kumar, Y., Singh, S., & Ranjan, A., 2023. 

Protocol-based Security Mechanism for Satellite Networks. 2023 3rd International 

Conference on Pervasive Computing and Social Networking (ICPCSN), pp. 1313-1320. 

https://doi.org/10.1109/ICPCSN58827.2023.00221. 

[26] Abdelaziz, A., Abdelwanees, E., & Elbayoumy, A., 2019. Securing the Space Data Link 

Communication Protocol of Earth Observation Satellites. 2019 Ninth International 

Conference on Intelligent Computing and Information Systems (ICICIS), pp. 253-258. 

https://doi.org/10.1109/ICICIS46948.2019.9014846. 

[27] Peled, R., Aizikovich, E., Habler, E., Elovici, Y., & Shabtai, A., 2023. Evaluating the Security 

of Satellite Systems. ArXiv, abs/2312.01330. https://doi.org/10.48550/arXiv.2312.01330. 

[28] Yadav, S., Dabra, V., Malik, P., & Kumari, S., 2024. Flaw and amendment of Dharminder et 

al.'s authentication protocol for satellite communication. Security and Privacy, 7. 

https://doi.org/10.1002/spy2.383. 

[29] Muhonen, J., & Durst, R., 1998. Performance of transport protocols over satellite 

communication links. IEEE Military Communications Conference. Proceedings. MILCOM 

98 (Cat. No.98CH36201), 1, pp. 263-269 vol.1. 

https://doi.org/10.1109/MILCOM.1998.722583. 

[30] Pirandola, S., 2020. Satellite quantum communications: Fundamental bounds and practical 

security. Physical Review Research, 3. https://doi.org/10.1103/PhysRevResearch.3.023130. 

[31] Raman, R., Rao, K., John, S., Thangaraj, J., Kumar, S., & Meganathan, R., 2023. Blockchain 

and QKD Protocol-based Security Mechanism for Satellite Networks. 2023 7th International 

Conference on Intelligent Computing and Control Systems (ICICCS), pp. 1479-1484. 

https://doi.org/10.1109/ICICCS56967.2023.10142769. 

https://doi.org/10.46610/jocnsdc.2024.v01i01.001
https://doi.org/10.1109/RAST.2015.7208374
https://doi.org/10.30574/gscarr.2024.20.1.0267
https://doi.org/10.3390/s19071492
https://doi.org/10.1109/TAES.2022.3203027
https://doi.org/10.1109/JIOT.2019.2943900
https://doi.org/10.1109/TWC.2020.2975781
https://doi.org/10.1109/JIOT.2024.3436621
https://doi.org/10.1109/ICPCSN58827.2023.00221
https://doi.org/10.1109/ICICIS46948.2019.9014846
https://doi.org/10.48550/arXiv.2312.01330
https://doi.org/10.1002/spy2.383
https://doi.org/10.1109/MILCOM.1998.722583
https://doi.org/10.1103/PhysRevResearch.3.023130
https://doi.org/10.1109/ICICCS56967.2023.10142769


258  
 

 

 J INFORM SYSTEMS ENG, 10(30s) 

[32] Khare, S., & Talwandi, N., 2024. Securing Satellite Communication: Exploring Cybersecurity 

Measures in Satellite Networks. 2024 OPJU International Technology Conference (OTCON) 

on Smart Computing for Innovation and Advancement in Industry 4.0, pp. 1-5. 

https://doi.org/10.1109/OTCON60325.2024.10687961. 

[33] Jiang, B., & Hu, X., 2007. Security issues in satellite networks. , 6795. 

https://doi.org/10.1117/12.775204. 

[34] Guo, J., Du, Y., Wu, X., Li, M., Wu, R., & Sun, Z., 2022. PSAA: Provable Secure and Anti-

Quantum Authentication Based on Randomized RLWE for Space Information 

Network. ArXiv, abs/2208.00901. https://doi.org/10.48550/arXiv.2208.00901. 

[35] Li, H., 2024. Research on satellite overlapping covert communication method combined with 

CA. Applied Mathematics and Nonlinear Sciences, 9. https://doi.org/10.2478/amns-2024-

1276. 

 

https://doi.org/10.1109/OTCON60325.2024.10687961
https://doi.org/10.1117/12.775204
https://doi.org/10.48550/arXiv.2208.00901
https://doi.org/10.2478/amns-2024-1276
https://doi.org/10.2478/amns-2024-1276

