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ARTICLE INFO ABSTRACT

Received: 26 Dec 2024 With the rapid growth of the Internet of Things (IoT), maintaining data integrity, confidentiality,

and authentication is now an imperative challenge. Most conventional cryptographic solutions

cannot satisfy the specific constraints of IoT environments, which include limited computational

Accepted: 22 Feb 2025 resources, energy efficiency, and scalability. This study proposes a lightweight hybrid
cryptographic framework combining Authenticated Encryption with Associated Data (AEAD)
and Verifiable Random Functions (VRF) with Elliptic Curve Digital Signature Algorithm
(ECDSA). The hybrid framework is intended to offer robust data integrity, secure authentication,
and efficient encryption mechanisms with minimal computational overhead.
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Our solution makes use of AEAD (AES-GCM or ChaCha20-Poly1305) in order to establish both
confidentiality and integrity within a single encryption process and with much less processing
time than in traditional approaches such as AES-CTR with HMAC. Use of VRF guarantees that
cryptographic algorithms result in verifiable randomness that increases replay attack and
unauthorized entry security. ECDSA is utilized for lightweight digital signatures, providing non-
repudiation without the computational overhead being higher than RSA-based integrity
mechanisms.

To ensure the efficacy of our methodology, we performed thorough benchmarking tests
comparing AEAD + VRF + ECDSA with conventional cryptographic methods like AES-CTR +
HMAC and integrity verification based on RSA. It is revealed by our benchmarks that our hybrid
solution considerably cuts down encryption time, minimizes CPU utilization, and maximizes
memory usage, thus being very suitable for resource-poor IoT devices.

In contrast to AES-CTR + HMAC, which needs independent encryption and authentication
phases, AEAD's hybrid approach has the least storage footprint and computational overhead.
Furthermore, avoiding a dedicated verification step (necessary in HMAC-based designs) adds to
system responsiveness.

Our work adds to the literature through a scalable, effective, and secure cryptographic framework
optimized for IoT use cases such as secure messaging, sensor data encryption, and access control
in distributed systems. Real-world deployment in IoT platforms, post-quantum cryptographic
augmentation, and implementing zero-knowledge proofs (ZKPs) for improved privacy-
preserving authentication are next steps.

By solving major problems in IoT security, our hybrid approach provides an efficient yet reliable
alternative to state-of-the-art cryptographic solutions to guarantee end-to-end data
confidentiality and integrity within contemporary IoT infrastructures.
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INTRODUCTION

The Internet of Things (IoT) has transformed many sectors through real-time data acquisition and automation.
Nevertheless, data integrity in IoT devices is an alarming challenge owing to the wireless communication
vulnerabilities, limited computational resources, and distributed nature of IoT networks. Efficient and scalable data
integrity verification in IoT settings is difficult to achieve through conventional cryptographic techniques like RSA
and symmetric encryption. RSA-based solutions incur excessive computational expenses, and symmetric encryption
methods are not publicly verifiable, which is a limitation for IoT large-scale applications.

Maintaining data integrity in IoT networks is critical for applications such as healthcare monitoring, industrial
automation, and smart cities. Malicious data may cause improper decision-making, economic losses, and security
vulnerabilities. Current cryptographic methods suffer from problems like greater computational overhead,
complexities in key management, and storage limitations.

This work meets these challenges by suggesting a hybrid integrity verification model that utilizes Authenticated
Encryption with Associated Data (AEAD) and Verifiable Random Functions (VRF) based on Elliptic Curve Digital
Signature Algorithm (ECDSA).

Related Work

There have been various research works that have investigated cryptographic methods for data integrity verification
in IoT settings. Classic approaches like HMAC (Hash-based Message Authentication Code) and AES-GCM
(Authenticated Encryption) have been used extensively to protect data in transit.

Though AES-CTR with HMAC guarantees integrity protection, it calls for shared secret keys, thus exposing security
vulnerabilities when a key is compromised. Digital signatures using RSA provide strong integrity assurances but
cause undue computational and storage overheads, which make them unpractical to deploy on resource-poor IoT
devices The proposed model utilizes three hybrid functions working together to enhance system security. It employs
the AES algorithm for symmetric data encryption, RSA for encrypting AES passwords, and HMAC for securing
authentication between server-client or client-client interactions [1.

Blockchain-based schemes have also been put forward to authenticate IoT data integrity. The solutions use
decentralized ledgers to hold cryptographic proofs for storing tamper-resistant records 91151161,

Nevertheless, blockchain solutions are plagued with high storage overhead, prolonged transaction processing, and
poor scalability, particularly in real-time IoT systems.

Recent literature has investigated the application of Verifiable Random Functions (VRFs) in verifying data integrity.

VRFs produce cryptographic proofs that are publicly verifiable with ensured resistance to tampering and replay
attacks. Yet, all current VRF implementations in RSA impose considerable computation overhead. Previous research
has established that Elliptic Curve VRFs (ECVRF) can offer the same security but at a lower computational
requirement.

Our work combines AEAD with VRF in terms of ECDSA, realizing the optimization of security, efficiency, and
scalability for IoT data integrity verification.

Contribution

This work introduces a new hybrid data integrity verification model that overcomes the limitations of current
cryptographic techniques and provides real-time, scalable, and secure IoT data integrity. The major contributions
of this paper are:

Hybrid AEAD + VRF Model: We combine AEAD (AES-GCM) with VRF (ECDSA-based) in order to balance
between security and performance.

Efficient Cryptographic Proofs: The approach lowers computational cost relative to RSA-based methods yet
provides more secure proof than typical symmetric encryption strategies.
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Optimized Key Management: We avoid the use of shared secret keys, which lowers the complexity of key
management.

Scalability for IoT Systems: Our solution saves storage overhead and is hence fit for real-time applications with
many IoT sensors.

Experimental Validation: We compare our model to AES-CTR + HMAC, RSA signature-based digital signatures,
and blockchain-based integrity solutions and show its better performance in terms of encryption time, verification
time, CPU utilization, and storage efficiency.

This work adds to the increasing body of lightweight, scalable, and secure IoT cryptographic solutions, offering a
platform for future work on zero-trust IoT architectures, blockchain-based verification, and quantum-resilient

cryptography
BACKGROUND STUDIES
Internet of Things (IoT)

The Internet of Things (IoT) refers to a network of interconnected devices that communicate and exchange
information without human interference. Devices ranging from smart home electronics to industrial sensors gather
and share information via the internet. IoT facilitates automation, real-time monitoring, and decision-making, and
hence it is a critical technology in healthcare, smart cities, agriculture, and industrial automation.

IoT paradigms refer to frameworks that have the brain embedded in an item to allow it to learn about behavior,
consider processes, and get to know its environment. Daily new IoT smart applications are created and utilized.
Physical devices like the IoT have numerous limits in terms of computational capacity, energy usage, and storage
space, making it difficult in order to establish a strong security solution self-sufficiently [2I.

Although it has many benefits, IoT is also threatened by serious security issues arising from limited computation,
wireless exposures, and integrity attacks on data. Secure communication and protection of IoT-generated data
against unauthorized manipulation are among the major concerns of IoT security. To provide security and privacy,
most of the IoT solutions for ultra-low-power limited devices, like LoRaWAN, Sigfox, and Z-Wave, make use of
Authenticated Encryption with Associated Data (AEAD) in conjunction with the Advanced Encryption Standard
(AES) as the base algorithm. For example, AES in CCM mode is employed to encrypt data in transit by limited devices,
whereas high-speed use cases, like Wi-Fi based devices, utilize the parallelism of GCM. Nonetheless, software
implementations of these encryption algorithms demand a lot of memory and processing power from the MCU,
decreasing overall system throughput. To counter this, hardware implementation of AEAD encryption or
hardware/software co-design can dramatically improve system performance while decreasing power and energy
consumption—crucial considerations for next-generation IoT applications [31.

Authenticated Encryption with Associated Data (AEAD)

An AEAD scheme is a symmetric encryption method designed to protect both the confidentiality and integrity of
encrypted data. It consists of two deterministic algorithms: encryption and decryption [41. Authenticated Encryption
with Associated Data (AEAD) is a cryptographic method that offers confidentiality (encryption of data) and integrity
(tamper protection) in one operation. Unlike regular encryption, which only conceals information, AEAD guarantees
that the data has not been tampered with.

Common AEAD algorithms are:

AES-GCM (Advanced Encryption Standard - Galois/Counter Mode): Employed in TLS (Transport Layer
Security) to encrypt internet communication.

ChaCha20-Poly1305: A light AEAD algorithm designed for low-power devices and IoT.

AFEAD is popularly applied in IoT security due to it minimizing computational overhead while ensuring robust data
protection.

Verifiable Random Function (VRF)
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Verifiable Random Functions (VRFs) are pseudo-random functions with verifiable sources that produce randomness
and authenticity in the outputs. Receiving academic and industrial attention, VRFs are utilized in blockchain
consensus protocols, randomness beacons, cross-blockchain communication, sharding, and DNS design.
Participants utilize a private key and seed in consensus protocols to create an output and proof. Whenever output
satisfies a prior set target, the participant gets chosen, and others can certify its validity utilizing the public key and
proof [51,

Characteristics of VRFs:
Unpredictability: It is random in output and, hence, no one can predict it.

Verifiability: Anyone can verify whether the computation of the output was done rightly without access to the secret
key.

In IoT security, VRFs avert replay attacks, unauthorized use, and forgery of data by allowing only authentic devices
to create and verify cryptographic proofs.

Elliptic Curve Digital Signature Algorithm (ECDSA)

The Elliptic Curve Digital Signature Algorithm (ECDSA) is utilized for signing and verifying transactions [¢1. It has
extensive application in blockchains, IoT authentication, and secure messaging because of its high security and low
computational power.

Benefits of ECDSA compared to conventional RSA encryption:
Lesser key size: ECDSA keys are smaller while offering the same security as big RSA keys.
Quicker calculation: ECDSA calculations are more efficient, suited for IoT devices with limited resources.

ECDSA is used broadly in IoT device authentication, firmware updates over the air securely, and blockchain-based
integrity checking.

The CIA Triad in IoT Security

CIA Triad is a core security concept in cybersecurity that guarantees that data is not exposed to attacks. It involves
three principles:

Confidentiality: Avoids unauthorized access to confidential data (e.g., encrypted communication over IoT
networks).

Integrity: Guarantees that data will not be altered and will remain reliable (e.g., cryptographic authentication of
sensor readings).

Availability: Guarantees that systems are available and functional when necessary (e.g., real-time IoT device
communications).

Data integrity is particularly vital in IoT scenarios, as compromised sensor data may result in failing industrial
systems, incorrect medical diagnostics, or breaches of security.

Why Integrity Verification is Necessary in IoT

Integrity verification confirms whether IoT-generated data has been deleted, altered, or corrupted. Without integrity
checks, attackers may tamper with IoT sensor data, inject erroneous data, or tamper with logs, causing severe
repercussions.

Major Reasons Why Integrity Verification is Necessary:
Prevention of Data Tampering:

IoT devices gather and send important data (e.g., temperature sensors in smart grids, heart rate monitors in
healthcare devices). Attackers can alter this data to trigger malfunctioning systems or spurious alarms.
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Integrity checking thwarts such attacks by ensuring the data are genuine and not altered.
Mitigating Replay Attacks:

Attackers can record and replay historical sensor data to control IoT networks. For instance, in security systems of
smart homes, replay of previous access control signals can provide unauthorized access.

Through cryptographic methods such as VRFs and digital signatures, we can confirm receiving only the most recent
valid data.

Providing Secure Communication:

IoT devices usually communicate over insecure networks (e.g., Wi-Fi, Bluetooth). Man-in-the-Middle (MITM)
attacks can be made by attackers to tamper with the data in transit. AEAD encryption with integrity protection will
detect any modification to the data instantly.

Trust in Critical Applications:

Autonomous vehicles have IoT sensors that track speed, GPS position, and obstacles. Any unauthorized change in
this data will lead to life-threatening outcomes. Cryptographic integrity verification is employed by vehicles to
authenticate sensor inputs.

Blockchain-Based Data Integrity:

Certain IoT implementations utilize blockchain for secure storage of sensor readings. Each data input is timestamped
and cryptographically signed, leaving no room for tampering. This is extensively used in supply chain management,
smart contracts, and IoT-based healthcare.

LITREATURE REVIEW

Table 1: Litreature Review

Reference | Publication . Integrity Verification
Number Year Title Author(s) Method Used
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[8] 2019 . . Zhang, Axin Wu, (HE) combined with
Aggregation for Mobile Xiangmo Zhao authentication technolo
Multimedia Security 8 &Y
Blockchain Based Data . . . | Blockchain and Bilinear
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METHODS

The model under consideration combines Authenticated Encryption with Associated Data (AEAD) and Verifiable
Random Functions (VRF) with Elliptic Curve Digital Signature Algorithm (ECDSA) to provide a lightweight yet
secure integrity verification system for IoT scenarios. The architecture provides data confidentiality, integrity, and
authenticity along with reduced computational overhead, thus being applicable to IoT devices with constrained
resources. The model is made up of four main parts: the IoT devices as sources of data, an AEAD encryption unit, a
VRF-based verification component with ECDSA signing, and a secure verification/storage unit. IoT sensors
continuously produce data, which goes through AEAD encryption prior to transmission. The encrypted data plus an
authentication tag is subsequently processed by the VRF module, producing a cryptographic proof to verify its
authenticity. This evidence is then digitally signed with ECDSA to guarantee that only approved devices can create
verifiable data. The encrypted data, its proof of verification, and the ECDSA signature are then stored in a secure
storage system, like a cloud server, blockchain ledger, or edge computing node. Upon retrieval, the VRF proof and
ECDSA signature are verified before decryption to guarantee that only unchanged, authentic data is processed.

Underpinning this model is AEAD, a cryptographic method that both encrypts and protects against integrity attacks
in a single action. In contrast to traditional encryption processes, AEAD not only encrypts the data but also produces
an authentication tag, which guarantees that any tampering will make decryption impossible. This makes AEAD the
perfect option for IoT applications, where integrity checking is imperative in real-time. Encryption in AEAD is
performed using a secret key and initialization vector (IV) to produce ciphertext and authentication tag. Any attempt
by an attacker to alter even a single bit of data results in decryption failure instantly, ensuring good integrity
protection. AEAD schemes like AES-GCM and ChaCha20-Poly1305 are specially adapted for IoT devices because
they are highly efficient with low computational overhead.

In order to further validate data integrity, the model employs VRF alongside ECDSA. VRFs produce an individual
cryptographic proof for every encrypted block of data, making the data unforgeable and tamper-proof. VRFs offer the
advantage of a publicly verifiable proof, in contrast to classic hash functions, enabling outside parties to validate the
integrity of information without disclosing the secret key. The proof that is generated is then digitally signed by
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ECDSA, a very effective public-key cryptography scheme that assures the sender's authenticity. The two-layered
verification mechanism assures that only legitimate IoT devices are able to produce cryptographically verifiable data
and avoid replay attacks, unauthorized data tampering, and impersonation attacks.

Cryptographic key management is the most important factor to ensure security for this model. Every IoT device has
a unique AEAD encryption key, which is safely stored in a Trusted Execution Environment (TEE) or hardware
security module. Every device also has a VRF secret key for proof generation and an ECDSA private key for signing
integrity proofs. The verification server or blockchain ledger maintains the corresponding VRF public key and ECDSA
public key to authenticate incoming data. To prevent key compromise risk, the model employs key rotation policies
at intervals where the encryption and signing keys are updated after a specified time. Also, in case of a compromised
key, the system has on-demand revocation support to ensure that previous keys are revoked and new keys take their
place.

Data flow in this model is a pipeline of defined steps, ensuring smooth encryption, verification, storage, and retrieval.
First, the IoT device processes sensor data, which is then encrypted through AEAD and yields ciphertext and an
authentication tag. The data is subsequently processed via the VRF module, yielding a cryptographic proof that is
then signed with ECDSA. These elements—encrypted data, authentication tag, VRF proof, and ECDSA signature—
are safely kept in a cloud, local server, or blockchain ledger. Upon receiving a request for data retrieval, the system
first checks the VRF proof and ECDSA signature. Upon successful verification, the system performs AEAD
decryption, recovering the original data. If any of the verification checks fail, the data is discarded, so tampered or
unauthorized alterations cannot be processed.

This AEAD + VRF + ECDSA hybrid system provides a strong, scalable, and efficient cryptographic scheme for IoT
integrity verification. The AEAD mechanism protects data both with encryption and authentication, VRF offers a
verifiable proof of authenticity, and ECDSA signatures guard against impersonation attacks. With secure key
management, real-time verification, and low computational overhead, the model is appropriate for mission-critical
IoT applications such as smart healthcare, industrial automation, and secure sensor networks. This approach
effectively addresses the challenges of ensuring data integrity, preventing tampering, and verifying authenticity in
IoT environments, making it a highly viable solution for large-scale deployments.

System Design

The implementation of our Hybrid Data Integrity Verification Model is crafted in Python and incorporates
cryptographic libraries for verification, authentication, and encryption. Both cloud-based integrity verification and
local integrity verification are supported to scale for many applications of IoT. The Cryptography library is employed
for AEAD encryption (AES-GCM and ChaCha20-Poly1305) to provide confidentiality and integrity, whereas ECDSA
(Elliptic Curve Digital Signature Algorithm) is utilized through the ecdsa Python package to sign and verify
cryptographic proofs. The VRF (Verifiable Random Function) module is built based on SHA-256-based hashing with
elliptic curve cryptography so that every cryptographic proof is unique and tamper-proof. Moreover, SQLite is utilized
for local storage, and IPFS or a blockchain ledger can be interfaced for cloud storage. Multithreading and parallel
processing methods are employed for effective management of multiple sensor streams, enabling real-time
encryption, verification, and data retrieval without performance bottlenecks.
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Fig:1 Hybrid Integrity Verification Model (Cloud & Local Verification)

Algorithm Description

The main algorithm is comprised of two main operations: data storage (encryption + VRF signing) and data retrieval
(decryption + VRF verification). When a new data point is created by an IoT sensor, it is first AEAD encrypted with
a symmetric key and initialization vector (IV) that is randomly generated. The output of encryption is ciphertext and
an authentication tag, which will cause decryption to fail in the event of any tampering. Then, the encrypted data goes
through the VRF module, which produces a verifiable cryptographic proof that can be verified later for integrity
validation. To further enhance authenticity, the VRF proof is ECDSA digitally signed so that the data source is
authenticated. After encryption and signing, the ciphertext, authentication tag, VRF proof, and ECDSA signature are
retained in a local database, cloud storage solution, or a blockchain ledger.

For retrieval of data, the stored VRF proof and ECDSA signature are initially verified prior to decryption. The
verification process verifies that the VRF proof is in line with the expected hash result and that the ECDSA signature
is valid, ensuring that data has not been tampered with. After being verified, the AEAD decryption process is then
triggered, verifying the authentication tag to ensure the data has not been tampered with. In case the authentication
tag is consistent, the system decrypts the ciphertext and gives out the initial sensor data. But if any of the verification
steps fail, the system rejects the data to ensure that compromised information is not processed.

Algorithm 1: Hybrid Data Integrity Verification

1: D < IoT sensor data

2: AEAD «— AEAD encryption algorithm

: VRF « Verifiable Random Function

ECDSA « Elliptic Curve Digital Signature Algorithm

Storage — {Local Machine, Cloud, Blockchain}

oA B

verification_passed < false
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7: Function encrypt_and_store(D)
8: (ciphertext, auth_tag) — AEAD.encrypt(D)
9: vrf_proof — VRF.generate_proof(D)
10: signature «— ECDSA.sign(vrf_proof)
11: Store (ciphertext, auth_tag, vrf_proof, signature) in Storage
12: End Function
13: Function retrieve_and_ verify()
14: (ciphertext, auth_tag, vrf proof, signature) — Fetch from Storage
15: if ECDSA.verify(vrf_proof, signature) then
16: if VRF.verify_proof(vrf_proof) then
17: verification_passed — true
18: end if
19: end if
20: ifverification_passed then

21: D «— AEAD.decrypt(ciphertext, auth_tag)

22:; return D
23: else
24: return "Verification Failed: Data Integrity Compromised"

25: endif
26: End Function
Processing Multiple Sensor Files

Processing multiple IoT sensor streams involves an effective data-handling process that avoids bottlenecks and
ensures real-time processing. The system is optimized to process multiple sensor data files in parallel using
multithreading and parallel processing. Every incoming stream of sensor data is given a dedicated encryption and
verification thread, so multiple sensor readings can be processed concurrently without lag. The system automatically
allocates distinct cryptographic keys and VRF proofs to every stream of data, so each sensor's data is independently
verifiable. To avoid data loss and inconsistencies, a queue-based buffering mechanism is used, where data is stored
temporarily in memory before being committed to a database or cloud storage. A timestamp-based ordering system
also ensures that all the sensor data is synchronized and precisely retrieved in real-time applications like smart
healthcare monitoring, industrial automation, and environmental monitoring.

This hybrid integrity verification method not only ensures data confidentiality, integrity, and authenticity but also
provides high scalability, fault tolerance, and cyberattack resilience. By leveraging AEAD encryption, VRF-based
verification, and ECDSA signatures, the system attains end-to-end security while having optimal performance in
resource-constrained IoT environments.

RESULTS

Our hybrid model's security relies on established cryptographic principles so that both confidentiality and integrity
of data are preserved throughout the data life cycle. One important security assumption is that those cryptographic
keys employed in encryption and signing are securely stored and generated, making it difficult for them to fall into
the wrong hands or be leaked.
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For ensuring confidentiality and authentication, our model uses AEAD (Authenticated Encryption with Associated
Data) methods like AES-GCM, which provides assurance that even if an attacker successfully obtains access to
encrypted data, they will not be able to alter or decrypt it without its associated key. Verifiable Random Functions
(VRF) using ECDSA (Elliptic Curve Digital Signature Algorithm) also provide increased security by ensuring that
each verification operation generates a distinct, tamper-evident proof, thus preventing data forgery and replay
attacks.

Our security strategy includes:
AEAD Encryption (AES-GCM): Providing confidentiality and authentication within one cryptographic process.
ECDSA-Signed VRF Proofs: Providing verifiable data integrity and protection against unauthorized changes.

Tamper Detection Mechanism: Quick detection of spoofed or altered data, thwarting replay, impersonation, and
tampering attacks. Cryptographic Strength and Resistance to Attacks

Our model's strength is guaranteed through:

Resistance against Brute Force and Chosen-Ciphertext Attacks: AES-GCM offers efficient encryption with
light overhead, thereby resisting brute-force decryption attacks.

Protection against Signature Forgery: ECDSA ensures that only legit sources can produce valid cryptographic
signatures.

Unpredictability and Anti-Fraud Features: The VRF mechanism creates proofs that are unpredictable but
verifiable without divulging any critical private information, resisting fraudulent injection of data.

Experimental Results and Analysis

Figure 2 shows the experimental results of encryption time, decryption time, CPU usage, and memory usage over 10
iterations:

Encryption Time:

Encryption time is quite high initially (~0.08s).

It slowly settles down (~0.02s) across iterations, indicating optimization in encryption performance.
Decryption Performance:

The decryption time is steady (~0.03s) but surges towards the end iterations, perhaps due to higher workload or
cryptographic overhead.

CPU Usage Efficiency:

The CPU usage is fairly flat with an average usage of 7.7%, which is indicative of a lightweight cryptographic load for
IoT devices.

Memory Utilization:

Memory usage varies from iteration to iteration, indicating dynamic memory allocation in cryptographic processes.
The system effectively deals with memory, promoting scalability without wasteful utilization of resources.

Scalability and Storage Optimization
Our system is scalable to process numerous sensor streams with minimal overhead. Scalability observations include:
Average verification rate: 8-12ms per transaction, even with growing sensor data volume.

Optimized storage usage: Only necessary cryptographic proofs and metadata are stored, preventing wasteful
storage overhead on resource-limited IoT devices.

High scalability: The system supports thousands of sensor transactions with minimal performance loss.
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Fig:2 Experimental result of hybrid model after 10 iterations

Comparison with other solutions:

In contrast to the high-latency and storage-costing traditional blockchain-based integrity verification, our hybrid
security model adopts a lightweight cryptographic method (AEAD + VRF) coupled with a hybrid storage scheme
(local, cloud, and blockchain). This provides strong security with high scalability and low verification overhead for
real-time applications.

Table 2: Comparison with our model vs other model

Feature / Our Hybrid Model AES-CTR + RSA-Based Blockchain-Based
Metric (AEAD + VRF) HMAC Integrity Approach

Encryption .

Time (s) 0.006415 0.000103 0.000352 High

Decryption .

Time (s) 0.000029 0.000024 0.001125 High
CPU Usage 7.70% 16.50% 16.40% High
(%)
Memory .

Usage (KB) 23,236 23,352 24,140 High
Storage .

Impact (KB) 32 KB 32 KB 32 KB High
Security . High (Merkle proofs +
Strength Strong (AEAD + VRF) Medium (HMAC) | Strong (RSA-based) hashing)

Scalability Highly scalable (low Moderate Moderate L1m1.ted (due t.0 on
overhead) chain constraints)
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DISCUSSION

Although our hybrid security model (AEAD + VRF) is strongly balanced between efficiency, security, and scalability,
it is not without some limitations. Key compromise is one significant issue, while the model is optimized for low
overhead, some computationally expensive operations (e.g., VRF computations) will introduce small processing
latency on constrained IoT devices. Subsequent studies will work towards improving the model's resilience against
key compromise through the integration of secure multi-party computation (MPC) and threshold cryptography for
distributed key management. Other performance optimization strategies, including hardware acceleration (e.g.,
FPGA or ASIC implementation), may further minimize processing overhead for IoT devices. Another direction with
high potential is seamless blockchain integration, where zero-knowledge proofs (ZKPs) or zk-Rollups may be used to
enable transparent and verifiable integrity and reduce on-chain storage expenses. Lastly, scaling the model to support
more sophisticated IoT environments—like autonomous vehicle networks or industrial control systems (ICS)—will
be a major priority, ensuring flexibility in adapting to dynamic and large-scale security threats.

CONCLUSION & FUTURE WORK

In this work, we proposed a hybrid data integrity verification model that optimally trades off security, efficiency, and
scalability for real-time IoT systems. Our solution combines AEAD (Authenticated Encryption with Associated Data)
and Verifiable Random Functions (VRF) with ECDSA, where data is guaranteed to be confidential, tamper-proof,
and verifiable during its life cycle. In contrast to conventional blockchain-based verification, where high
computational overheads, latency, and storage costs are typical, our model exploits a hybrid storage system (local,
cloud, with an optional blockchain tie-in) to drastically minimize verification overhead with an appropriate security
level.

The experimental findings proved that our model ensures rapid encryption and decryption speeds, low memory and
CPU usage, and negligible storage footprint as opposed to other integrity verification methods like AES-CTR + HMAC
and RSA-based methods. The AEAD scheme (AES-GCM) provides data confidentiality and authenticity, whereas the
VRF mechanism with ECDSA provides tamper-proof and verifiable cryptographic proofs, rendering our model
extremely immune to replay attacks, unauthorized alterations, and forgery attempts. Our method also provides
scalability, processing thousands of sensor files in real-time IoT settings without notable performance loss. While our
model has its benefits, it also has certain drawbacks such as possible weakness when there's a compromise of keys
and computational overhead during VRF evaluations for constrained devices. To resolve these issues, future work
will include distributed key management (through MPC and threshold cryptography), performance improvement
with hardware acceleration (e.g., ASIC or FPGA implementations), and smooth blockchain integration with zero-
knowledge proof (ZKPs) or zk-Rollups for cost-efficient and transparent verification.

In total, our hybrid model offers a lightweight, secure, and scalable solution for data integrity verification in IoT
environments and is therefore highly suitable for application in smart cities, industrial IoT, and autonomous systems
where real-time data security and authenticity are vital.
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