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The rapid development of technical technologies used by offline and online retailers has made 

consumers' concerns regarding privacy increasingly heightened. With that comes countless 

tensions for retailers and consumers, trade-offs and compromises just to personalize the 

shopping experience. In this article, we study privacy regulations when businesses use artificial 

intelligence in retail systems in the United States - a leading country in artificial intelligence, the 

European Union - the European Union. The region has the strictest privacy legal policies and 

Vietnam - a developing country with great potential in artificial intelligence. Based on the 

mentioned legal regulations, we provide an overview of the data privacy risks that artificial 

intelligence can bring in the retail industry and the reasonable ways in which Governments of 

developing countries should react so as not to unintentionally inhibit the development of the 

digital economy by their strict legal policies. Along with that, our research direction also lays a 

promising foundation for academic research on privacy rights and a model for building privacy 

protection laws that take into account the balance between the law and the law. and economic 

development orientation. 

Keywords: Data privacy; Retail industry; Artificial Intelligence; Legal model of privacy. 

 

1. INTRODUCTION 

Artificial intelligence (AI) is a product of modern technology that allows simulation of human intelligence. AI can replace 

humans to perform important tasks with high efficiency. The Global AI Adoption Index shows that the global AI 

technology application rate in 2022 has reached 35% [18]. AI is increasingly widely applied and has the potential to play 

a central role in the retail system in the new era. Among them, Amazon, Walmart, and Target are leading corporations in 

applying AI to retail activities. AI is a powerful tool that helps retailers analyze large amounts of data, forecast demand, 

optimize pricing strategies, improve cost efficiency , and boost business revenue and profits. 

However, in addition to revolutionary and groundbreaking utilities in human activities in general and in retail 

services in particular, AI can also perform acts that violate human rights. In particular, customer privacy is one of the 

prominent issues discussed as the trend of using AI to support retail activities at businesses is increasing. AI 

technology is becoming more advanced, allowing the collection and analysis of a huge amount of data about 

individuals including their behavior, preferences, and even thoughts and emotions in order to Train the algorithm 

and improve performance in making predictions about customer profiles, improving the efficiency of business 

product marketing. The main concern surrounding AI collecting personal customer information is what that 

information will be used for and who has access to that information system. Customer data information such as 

purchase history, demographics, and biometrics that AI collects can be abused to create fake profiles or manipulate 

images for many other purposes. each other. 

Integrating AI technology in business operations has become popular in retail businesses in Vietnam today (including 

both domestic and foreign-invested businesses). AI technology is applied in many situations such as supply chain 

planning, market demand forecasting, inventory management, and personalizing customer experience. Therefore, 
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promoting the development and strong application of AI in the retail industry is one of the key views of the 

Vietnamese government expressed in the National Strategy on research, development and application of Artificial 

Intelligence. created until 2030 [15]. Besides, in 2022 Vietnam is ranked 55th out of more than 180 countries and 

territories on the government's artificial intelligence readiness index [39]. However, the legal system protecting 

privacy when applying artificial intelligence to the retail system in Vietnam is still not highly appreciated. Vietnam 

has not yet issued any separate legal documents on privacy protection when using AI in the retail industry. Current 

regulations related to this field are only scattered in general legal documents and some specialized legal documents 

such as the 2015 Civil Code (Article 38), Penal Code 2015, amended and supplemented in 2017 (Article 37), Decree 

No. 13/2023/ND-CP on personal data protection... In general, the above legal regulations only focus on rules related 

to the right to know the purpose of collection, scope of use, and storage period of personal information; consent and 

authorization to process individual data without any specific regulations on the processing and use of big data... There 

are also many specialized seminars related to privacy protection in the era of However, in-depth studies on privacy 

protection when using artificial intelligence in retail systems focusing on legal issues in the current Vietnamese 

context are very rare. Therefore, the purpose of this study is to provide suggestions that contribute to improving legal 

policies when using AI in retail that governments of developing countries can refer to in order to strike a balance 

between promulgating laws and developing technology in the digital age. To achieve that result, we researched the 

legal status of privacy protection in the retail sector in the United States - representing the leading country in artificial 

intelligence development; EU - the region with strict privacy policies in the world and Vietnam . This research also 

points to the fierce conflicts between consumers and retailers that appear throughout the sales cycle, trade-offs and 

compromises towards personalization of the shopping experience. 

2. METHODOLOGY 

The research method used in the article is mainly desk research. The authors mainly analyze and synthesize 

information, figures, and data collected from annual reports of ministries and ministerial-level agencies in Vietnam, 

articles in prestigious scientific journals, domestic and foreign electronic information sites. A comprehensive review 

of the development of Vietnamese legal regulations protecting individual privacy when using AI in retail systems was 

conducted. On the basis of current legal regulations, the authors use analysis and evaluation methods to see an 

appropriate legal development model to regulate privacy rights for Vietnam in particular and other countries with 

growing economy in general . 

In addition, the authors also conducted research on legal regulations on protecting the privacy of individual 

customers in Vietnam from a comparative perspective with legal regulations in the European Union, the EU and the 

United States. Legal documents on privacy in Vietnam, the EU, and the United States are collected from official 

sources of the governments of the countries, and are included in an evaluation table for comparison purposes to see 

differences. differences and shortcomings of legal regulations. Based on the differences that have been researched, 

the authors discuss and explain the differences, thereby drawing lessons from the experiences of Vietnam and other 

countries with different economic situations and development orientations. Similarities can be referenced. In 

addition, the presented research results may also open new directions for future academic research on privacy in 

retail. Below, the authors describe the research and document analysis process used in this study (Figure 1). 

3. RESEARCH RESULTS 

3.1. Application of AI in the retail system and judicial practice of privacy invasion through artificial 

intelligence in the retail system in Vietnam 

The deep origins of Artificial Intelligence can be traced back centuries ago when philosophers tried to explain the 

human mind as a symbolic system. However, modern AI really began to take shape in the mid-twentieth century 

when American computer scientist John McCarthy first proposed the concept of “Artificial Intelligence” at the 

Dartmouth Conference in 1956 [23]. Since that time, artificial intelligence has continuously developed and has 

become an indispensable part of modern life, present in most industries and fields in the forms of: machine learning, 

machine vision. computing, natural language processing, voice recognition. by 2027 (407 billion USD), which is a 

significant growth from the estimated revenue of 86.9 billion USD in 2022 [9]. In the retail industry, AI also proves 

its importance in customer relationship management, inventory management, content production, supply chain 
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operations... In recently published statistics, Forbes Advisor surveyed 600 business owners who are using or planning 

to incorporate AI in business, the percentage of businesses using AI to perform the above activities is 46%, 40%, 35% 

and 35% respectively 30% [10]. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Document research process used in the article 

Today, with many diverse applications, artificial intelligence is considered a valuable resource that helps businesses 

improve operational efficiency, save time and reduce costs. According to Forbes Advisor statistics, the AI market size 

is predicted to reach a staggering level Amazon, Walmart, Target are leading corporations in applying AI to retail 

operations. AI is a powerful tool that helps retailers analyze large amounts of data, forecast demand, optimize pricing 

strategies, improve cost efficiency, and boost business revenue and profits. 

In recent years, Vietnam has made great strides in the fields of digital transformation and artificial intelligence (AI). 

According to the announcement of the Ministry of Industry and Trade, Vietnam's retail industry currently has a 

market size of 142 billion USD, forecast to increase to 350 billion USD by 2025, contributing 59% of the total GDP 

domestic budget. The AI market in Vietnam is predicted by Statista to achieve an annual growth rate of 19.51% in the 

period 2023 - 2030, reaching a value of more than 1.8 billion USD [25]. 

Although it is in the early stage, Vietnam's potential for AI development is extremely large . Although it is a latecomer 

country, artificial intelligence is not as widely used as in long-standing developed countries such as the US, Canada, 

China... but Vietnamese businesses are now aware of its importance. of artificial intelligence and its great impacts on 

our production and business activities, so we constantly learn, absorb experience and are not afraid to innovate our 

business activities. Some leading businesses using artificial intelligence in the retail sector in Vietnam include FPT, 

Viettel AI, VNPT AI, VIN AI... Among them, VIN AI is the only business in Vietnam to enter the list. Top 20 leading 

global companies in AI research organized by Thundermark Capital in 2022, on par with many large businesses in 

the retail industry such as Amazon (USA), Alibaba (China). 

In Vietnam, the monitoring and protection of personal information is carried out by the Department of Personal 

Information Security under the Ministry of Information and Communications (performing the function of advising 

and assisting the Minister in state management and organization) law enforcement agency on network information 

security [13]; Ministry of Public Security in detecting and criminally handling personal data infringement cases [14]. 

In addition, a number of social organizations in the field of cyber security were established such as the National Cyber 

Security Association under the Ministry of Public Security with members being businesses and individuals operating 

in the field. technology with main activities related to updating information, researching legal policies and making 

recommendations on the cyber attack situation in Vietnam. The National Cyber Information Security Monitoring 

Center (a unit under the Department of Information Security - Ministry of Information and Communications) has 
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deployed the 2022 Campaign to clean malicious code in cyberspace; The Green Shield campaign is aimed at all 

individuals and businesses to prevent cyber attacks and clean up cyberspace. Special, The agency's website also 

encourages users to send warnings about safety and network security issues and provides a number of tools for 

individual users to check to detect fraud and check for malicious code in their devices. network, check for fraudulent 

websites , check for personal account information leaks... As a result, 3,478 fraudulent websites that violate the law 

in Vietnam will be handled in 2023; 2.1 billion views of videos recreating and warning about online fraud on social 

media channels; 3.7 million people are protected from accessing online scam websites or violating laws in cyberspace 

[26]. 

Regarding judicial practice, over the past many years, the issue of personal data leaks in Vietnam is no longer strange 

in many fields such as telecommunications, finance - banking, e-commerce... The situation of attacks, Stealing, 

buying and selling personal data for profit is common on the Internet and social networks; Groups of subjects who 

illegally purchase and sell personal information are often people with a deep understanding of information 

technology; taking advantage of cyberspace to commit crimes using high technology and sophisticated tricks. That is 

why currently, personal data of 2/3 of Vietnam's population is being stored, posted, shared and collected in 

cyberspace in many different forms and levels. Data files are clearly classified by job, hobbies, location, marital status, 

children, income... and divided into data packages for many different customer segments to serve buyers. data in 

advertising, offering products or more dangerously, fraud, appropriating bank accounts, or stealing money. Typically, 

personal data is offered for sale by target groups right on websites that people can easily search with just one mouse 

click after typing on the Google search toolbar about personal data. According to the summary report of the Ministry 

of Information and Communications in 2022, revenue in the field of network information security alone reached 

VND 4,835.4 billion, an increase of 26.15% compared to 2021, but the number of losses in in the same field is very 

large, about 21,200 billion VND, the average cost to fix leaks, data leaks or stolen data is up to 15.4 million USD/case 

[26]. This has caused causing data, economic, brand damage, business interruption and costly troubleshooting time. 

In the retail sector in Vietnam, many cases of serious infringement of customer privacy rights have also been 

recorded. Through a preliminary review, the Ministry of Public Security discovered more than 60 organizations and 

individuals involved in illegal trading and use of information and personal data in cyberspace in two main forms: (i) 

Enterprises with service business activities that collect personal data from customers, allowing third parties to have 

access to personal data information but without agreements or legal bindings for third partners three transfer and 

trade to other partners; (ii) businesses proactively collect customers' personal information to form a personal data 

warehouse, then analyze and process that type of data to serve their business activities. Retail stores or some online 

shopping websites require customers to provide personal information when making purchases. In April 2018, the 

data of 163,666,400 Zing ID accounts of VNG Joint Stock Company was offered for sale on a site specializing in 

international data sharing and trading. In November 2018, more than 5 million emails and tens of thousands of 

payment card information such as Visa, credit cards, were believed to belong to Mobile World Company Limited and 

Dien May Xanh Investment - Development Company Limited. Mobile World and Dien May Xanh are two large 

retailers in the electronics industry in Vietnam with market shares of 24.2% and 46.9%, respectively  [28]. In 

November 2019, nearly 2 million customer data of Vietnam Maritime Commercial Joint Stock Bank including 

information about full name, ID card number, occupation, email, phone number, residential address, date of birth, 

gender was posted online [29]. 

As a leading country in the development and use of artificial intelligence in general and in the retail industry in 

particular, in the United States, the average cost of a data breach is up to 9.48 million USD [1]. Notable data breaches 

when businesses use artificial intelligence in their business operations include: In December 2023, Rite Aid Group 

with the Rite Aid pharmacy chain was banned by the Commission. The US Federal Trade Commission (FTC) issued 

a five-year ban on the use of facial recognition technology for surveillance purposes due to the system’s flaws in 

misidentifying consumers, especially women. Women, children and people of color are shoplifters, causing a negative 

impact on customers’ reputation [8]. In May 2013, Amazon - a large retail corporation could not avoid accusations 

from the US Federal Trade Commission and the US Department of Justice that this business had collected huge 

amounts of data about customers. their consumers through the Alexa app, preventing parents from exercising their 

right to deletion under the COPPA Rule, retaining children's geolocation and voice data for years and using it for 



Journal of Information Systems Engineering and Management 
2025, 10(37s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 187 

 

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

Model training section to understand children; thus seriously infringing on children's online privacy. According to 

the FTC's announcement, in addition to the data deletion requirement in the proposed order, Amazon will have to 

pay a civil penalty of $25 million and implement a number of other provisions of the proposed order [32]. 

3.2. Vietnam's legal system on protecting privacy when using AI in the retail system  

Currently, Vietnam has not yet issued any specific law related to protecting privacy and protecting personal data. 

Legal regulations on protecting individuals' privacy when using AI in retail systems are still in their infancy, mainly 

adjusted based on scattered legal regulations on privacy protection. in Codes, laws and decrees. The current legal 

system in Vietnam on AI in retail is stipulated in the Constitution and 05 Codes of Law; 02 Government Decree, 

although not yet completely completed, has become an important legal basis, providing basic legal protection 

measures for citizens' personal information. 

Table 2. Current Vietnamese legal regulations on protecting personal privacy in the retail sector 

Type of legal 

document 
Name of legal document 

Effective 

date 
Related terms 

Constitution 2013 Constitution 
01 January, 

2014 
Article 21 

Code 

Civil Code 2015 
01 January, 

2017 
Article 38 

Penal Code 2015, amended 

2017 

01 January, 

2018 
Article 159 

Law 

 

Cyber security law 2018 
01 January, 

2019 

Chapter III; Chapter IV; Chapter 

V 

Commercial Law 2005 
01 January, 

2006 
Clause 4 Article 78 

Law on network information 

security 2015 

01 July, 

 2016 
Article 17 

Law on protecting consumer 

rights in 2023 

01 July, 

 2024 

Clause 1, Article 4; Point Clause 1 

Article 10; Article 15; Article 16; 

Article 17; Article 18; Article 19 

Electronic transaction law 

2023 

01 July, 

 2024 

The law sets out regulations 

when conducting transactions by 

electronic means 

Decree 

Decree No. 13/2023/ND-CP 

on Personal Data Protection 
July 1, 2023 

The Decree provides legal 

regulations on personal data 

protection activities and 

responsibilities of competent 

state agencies in protecting 

personal data. 

Decree No. 15/2020/ND-CP 

regulating penalties for 

administrative violations in 

the fields of postal, 

telecommunications, radio 

frequency, information 

technology, network 

information security and 

electronic transactions 

January 27, 

2022 
Section 2 Chapter V 

(Source: Legal documents) 
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3.3. Compare regulations on using AI in retail systems of Vietnam, US, and the EU 

Currently, there are four main international legislative models used to protect privacy: the global model, the co-

regulation model, the sector model and the self-regulation model [22]. In fact, the models listed above also have 

certain similarities such as adhering to the principles of balanced information, providing legal measures for 

individuals to ensure their rights, determining personal data processing parameters, requiring organizations to post 

notices clearly stating the categories of personal information collected. On the other hand, if the EU protects 

consumers' personal information along with personal information, other personal information in a fully integrated 

manner, applying regulations such as the EU Data Protection Directive 1995 (95/46/EC) and the General Data 

Protection Regulation 2018 (GDPR); The United States has built its retail privacy legal system on an industry model, 

that is, different regulatory agencies are responsible for implementing and enforcing regulations in their respective 

sectors, e.g. such as the Consumer Financial Protection Bureau or the U.S. Department of Health and Human Services 

[22]. Vietnam, with its scattered retail privacy protection regulations, has been making efforts to comprehensively 

protect personal information. In the retail industry's management of consumer information, differences are seen 

between Vietnam, the United States and the EU (Table 3). 

Table 3. Differences between Vietnam, the US, and the EU in managing personal information in the retail sector 

Content Vietnam European Union (EU) USA 

Concept 

Personal data includes 

basic personal data and 

sensitive personal data 

(Clause 1, Article 2, Decree 

No. 13/2023/ND-CP). 

Sensitive personal data is 

personal data associated 

with an individual's 

privacy rights that, when 

violated, will directly 

affect the individual's 

legitimate rights and 

interests (Clause 4, Article 

2, Decree No. 13 

/2023/ND-CP) 

Personal data is any 

information relating to an 

identified or identifiable 

natural person by reference 

to an identifier such as a 

name, location data, online 

identifier or one or more 

specific physical, 

physiological, genetic, 

mental, economic, cultural 

or social factors of that 

natural person (GDPR 

Article 4) 

Sensitive personal data includes 

personal health data, financial 

data, creditworthiness data, 

student data, biometric data, 

personal information collected 

online from children are under 13 

years of age and the information 

could be used to commit identity 

theft or fraud. 

 

 

Consensus 

Personal data may only be 

used with the individual's 

consent. 

(Clause 2, Article 11, 

Decree No. 13/2023/ND-

CP) 

The data subject's consent 

must be expressed clearly 

and specifically in writing 

and voice (Clause 3, 

Article 11, Decree No. 

13/2023/ND-CP) 

Consent may be in writing 

(including electronic) or in 

the form of an oral 

declaration (GDPR, Article 

7). 

The consent request must 

be presented in a clear and 

understandable manner 

Individual authorization of your 

data must be in writing. (45 CFR § 

164.508) 

Exceptions to 

consensus 

Unless legal documents 

provide otherwise (Clause 

1, Article 11 of Decree No. 

13/2023/ND-CP) 

There is no exception to the 

consent of the data subject 

when entering the retail 

system (EU General Data 

Privacy Regulation, GDPR, 

Article 9) 

Provides exceptions to the 

authorization requirement for (1) 

individuals (unless access or 

disclosure of accounting 

information is required); (2) 

treatment, payment and health 

care operations; (3) opportunity to 



Journal of Information Systems Engineering and Management 
2025, 10(37s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 189 

 

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

agree or object; (4) other 

permitted disclosures and uses; (5) 

public welfare and benefit 

activities; and (6) limited data sets 

used in research, public health, or 

health care operations e. (45 CFR § 

164.502(a) 

Withdraw 

consent 

Withdrawal of consent 

does not affect the 

lawfulness of the 

processing of data agreed 

to before the withdrawal of 

consent. 

The withdrawal of consent 

must be expressed in a 

format that can be printed, 

copied in writing, 

including in electronic 

form or verifiable format 

(Article 12 of Decree No. 

13/2023/ND- CP). 

Data subjects have the right 

to withdraw their consent at 

any time. Withdrawal of 

consent will not affect the 

lawfulness of processing 

based on consent before its 

withdrawal. Withdrawing 

consent will be as easy as 

giving consent (EU General 

Data Privacy Regulation, 

GDPR, Article 7) 

In general, individuals have the 

right to withdraw consent at any 

time, as long as the revocation is in 

writing. (45 CFR § 164.508(b) 

Right to 

erasure and 

right to be 

forgotten 

Data subjects are 

requested to delete their 

personal data in the 

following cases: a) 

Realizing that it is no 

longer necessary for the 

purpose of collection, and 

has agreed and accepted 

possible damages when 

requesting deletion data; 

b) Withdraw consent; c) 

Object to the processing of 

data and the Controller of 

personal data, the 

Controller and processor 

of personal data do not 

have a legitimate reason to 

continue processing; d) 

Personal data is not 

processed for the agreed 

purpose or the processing 

of personal data is in 

violation of the law ; d) 

Personal data must be 

deleted according to the 

provisions of law (Article 

16 of Decree No. 

13/2023/ND-CP) 

The data owner has the right 

to request the deletion of 

personal data relating to 

him or her in the following 

cases: (i) The personal data 

are no longer necessary in 

relation to the purpose for 

which they were collected; 

(ii) the data owner requests 

deletion; (iii) the data owner 

objects to the data 

processing; (iv) data 

processed unlawfully; (v) 

personal data must be 

erased for compliance with 

a legal obligation under EU 

or member state law; (vi) 

personal data collected in 

connection with the 

provision of information 

society services (EU General 

Data Privacy Regulation, 

GDPR, Article 17) 

Must maintain privacy policies 

and procedures, notices of privacy 

practices, complaint handling, and 

other actions, activities, and 

designations that the Privacy Rule 

requires to be recorded must be 

retained at least six years after its 

creation or final effective date (45 

CFR § 164.530(j)) 
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Data 

management 

system 

Enterprises providing 

services in cyberspace are 

responsible for applying 

necessary measures to 

ensure security for the 

information collection 

process, preventing the 

risk of exposure, leakage, 

damage or loss of human 

information data. use 

(Point c Clause 1 Article 41 

Law on Cyber Security 

2018) 

A data protection officer will 

be appointed if the core 

activities of the data 

controller or processor 

include the processing of 

special categories of 

personal data on a large 

scale (including data 

relating to health and 

safety). health of natural 

persons) (According to the 

EU General Data Protection 

Regulation, GDPR, Article 

37) 

Covered entities must designate a 

privacy officer responsible for 

developing and implementing 

their privacy policy. Additionally, 

covered entities must designate a 

contact person or liaison office 

responsible for receiving 

complaints and providing 

information to them (45 CFR 

164.530(a)). 

(Source: Legal documents) 

4. DISCUSSION 

4.1. The difference between the concept of personal information and the concept of personal privacy 

Personal information and privacy are two intimate concepts that, although closely related, have important 

differences. Defining the concept and scope of privacy is important in resolving current legal disputes. Especially in 

the context of the development of international trade in digital services, the boundaries of privacy protection have 

become vague, expectations of data privacy protection have been seriously reduced, and most of all, the public tends 

to normalize the sharing of personal information [46] From a legal perspective, personal information refers to any 

information about a specific person or that can identify a specific person, such as name, address, phone number, or 

image, some The country has been considering information privacy and personal data as a human right, on par with 

other basic rights. Meanwhile, there is no unified definition of the right to privacy. A Hungarian scholar has argued 

about the right to privacy: Privacy is the right of the individual to decide about himself.  

The intertwining of personal information and privacy, along with economic development perspectives and the 

construction of different legal systems, has created legal protection models for personal privacy and personal 

information. different individuals in some countries and territories. In our research, we discovered two distinct 

privacy protection models between the US and the EU. The United States applies a consistent model of privacy 

protection and personal information protection through privacy protection provisions. Meanwhile, EU law tends to 

gradually separate personal data protection from privacy protection and considers personal data protection as one of 

the basic human rights [2]. The 2018 EU GDPR regulation mentioned “the right to the protection of personal data” 

(Article 1), highlighting the independent nature of personal data protection [12]. The reason for this difference is 

because the United States uses a sectoral approach to privacy, based on a combination of law, economic policies, and 

self-regulation; Besides, comprehensive frameworks governing privacy in general and data privacy in particular have 

not been built like the EU [2]. In general, the two studied privacy management models both bring certain advantages 

but also contain many disadvantages. With a management model like the EU's, the government will not spend many 

resources to handle risks, but this overly broad approach will also inevitably stifle technological innovation. As for the 

US approach, which is very encouraging for technology to develop but is easily abused, tightening information control 

requires close coordination between agencies to build common management tools. 

In Vietnam, privacy protection and personal information (personal data) protection are regulated according to a 

unified model of privacy protection. Provisions on privacy protection are mentioned in the 2013 Constitution (Article 

21) and the 2015 Civil Code (Article 38). In particular, Decree No. 13/2023/ND-CP on personal data protection has 

established a standard for classifying personal data. Accordingly, personal data includes sensitive personal data and 

basic personal data (Clause 1, Article 2). Sensitive personal data is personal data associated with an individual's 

privacy that, when violated, will directly affect the individual's legitimate rights and interests (Clause 4, Article 2). 

Sensitive personal data includes data on political and religious opinions; health status; racial origin; genetic 
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characteristics; physical attributes and biological characteristics; sexual life and orientation; criminal records; credit 

accounts; personal location determined through location services and other data that the law deems necessary to be 

protected (Article 2, Clause 4). This model is said to be quite similar to the model of privacy and personal data 

protection prescribed in China - a country with a political system quite similar to Vietnam [6]. 

4.2. Data collection issues and challenges when data is collected across borders 

4.2.1. The problem of data collection using artificial intelligence in the retail industry 

In the retail sector, to personalize customer needs towards the goal of revenue and profit growth, sellers always find 

ways for customers to share information, location, preferences, and needs. them freely. Many academic studies on 

privacy in retail also show that user data privacy can occur throughout the process of consumers participating in 

purchase transactions on websites and media channels. social networks, on mobile phones or at direct retail stores 

[20], especially in the context of businesses trying to apply artificial intelligence technology to their business 

activities. 

Before purchasing. This phase includes the time from pre-purchase to actual purchase [21]. Although not given much 

attention, data breaches often occur during this phase. Specifically, salespeople can secretly follow search history, 

collect and analyze information about customers' voices, social network posts, and customer call messages to identify 

customers. See which products should be recommended during a customer's search to increase the likelihood of a 

purchase. In some cases, customer data is also used for the purpose of creating asymmetric transactions. For example, 

businesses collect financial data about customers and then sell products and goods to them at higher prices than 

normal. 

Purchase. In fact, the moment of purchase is the time when retailers often collect consumer information and is also 

the time when consumers are willing to share their information. Retailers may ask consumers to fill out information 

forms if the transaction is made on digital channels or customers will have to provide information related to name, 

age, contact information, geographic location, etc. as requested by sales staff in a traditional environment. In 

addition, if making transactions at traditional stores, consumers are also at risk of having their facial recognition 

data, biometric data, shopping habits, preferences, etc. collected by artificial intelligence through cameras installed 

in the store. 

After purchase. The post-purchase stage is the stage that strengthens customers' desire to buy in the future and even 

builds a loyal customer group, so many businesses are very interested in customer experience. They collect customer 

data by monitoring reviews, monitoring customer posts on social networks or more dangerously, using smart devices 

using modern technology (robot vacuum cleaners, taxis). unmanned vehicle...) will automatically monitor and collect 

data about consumer behavior to send to the server system. At this stage, the privacy invasion is less noticed by users, 

creating conditions for retailers to repeat the above process. 

Studying the process of businesses collecting user data, the authors found a serious conflict between the desires of 

consumers and businesses. On one hand, consumers want businesses to personalize their shopping experience to 

save time and effort in finding suitable products and services; On the other hand, a part of consumers does not want 

to provide too much personal information and expresses concern when personal data is used for the wrong purpose. 

One study found that more than 70% of consumers expressed disappointment when their shopping experience was 

not personalized [41], and 70% of consumers surveyed said they felt concerned when shopping. Businesses use the 

data they provide [3] Currently, the personal data processing rules analyzed in section 4 include prior notification, 

obtaining individual consent, and not excessively collecting sensitive personal data except in the following cases: 

special cases permitted by law. Many digital applications in general and e-commerce applications in particular have 

assigned their consumers agreements regarding the use of their personal data. These agreements are part of their 

privacy policies that are publicly posted on the Internet, however, these policies are difficult for the average user to 

understand and sometimes users choose not to pay attention to their rights. For your privacy, accept consent to use 

the application, because not using Google, Amazon, not participating in Facebook means not participating in the 

information society for many people. Many privacy studies show that privacy policies are difficult to read and vague. 

It can take the average person up to 250 hours of work per year just to actually read the privacy policies of the websites 
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they actually visit over the course of a year [42]. So, the question is how can consumers personalize their shopping 

experience without violating their privacy? 

4.2.2. Challenges when data is collected across borders 

The relationship between cybersecurity and data restrictions is a relatively underexplored area of research despite 

being a growing concern in international trade. The free flow of data is one of the important factors for developing 

Artificial Intelligence. However, the widespread application of AI models and cross-border data flows can conflict 

with privacy policies. Looking at it another way, it is possible that strict legal policies on privacy also invisibly limit 

the development of artificial intelligence in particular and the technology industry in general. Despite the benefits of 

free data, countries around the world still impose some restrictive policies to address data privacy concerns. 

The European Union The EU has developed a data privacy policy early on that includes provisions restricting the 

transfer of data outside the European Economic Area and to countries that do not adequately ensure data system 

security (Chapter V GDPR). On the other hand, the United States chooses a model to manage the flow of data sources 

more freely than the EU, but that does not mean that data privacy in this country is weakened. Although not 

specifically stipulated in major legal documents, restrictions on cross-border information transfers are bound by the 

United States in its regional trade agreements (such as the USMCA and the US-Japan Digital Trade Agreement) [38]. 

In recent years, Vietnam has been considered one of the 10 countries with the largest amount of cross-border data 

flow in the world [19]. This positively reflects Vietnam's potential and opportunities, and at the same time, comes 

with a huge challenge in the process of protecting user data without damaging the data flow. Meanwhile, legal 

regulations in Vietnam in this field are still at a primitive level. The Decree on personal data protection that will take 

effect in July 2024 also has regulations on cross-border transfer of personal data, but it is not really clear, regulations 

on conditions for transferring personal data. across the border, there is an overlap between the transfer conditions 

and the transfer exception, between the transfer exception and the condition that the Personal Data Protection 

Commission issues a written consent to the transfer. In the field of international trade, Vietnam has participated in 

many free trade agreements, but most of these agreements do not include provisions on cross-border data flow. It is 

agreed that different countries have different information security standards as well as apply different legal models 

regarding cross-border data flows. Therefore, when building a reasonable management model for cross-border data 

flows, each country needs to consider both economic and privacy concerns, and must balance technological and 

economic development. with privacy protections. 

4.2.3. The balance between economic development in the digital age and privacy protection 

measures 

In a classic study on the right to privacy by Warren and Brandeis (published in the Harvard Law Review in 1890), 

scientists recognized technological development as one of the phenomena that poses a threat to human rights. human 

privacy [45]. Therefore, in the face of economic, political and social changes, the law must always develop and create 

new rights to “meet social needs” and ensure full protection for people and their families asset [11]. Looking at it 

another way, data-driven innovation and digital commerce will become increasingly important to the global 

economy. It is absolutely necessary for governments to update legal policies to address legitimate privacy concerns, 

but policies need to be enacted and implemented in a way that makes sense to citizens, businesses and the 

Government can maximize huge economic and social benefits from huge data sources and advanced technologies. 

Unreasonably strict privacy requirements in data processing should be avoided as this could indirectly hinder the 

development of privacy. When developing legal policies on consumer privacy, it is imperative to consider the 

economic interests of retail businesses. 

In this section, the authors give some recommendations to develop a policy to protect consumer privacy in the face 

of the strong rise of artificial intelligence in a reasonable way, including a balance between economics, law and society. 

Recommendations for retail businesses: 

Today, businesses can fully take advantage of their privacy protection policy as a tool to attract customers. Instead of 

arbitrarily collecting and analyzing customer data, businesses should be customer-centric and consider building 

strong measures to protect consumer data. Evidence is that businesses with clear information security policies will 
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enjoy tangible benefits such as shorter sales times, reduced risks and costs due to data breaches, increased flexibility, 

build customer trust and loyalty [11]. Cisco's recent data privacy benchmark study found that data privacy is a very 

attractive financial investment for businesses. organization. On average, an organization receives a privacy benefit of 

1.6 times their investment; More than 30% of organizations estimate their returns to be at least twofold, and about 

12% of organizations think they are seeing returns of up to three times their investment [5]. 

Recommendations for governments in developing policies to protect consumer privacy: 

Governments of countries with developing economies similar to Vietnam, if they want to take advantage of the 

advantages gained from artificial intelligence while still fully ensuring basic human rights, can research and build a 

legal model on privacy protection that combines the EU and US models. On the one hand, countries should build a 

legal system to systematically protect consumer privacy, with a combination of strict regulations and sanctions that 

serve as a deterrent , and mechanisms to protect consumers' privacy. Accountability also needs to be rigorously 

developed to ensure that acts of using AI to violate privacy rights are managed and remedied promptly. On the other 

hand, governments should also develop national strategies and issue many preferential and encouraging policies to 

promote the development of artificial intelligence in the digital age. 

Vietnam and other countries with similar economies and the same development direction also need to increase 

participation in the development of international networks on data management in the retail sector. As a member 

country of the Asia-Pacific Economic Cooperation (APEC), Vietnam should also take advantage of APEC's relatively 

complete privacy framework as a reference document. important reference in promulgating new policies. Building 

on APEC's cross-border privacy rules, countries can work together to forge a common governance agreement that 

establishes a global data security framework. 

To avoid negative impacts from citizen data being transferred across borders, some countries with developing 

economies like Vietnam need to consider researching solutions to minimize dependence on private parts. Foreign-

developed open source software by strengthening cooperation between the government and domestic technology 

enterprises; Issue preferential legal policies on taxes, land and other incentives to create conditions for the 

development of the artificial intelligence industry in the future. 

5. CONCLUSION 

Artificial intelligence has developed rapidly in recent years, leading to intense tensions related to personal privacy 

when businesses apply this technology to their retail operations. Understanding today's problem, our research 

proposes recommendations for governments of developing countries with similar economic conditions to Vietnam 

to refer to in the process of developing privacy protection policies. consumer privacy without being too strict on 

businesses. This study is a premise for further research on privacy in the context of an increasingly rapidly developing 

digital technology-based economy. 
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