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Self-administered injections are essential in managing chronic diseases such as diabetes, 

multiple sclerosis, and hormonal disorders. However, human errors in dosage, adherence, and 

technique present significant challenges. This study proposes an AI-powered IoT-based self-

injection monitoring system that ensures precise medication administration while providing 

real-time feedback to users. The system utilizes smart sensors, AI-driven predictive analytics, 

and cloud-based data storage to prevent dosage errors, track injection patterns, and offer 

personalized medication insights. The integration of machine learning, computer vision, and 

cloud computing in healthcare not only enhances patient compliance but also enables remote 

monitoring by medical professionals. This paper details the system architecture, workflow, 

benefits, and future directions of AI-integrated self-injection monitoring systems. 
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INTRODUCTION 

The management of chronic diseases has undergone a dramatic transformation in recent years, with a notable shift 

toward patient autonomy and decentralized care. Among the most common self-administered treatments are 

injectable therapies for conditions such as diabetes, multiple sclerosis, rheumatoid arthritis, and hormonal 

imbalances. While these therapies offer convenience and independence, they also introduce challenges—especially 

in ensuring accurate dosing, maintaining consistent adherence, and minimizing human error during administration. 

Studies have shown that even minor deviations in injection dosage or timing can significantly impact treatment 

efficacy and patient outcomes [1][2]. Traditional self-injection methods lack mechanisms to verify correct dosage 

levels, provide real-time feedback, or detect behavioral patterns indicative of non-compliance. As a result, many 

patients experience reduced therapeutic effectiveness, avoidable complications, or even hospitalization due to 

incorrect self administration. In recent years, Artificial Intelligence (AI) and the Internet of Things (IoT) have 

emerged as powerful enablers of smart healthcare. AI offers capabilities such as real-time decision-making, predictive 

analytics, anomaly detection, and personalized recommendations. Simultaneously, IoT enables the seamless 

connection of devices to transmit sensor data to mobile apps and cloud services, supporting both local and remote 

monitoring [3][4]. 

 Together, these technologies can bridge the gap between autonomous self-care and the need for medical oversight. 

This paper proposes an AI-powered, IoT-integrated self-injection monitoring system that enhances the safety, 

reliability, and personalization of medication administration. By embedding intelligent sensors in a smart syringe 

housing, analyzing data through machine learning algorithms, and transmitting feedback via mobile applications and 

cloud platforms, the system ensures accurate dosing while empowering both patients and healthcare providers. The 

motivation behind this work stems from the critical need to reduce preventable errors in self injection therapy and 

to build a system that adapts to individual patient behavior over time. Unlike traditional monitoring systems, which 

often rely on manual logs or retrospective data analysis, the proposed solution emphasizes real-time intervention, 

predictive feedback, and intelligent compliance tracking. This paper will explore the technical architecture of the 

system, review related work in AI and IoT healthcare applications, describe the functional workflow and data flow, 

and discuss the benefits, limitations, and future opportunities of deploying such systems in everyday medical 
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practice. By offering an integrated, AI-IoT-enabled approach, this research aims to contribute to the development of 

truly personalized, proactive, and preventive healthcare systems.  

RELATED WORK AND LITERATURE SURVEY 

Overview  

The convergence of AI and IoT in healthcare has drawn significant interest over the past decade. Numerous studies 

have demonstrated how intelligent systems can improve medication management, reduce medical errors, and 

personalize treatment plans.  

AI in Medication Management 

 Roy and Tripathi [7] introduced an AI-powered system for medication alerts, targeting missed doses. Taylor et al. 

[15] developed predictive analytics for chronic disease care. Choudhury et al. [26] and Wang et al. [27] proposed 

machine learning models for detecting irregular patterns and ensuring real-time anomaly detection in patient 

behavior.  

IoT Applications in Healthcare Zeng et al. [17] and Islam et al. [9] demonstrated how IoT enables real-time 

tracking of health metrics. Wireless modules such as Bluetooth and Wi-Fi support seamless data transfer to the cloud 

[24]. Desai et al. [32] showed that remote health monitoring reduces hospital dependency.  

 Smart Injection Monitoring Systems 

 Kim et al. [13] and Luo et al. [14] developed smart syringes and drug delivery systems with AI capabilities. Martin et 

al. [28] applied computer vision to assess injection angles. Li et al. [23] validated the use of IR sensors for liquid level 

sensing. 

Data Management and Cloud Integration 

 Cloud-based platforms, as shown by Thomas et al. [30] and Arora et al. [34], are essential for data security and 

remote access. Blockchain, as proposed by Oliveira et al. [29], enhances data integrity. Banerjee et al. [10] and Singh 

et al. [31] emphasized the importance of mobile-based alerts and notifications.  

Detailed Comparative Analysis of Related Work 

 Roy and Tripathi [7] created an AI alert system but lacked personalization. Taylor et al. [15] used predictive analytics 

with concerns about model overfitting. Zeng et al. [17] presented a robust IoT system limited by scalability. Islam et 

al. [9] provided a comprehensive cloud IoT framework that faced high deployment costs. Kim et al. [13] focused on 

dose monitoring but lacked cloud integration. Martin et al. [28] leveraged computer vision with environmental 

sensitivity issues. Thomas et al. [30] enabled secure cloud storage but did not include AI. Oliveira et al. [29] 

introduced blockchain for medical data but with complex adoption hurdles. Luo et al. [14] used AI for adaptive 

dosing, but required sensor calibration. Banerjee et al. [10] created a mobile health platform with basic analytics. 

Gaps in Existing Research 

 While previous systems explored medication adherence, few combined multi-level IR sensing, real-time AI 

prediction, and cloud-based integration. This study addresses those gaps with a holistic, patient-centric framework. 

SYSTEM ARCHITECTURE 

The proposed system architecture is built on a multi-layered model combining sensing, processing, and 

communication components. This modular architecture ensures scalability, reliability, and interoperability with 

existing healthcare platforms. The system not only collects and processes injection-related data but also provides 

real-time feedback and allows remote healthcare supervision.  

Sensing Layer  

The sensing layer serves as the foundation for accurate data collection. It comprises embedded hardware components 

designed to monitor the injection process in real-time.  
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• Smart Syringe with Multi-Level IR Sensors: The syringe is integrated with four strategically placed infrared (IR) 

sensors—Over, Top, Mid, and Bottom level sensors. These sensors detect the liquid level within the syringe to 

determine the exact dosage loaded or administered. Each sensor corresponds to a threshold and helps categorize the 

dose as empty, underdose, optimal, or overdose [23].  

• Syringe Insertion Detection: A mechanical or capacitive sensor checks whether the syringe has been properly placed 

into the device housing. This ensures the monitoring system only activates when a syringe is inserted. 

 • Buzzer and LED Indicators: These provide immediate visual and auditory feedback to the user. A green LED 

indicates a proper dose; a red LED and buzzer alert the user to an incorrect or unsafe dosage level [25]. 

 • Wireless Module (Bluetooth/Wi-Fi): Ensures seamless transmission of sensor data to the processing unit or mobile 

application in real-time [24].  

Processing Layer  

The processing layer forms the brain of the system. It utilizes embedded microcontrollers, AI models, and optional 

vision systems to interpret sensor data and provide actionable insights. 

 • Microcontroller (Arduino Nano / ESP32): Collects real-time input from sensors and controls output components. 

It executes core logic such as detecting dose thresholds, activating alerts, and managing data transfer. 

 • Machine Learning Module: A supervised learning model is trained on historical injection data to detect anomalies 

in user behavior. For instance, frequent underdosing or irregular injection times can trigger customized feedback. It 

also offers predictive analytics by forecasting missed injections based on past adherence patterns [26][27]. 

 • Computer Vision : A small onboard or connected camera can assess syringe orientation and needle placement. This 

feature is especially useful in home care for verifying technique and preventing user errors [28]. 

 • Personalization Engine: AI algorithms adjust dosage reminders and suggestions based on user habits, prescribed 

medication routines, and historical compliance data [15].  

Communication Layer 

 The communication layer ensures that processed data reaches the end-users and healthcare providers for 

monitoring, alerts, and decision-making. 

 • Mobile Application Interface: The mobile app serves as the user-facing component of the system. It displays 

injection history, current dosage levels, alerts, and personalized recommendations. It also serves as a control panel 

for syncing with cloud servers [10]. 

 • Cloud Integration: All sensor and AI-generated data is stored in a secure cloud environment. This enables 

longitudinal tracking of patient behavior and dosage adherence. Doctors can access this data via a secure portal for 

remote monitoring [30]. 

 • Doctor-Caregiver Monitoring Dashboard: Healthcare providers receive access to real-time compliance reports, risk 

alerts (e.g., missed doses, incorrect administration), and patient-specific analytics. This data can inform treatment 

adjustments without requiring physical visits [32].  

• Data Synchronization and Backup: Automated backups and end-to-end data encryption ensure medical records are 

safely archived and accessible when needed. Future versions will integrate blockchain for immutable data logging 

[29].  

System Workflow Integration  

The three layers work cohesively in the following sequence: 

 1. A user inserts the syringe into the smart housing. 

 2. The sensing layer detects syringe presence and liquid level.  

3. The microcontroller interprets the sensor data.  
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4. The AI engine analyzes this data in real time and compares it with historical records.  

5. Visual/auditory alerts are triggered locally, and data is pushed to the cloud. 

 6. The mobile app displays feedback to the user, while remote caregivers receive alerts as needed. 

 

Fig 1: Proposed System Architecture Block Diagram 

METHODOLOGY 

The functionality of the AI-IoT self-injection monitoring system is driven by a structured and sequential workflow 

that ensures both accurate dosage detection and timely user feedback. This workflow is supported by a real-time data 

flow model that connects the sensing, processing, and communication layers. Together, they create a cohesive system 

capable of intelligent monitoring, alerting, and logging.  

Workflow Overview  

The operation of the system follows these core steps:  

1. Syringe Detection and Initialization When the user inserts the syringe into the smart outer casing, a detection 

mechanism is triggered. This activates the system, initiating the monitoring process. The microcontroller awaits 

sensor input and begins tracking the injection state.  

2. Dose Level Sensing via IR Sensors The system contains four infrared (IR) sensors placed at predefined liquid levels 

inside the syringe housing:  

• Over Level: Detects potential overdose  

• Top Level: Confirms correct dosage starting point • Mid Level: Validates mid-range dosage  

• Bottom Level: Indicates underdose or empty syringe The activation sequence of these sensors helps determine 

whether the injection is within a safe and acceptable range [23]. 

 3. Real-Time Analysis and Decision Making Sensor readings are processed by a microcontroller (e.g., Arduino Nano 

or ESP32), which uses predefined logic and machine learning algorithms to: 

 • Confirm correct dosage  

• Detect underdose or overdose  

• Identify abnormal usage patterns If the readings fall outside the acceptable range, the system activates alert 

components (LEDs and buzzers) to notify the user [25][26]. 

 4. User Feedback and Alert Mechanism  

• A green LED lights up if the dosage is accurate.  
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• A red LED and buzzer are triggered for errors like empty syringe, underdose, or overdose. 

 • Simultaneously, a mobile notification is sent via Bluetooth or Wi-Fi, ensuring multi-modal feedback for 

accessibility [24].  

5. Data Logging and Cloud Synchronization The system transmits the recorded dosage data and injection timestamp 

to a cloud server for persistent storage. This is achieved through the mobile application, which acts as an intermediary 

node for both storage and synchronization [30]. 

 6. Remote Monitoring by Healthcare Providers The uploaded data is made accessible to healthcare professionals via 

a secure web-based dashboard. This enables caregivers or doctors to: 

 • Track patient compliance • View historical trends and dosage records 

 • Intervene proactively in case of consistent non-compliance or error patterns [32]  

Data Flow 

 Description The data flow within the system follows a vertical and bidirectional path across three layers: 

1. Sensing Layer (Data Generation)  

• Inputs: IR sensor readings, syringe presence  

• Outputs: Raw sensor data sent to microcontroller 

2. Processing Layer (Data Computation) 

• Inputs: Sensor data stream  

• Processes:  

➢ Filtering and interpretation of sensor signals  

➢  AI inference for pattern recognition  

➢ Error detection logic  

         • Outputs: Decisions (normal, underdose, overdose), user alerts, and structured data packets  

3. Communication Layer (Data Transmission and Logging) 

 • Inputs: Processed data from microcontroller 

 • Processes:  

➢ Push to mobile application via Bluetooth/Wi-Fi  

➢ Sync with cloud storage in real-time  

➢ Notification dispatching to both user and doctor  

         • Outputs: Real-time alerts, compliance logs, and patient history data available remotely  

Feedback and Learning Loop  

An essential feature of the system is its feedback loop. Data stored in the cloud is periodically analyzed by the AI 

module to: 

 • Adapt notification frequencies based on user adherence  

• Suggest optimized injection timings  

• Trigger risk alerts for doctors based on deviation patterns This adaptive learning loop enables continuous 

personalization and improves over time with more user data. 

 Circuit Design 

 This circuit uses an Arduino Nano to process signals from IR sensors that detect the liquid level in a syringe. 

Depending on the detected level, the system activates either a red or green LED and a buzzer to alert the user. A 

Bluetooth module (HC-05) sends this information wirelessly to a mobile app for real-time monitoring. The IR sensors 

are connected to analog pins, and transistors are used to control the indicator LEDs. The system runs on a 5V 

regulated power supply. 
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Fig 2: Circuit Diagram 

Security and Privacy Considerations  

All data transactions between the sensing module, mobile app, and cloud server are encrypted using industry-

standard protocols. Future iterations will incorporate blockchain-based health record management to ensure 

immutable and tamper-proof records [29]. 

 

Fig 3: Methodology Diagram for self-paced Injection 
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The block diagram illustrates a comprehensive AI-IoT enabled system for self-injection monitoring. It begins with 

the user inserting a syringe, activating the sensing layer, which uses IR sensors to detect liquid levels. The data is 

processed through a microcontroller and AI/ML engine to determine dosage accuracy and user behavior. Feedback 

is instantly provided via LEDs, buzzers, and mobile notifications, while injection data is synced to the cloud for doctor 

access. A feedback loop allows the AI to learn from user patterns, enabling personalized healthcare. 

CONCLUSION AND DISCUSSION 

This research introduces a novel, intelligent self-injection monitoring system that integrates Artificial Intelligence 

and Internet of Things technologies to enhance the safety, precision, and personalization of self-administered 

medication. By leveraging multi-level IR sensors, a machine learning-based prediction engine, real-time alerts, and 

cloud connectivity, the proposed system addresses critical challenges in chronic disease management, such as 

incorrect dosing, non-compliance, and lack of supervision. 

The system not only supports real-time decision-making for users but also facilitates remote intervention by 

healthcare providers, enabling a shift from reactive to proactive treatment models. Compared to traditional manual 

tracking or standalone injection devices, this approach significantly improves treatment adherence and patient 

engagement through feedback loops, mobile alerts, and historical data analytics. 

Through discussions and prototype development, it becomes clear that incorporating smart technologies into daily 

healthcare routines is not only feasible but essential in the era of personalized medicine. The proposed architecture 

is modular and adaptable, making it suitable for various therapeutic applications beyond insulin or hormonal 

injections. 

Future Prospects includes, Integration with smartwatches to monitor vitals post-injection [21], Blockchain for secure 

medical record-keeping [29] , Expansion to IV drips and wearable injectors [22], Voice or gesture-based accessibility 

for elderly users [28]. 
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