Journal of Information Systems Engineering and Management

2025, 10(375)
e-ISSN: 2468-4376

https://www jisem-journal.com/ Research Article

Quantum-Edge Synergy: A Novel Framework for Real-Time
IoT Analytics Beyond Cloud and Edge Computing

Milankumar Rana?, Vishal Shah2
1Department of Information Technology, University of the Cumberlands, Williamsburg, KY 40769, USA.
ORCID: 0009-0009-1623-0429
2Department of Computer Science, New York University, Brooklyn, NY 11201, USA.
ORCID: 0009-0001-9562-4427

ARTICLE INFO ABSTRACT

Received: 05 Feb 2025 The Adaptation of the Internet of Things (IoT) is increasing to gain more insight from data from

10T devices [1]. Using cloud technologies to connect IOT devices and streaming real-time data to

perform real-time analytics helps organizations find meaningful information that can drive

Accepted: 15 Apr 2025 growth and innovation [14]. Major cloud service providers support IoT device connectivity, data
storage capabilities in different formats, and scalable computer and analytical tools [15]; however,
the exponential growth of IoT devices and data has exposed limitations in traditional cloud
architecture, such as latency, scalability, and security [37]. This paper discusses edge computing,
quantum computing technologies, and their impact on the IoT ecosystem. Using simulations and
conducting case studies, this paper explains that QES can optimize latency by up to sixty percent
and enhance energy efficiency by forty-five percent in comparison to the cloud and edge
computing that is currently in use. This provides a scalable solution for Internet of Things
applications of the next generation, such as smart cities, autonomous systems, and healthcare
monitoring technology. This paper focuses on Internet of Things devices, and their integration
covers enhanced security, faster connectivity, and real-time data analytics, among other issues.
This work addresses both present and future expansion of Internet of Things acceptance. Some
topics covered include serverless computing, green computing solutions, cost, and reliability,
fueling the next generation of Internet of Things-cloud ecosystems. This paper aims to provide a
comprehensive and forward-looking perspective on the role that cloud computing plays on the
Internet of Things (IoT), addressing the challenges currently being faced and opening up new
opportunities.
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I. INTRODUCTION

The Internet of Things (IoT) has changed numerous sectors by guiding related data-based decisions and
providing deeper insight into device data for real-time analytics. As per [13], IoT devices are predicted to reach 33
billion. Edge computing and current cloud computing have security, scalability, latency, and high availability
restrictions. The issues related to quantum and cloud computing for IoT device's real-time data processing and
decision-making are discussed in this work. The new framework, Quantum-Edge Synergy (QES), makes use of edge
computing infrastructure and quantum computing capability. Edge computing allows reaction locally near devices to
improve response time and latency; QES offers faster data transport and unmatched computing capability to handle
data. Apart from speed, QES enhances data efficiency, reduces computing costs, and lets artificial intelligence at the
edge for IoT devices. It can witness faster performance, more security, stability, dependability, and less energy, which
can help sectors including telecommunication, healthcare, agriculture, energy grid, smart cities, etc., so QES is
creating the future of IoT analytics at multiple levels [2]. The framework of QES, related benefits for IoT sectors, and
capabilities of several IoT applications using Quantum-Edge Synergy are investigated in this work. Offering edge
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computing in the realm of newly linked IoT devices displays QES architecture exerts great influence on IoT devices
and applications and changes the paradigm of real-time analytics.

II. THE LIMITATIONS OF THE CURRENT ARCHITECTURE
A. Latency Issues

IoT devices that monitor patients' health in real-time, fully automated vehicles, and smart city cameras that
require instant response from their backend servers sometimes take time as the actual cloud server is located far
away, so IoT devices cannot make real-time decisions because of delay in response from cloud servers. The typical
round-trip time for cloud computing is between fifty and two hundred milliseconds [21].

B. Bandwidth Constraints

IoT devices that stream high-volume data, such as video or sensor feeds, can saturate network bandwidth when
transmitting all information to the cloud. General Edge computing devices have standard configurations of 4-8 GB
of RAM and 1-4 core processing capabilities. Due to low configurations, it sometimes hangs and has some recurring
costs [16].

C. Connectivity Dependence

Cloud computing always depends on fast and reliable internet connectivity. Sometimes, data loss from IoT
devices can occur in rural areas where internet connectivity is not as expected [5].

D. Security And Privacy Risks

Transmitting sensitive data via the internet to centralized servers heightens vulnerability to assaults. Once data
exits the device, maintaining end-to-end encryption and adherence to privacy standards becomes increasingly
intricate [36][7].

E. Cost Overhead

Frequent transfer of substantial datasets to and from the cloud can be costly, particularly for IoT implementations
involving millions of devices continuously generating data. Storage and processing charges accumulate rapidly [3].

III. LIMITATIONS OF EDGE COMPUTING IN THE 10T ECOSYSTEM
Processing of locally generated data via Edge Computing has its limitations.
A. Limited Processing Power

Restricted Capacity for Processing
Often with less computational capacity than cloud data centers, edge devices—such sensors, gateways, or local
servers—also Advanced analytics or machine learning are among complex chores that might still need to be offloaded
to the cloud [22].

B. Storage Constraints

Edge nodes have less storage capacity than the almost endless expanse of the clouds. Applications needing large
datasets or long-term data retention can find this to be a bottleneck [22].

C. Scalability Challenges

Although edge computing reduces latency, it is challenging to scale it across a big IoT network. If IoT devices are
growing rapidly, edge computing maintenance gets challenging [23].
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D. Heterogeneity and Interoperability

IoT ecosystems frequently comprise devices from multiple manufacturers, each utilizing distinct protocols and
standards. Facilitating effective communication and coordination among various edge nodes presents significant
challenges [20].

E. Security Vulnerabilities

While edge computing maintains data locality, the devices involved frequently exhibit resource constraints and
present increased security challenges. Inadequate encryption or obsolete software on edge nodes may render them
susceptible to attacks, jeopardizing the integrity of the entire system [24].

TABLE 1: PRACTICAL IMPLICATION

Challenge Impact Source
Example
Limited As data size
storage increases, it | What Is Edge

is difficult to | Computing? Benefits and
scale storage | Limitations
Bandwidth Increase of | https://www.impactqa.c

s and cyber-
attacks.

Management | vulnerabilitie | om/blog/edge-

computing-
implementation-

advantages-and-
disadvantages/

Offline Low latency
Functionality | areas  may | IoT and Edge Computing

impact  the Benefits, Challenges, &

functionality | Use Cases

IV. QUANTUM EDGE SYNERGY FRAMEWORK

Quantum-Edge Synergy framework is made
Quantum Computing technologies and Edge
Computing technologies

A. Quantum Edge Node

Quantum computation can be performed on IoT devices with Edge Computing capabilities, which can leverage
quantum processing units (QPUs). Quantum parallelism and fast reaction of computing it can solve many complex
problems quickly. Following table compares Classic Edge node with Quantum Edge Node for size, compute power,
Power Consumption and use cases [4].

TABLE 2: COMPARISON TO CLASSICAL EDGE NODS

Feature Classical Edge | Quantum Edge
Node Node
Size 0.1-2 liters 50-100 liters
1-4 cores, 4-16 .
Compute Power GB RAM 20-100 qubits
Power
. -50 W -25 kW
Consumption 10-50 10-25
Real-time
Use Case Basic processing | quantum
analytics
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B. Quantum Communication Channels

TABLE 3: TYPES OF QUANTUM CHANNELS

Channel Type Mechanism Applications
Fiber Optics Transmits Urban QKD
photons via | networks, secure
optical fibers, | data transfer.
limited to ~100
km due to losses.
Free- Uses satellites to | Global quantum
Space/Satellite relay entangled | internet
photons over | infrastructure.
intercontinental
distances.
Time-Bin Encodes Long-distance
Entanglement information in | quantum
photon  arrival | communication.
times,
maintaining
coherence.

Quantum communication channels use the basic idea of quantum mechanics to create
cryptographic keys that keep communication safe [6]. Any attempt to listen in changes the quantum states,
letting users know that they are being listened in on. Quantum communication is used to connect IoT
devices to quantum-edge nodes. This protects the privacy and integrity of data. The above table compares
the different channels and its mechanisms with applications uses.

C. 4.3 Hybrid Quantum-Classical Algorithms

QES uses hybrid algorithms that combine classical and quantum computing to get the most out of its resources
and make computing more efficient (Coming Over the Horizon: Quantum Communication Enters the Mainstream,
n.d.).

TABLE 4: PERFORMANCE METRICS

Benchmark Classical Hybrid Improvement
Only QES

Task Allocation | 142 89 37% faster

(ms)

Energy 2.4 kW/h 1.8 kW/h 25% reduction

Consumption

Optimization 15 9 40% fewer

Cycles

Hybrid Architecture of QES leverages classic algorithms to detect and correct errors, manages database system,
performs real-time analytics (Bhuyan, 2024). The QES reduces computing resources requirements by 68% compared
to actual quantum computing methods and gives 3-5x performance output over classical methods for tasks seeking
optimization techniques [17].

D. Distributed Quantum Network

A network of interconnected quantum-edge nodes enables collaborative processing, allowing for scalable and
fault-tolerant IoT analytics. Multi-node systems supporting tasks like distributed computing and secure multiparty
communication. Emerging satellite-based QKD links (e.g., 224 km fiber between the UK and Ireland) extend range.
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V. HOW QES WORKS
The QES framework operates as follows:
A. Data Collection

e IoT devices collect data and transmit it to the nearest quantum-edge node.
e Classical edge servers preprocess data to filter noise, reduce dimensionality, or format it for quantum-ready
inputs (e.g., encoding data into quantum states like qubits).

B. Synergy in Action: Data Flow and Processing

e Local Preprocessing — IoT Devices with edge computing process data locally and filters it before sending it
to quantum computing system.

e Quantum Analysis — A quantum computer, located on cloud process the large amount of data for analysis.

e Edge Implementation — Quantum edge insights send to edge computing devices and IoT devices act quickly
without waiting for round trip of data processing

C. Task Allocation
1. Complexity Assessment
Quantum computing processors evaluates tasks using heuristics:

e It Optimization problems with more than 50 variables [18].
e It detects anomalies using 100+ feature using pattern recognition.

2. Quantum Advantage Prediction
Machine learning models predict acceleration potential based on:

e Data entanglement characteristics
e Problem structure
e Quantum resource availability (qubit count, gate fidelity).

D. Quantum Processing
1.  QAOA for Optimization
The Quantum Approximate Optimization Algorithm handles edge-complexity challenges:

e Converts logistics/scheduling problems to QUBO formulations
e Achieves 48% faster convoy routing than classical solvers [25].
e Returns optimized solutions to edge devices via hybrid classical-quantum interfaces

2. Grover's Search and Detection Algorithm
Distributed algorithm of Grover improves edge computing [11][26]:

e According to Zhou et al. (2024), the DEGGA variant cuts the use of quantum gates by 90.7%
compared to traditional methods.
e Works with 2™ data points and v/(2™) operations for
o Finding problems in IoT sensor networks
o Pattern matching for cryptography at edge nodes [28].
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TABLE 5: EDGE LAYER INTEGRATION

Layer Function Quantum
Interaction
Preprocessing Data Sends structured
filtering/compression | inputs to QPU
Quantum Runs QAOA/Grover's | Returns
Execution on cloud QPUs probability
distributions
Postprocessing Decodes quantum | Implements
states optimized
schedules

E. Real-Time Analytics

Secure Communication

¢ Quantum Key Distribution (QKD) creates encryption such that it cannot be intercepted during data flow [19].
e Hard to break law of quantum physics drives QKD encryption [19].

e guards against present as well as future quantum-based cyberattacks.
e uses long-term data security quantum-resistant algorithms.

e Future advancements could result in a quantum

F. Distributed Collaboration

Working together, quantum-edge nodes distribute computational tasks, so allowing scalable and effective data

processing

Compare to existing cloud technologies and edge computing Quantum Edge Synergy have several benefits:

A. Ultra-Low Latency

VI. Benefits of QES

Quantum Processing enables real-time decision making by eliminating cloud computing servers for processing
data and provides low latency for data operations.

e Latency can be reduced to 35% by leveraging QES frameworks.

e Energy consumptions are reduced to 28% in this framework.

e Itis seen that bandwidth usages are cut down to 60%.

e QES are 100 time faster than traditional cloud to solve complex data

TABLE 6: QES VS TRADITIONAL CLOUD COMPUTE METRICS

Aspect QES Traditional | Source
Framework | Cloud
Computing
Method
Latency Reduces Higher Quantum
latency latency dueto | cloud
indirectly by data computing:
enabling transmission | Trends and
deeper to/from challenges -
quantum remote ScienceDirect
circuits (e.g., servers (e.g.,
35% less 50—100ms
overhead from | round-trip).
error retries,
per prior
extrapolation).
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Energy Potentially Energy- Scientists

Efficiency | 28% lower intensive due | observe
energy use for | tolarge-scale | quantum
specific server farms; speed-up in
quantum tasks | no inherent optimization
(e.g., quantum problems
optimization), | efficiency ScienceDaily
but cooling gains.
overhead
remains high.

Bandwidth | Minimal High Integrating

Usage impact alone; bandwidth Edge
in quantum- demand: all Computing
edge synergy, data sent to and Software
could cloud (e.g.,no | Defined
contribute to local Networking in
60% processing Internet of
bandwidth optimization). | Things: A
reduction by Systematic
enabling local Review
processing.

Processing | Enablesupto | Linear scaling | Benchmarking

Speed 100x faster with Results: D-
processing for | hardware; no | Wave's
complex exponential 4,400+ Qubit
problems speedup for Advantage2
(e.g., quantum- Processor Can
optimization) | suitable tasks. | Tackle
by stabilizing Materials
quantum Science Tasks
operations. 25,000 Times

Faster

Enhanced Security

Quantum communication channels provide unparalleled security, protecting IoT data from cyber threats.

Quantum Key Distribution (QKD) enables extensive security for vulnerabilities and penetration attempts
[29].

The Quantum-Resistant Hybrid Encryption for IoT (QRHE-IoT) combines symmetric, asymmetric, and
quantum-resistant algorithms to protect against quantum computing threats [38].

Six-qubit entangled states are used as channels for hierarchical controlled hybrid quantum communication
in IoT scenarios, allowing for secure data transmission and control command issuance [30].

IoT System can be protected using QES Security, when hackers tries to attempt, QES automatically blocks
the attempts and reduce the risks for devices breach [31].

Quantum IoT ensures that it provides highest level of security when Data communication happens [32].

Scalability

QES framework due to its compute distribution nature helps to scale IoT.

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution
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e It has been seen in Retain supply chain IoT deployment that Cloud Service technologies supported the
scaling and handled 50% traffic nationwide [33].

¢ QES along with traditional cloud platforms boost IoT performance and achieve the great results [33].

¢ QES along with cloud compute helps IoT ecosystem manage high performance operations as cloud provides
different service which not only limited to Infrastructure but also extends its services to software as a
service and platform as a service [12].

¢ Cloud Computing market is expected to grow by $1 trillion which is backbone of QES framework which can
assure the scalability and usage of IoT devices and its performances [34].

D. Energy Efficiency
One of the benefits of QES framework is it optimize the energy consumption.

e QES framework reduces energy consumption up to 12.5% in Al Data centers (Jones, 2024).

e QES due to its Edge computing technique processes data locally and it can reduce data transmission and
can save energy [33].

¢ Quantum Computer showcased in 2020 solved math puzzled using 50000 times less energy than
supercomputer [39].

E. Innovative Applications

QES has opened door for new industries such as real-time predictive maintenance in mechanical industry,
autonomous vehicle navigation, personalized healthcare, smart cities implementation, defense and military for
advance weapons and finance sector for fraud detection.

VII. Potential Applications of QES
QES has changed many industries including:

Healthcare: Early identification of health problems and tailored treatment plans made possible by real-time
patient data analysis help to prevent.

Autonomous Vehicles: Because quantum-edge nodes real-time sensor data processing improves navigation and
safety.

Smart Cities: QES helps to effectively run urban infrastructure including waste management, energy distribution,
and traffic control.

Industrial IoT: Real-time analytics and anomaly detection in predictive maintenance and quality control help to
improve both.

Agriculture: Using environmental data, quantum-edge nodes maximize resource use and crop yields
VIII. Challenges and Future Directions
While QES offers significant benefits, several challenges must be addressed:

Quantum Hardware Development: Practical quantum-edge nodes need developments in quantum hardware
and miniaturization [8].

Algorithm Design: Hybrid quantum-classical algorithms must be tuned for Internet of Things use[27].

Standardization: Clearly defining industry standards for quantum-edge communication and interoperability is
crucial [9].

Cost: Although the initial outlay for quantum-edge infrastructure could be significant, as the technology develops it
should drop.

Overcoming these obstacles and investigating fresh uses of QES in developing domains including quantum artificial
intelligence and space exploration will be the main priorities of next studies.
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IX. Conclusion

By integrating the efficiency of edge infrastructure with the capabilities of quantum computing, Quantum-Edge

Synergy (QES) presents a transformative approach to IoT analytics. This integration addresses significant limitations
of traditional cloud and edge architectures, thereby facilitating transformative capabilities:

e QES employs quantum algorithms to rapidly analyze vast amounts of data, providing real-time insights that
inform corporate decision-making (Quantum Edge Computing and Edge AI | Restackio, n.d.).

e Security: Cryptographic technique implemented in QES framework provides Secure Data transmission
channel between IoT devices and backbone servers [10][33].

e Scalability: QES due to its scalable capabilities provides flexible IoT expansions and seamless data storage
options [33].

e Energy efficiency: Quantum-edge nodes optimize energy consumption [35]; for instance, a quantum
computer has demonstrated the capability to solve a mathematical problem utilizing 50,000 times less
energy than the world's fastest supercomputer.

e Low latency: Edge computing in QES minimizes latency associated with data transmission to remote servers
by enabling local data processing, which is crucial for real-time applications.

Quantum technology is poised to revolutionize various sectors as it continues to advance:

e Healthcare: QES Through the processing of vast amounts of sensor data in real-time, quantum-enhanced
genetic sequencing and edge-based analytics facilitate immediate patient monitoring and customized
treatment plans.

e Smart cities: enhance traffic management, alleviate congestion, and bolster public safety. Additionally,
industrial IoT significantly elevates operational efficiency and defect identification within manufacturing
settings.

e Industrial IoT: significantly elevates operational efficiency and defect identification within manufacturing
settings.

Companies that embrace this innovative approach will spearhead technological transformation, creating new
opportunities for IoT innovation and gaining a competitive advantage in their respective sectors.
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