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ARTICLEINFO ABSTRACT

Received:24Dec2024 Phishing attacks pose serious cybersecurity concerns by using phony emails and websites to

obtain private data. Intelligent and explicable solutions are required because traditional

detectionsystemsareunabletokeepupwiththelatestphishingtechniques.Thisstudyintegrates

Accepted:24Feb2025 behavioural analysis, optical character recognition (OCR), and natural language processing
(NLP) to develop a phishing detection system based on Explainable Machine Learning (XML)
models. The system uses supervised models, including ensemble approaches, for precise
classification and anomaly detection for adaptive learning. Model transparency is improved by
explainability techniques like SHAP and LIME, which help cybersecurity experts understand
decisions. High detection accuracy, adaptability, and increased reliability over traditional
methodsaredemonstratedby theexperimentalresults.Thesuggestedsystemprovidesastrong
solutionforcybersecurityresiliencebyimprovingphishingdefencethroughreal-timedetection, alert
systems, and adaptive learning.
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1. INTRODUCTION

One of the most common cyberthreats nowadays is phishing, which takes advantage of technical flaws and human
psychology to obtain private information. Cybercriminals pose as trustworthy organizations and trick people into
disclosing private informationby using phony emails, harmful URLs,and fake websites. Because they can't keep up
with changing attack tactics, traditional rule-based detection methods like blacklisting and signature-based
approaches frequently miss new phishing attempts.

A viable substitute is machine learning (ML), which offers flexible and dynamic ways to identify phishing attempts.
ButbecausethemajorityofML-baseddetectionmodelsfunctionas"blackboxes,"itmightbedifficulttounderstand how
they make decisions. By improving accountability and transparency, explainable AT (XAI) overcomes this constraint
and enables cybersecurity experts to comprehend and have faith in model predictions.

This studyuses Explainable Machine Learning Models tosuggesta newmethodforidentifying phishing emailsand
websites.Toextractimportantinformationfrominputdatasources,thesystemcombinessophisticatedbehavioural
analysis, optical character recognition (OCR), and natural language processing (NLP). Both supervised and
unsupervised learning strategies are used in the suggested model to increase detection precision and flexibility.
Furthermore, explainability strategies like SHAP (Shapley Additive Explanations) and LIME (Local Interpretable
Model-Agnostic Explanations) offer insights into model predictions, while ensemble learning approaches improve
robustness.
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This paper explores the proposed methodology, system architecture, and evaluation results, demonstrating the
effectiveness of explainable ML models in detecting and mitigating phishing attacks.
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2. DATASET

The dataset, which is used to categorize phishing websites, comprises 50,000 entries with seven attributes. These
properties,whichareallintegers,are ‘urlLength *, " hasIPAddress ", “hasSuspiciousWords ", "isHTTPS",

‘domainAge " ,and ‘numSubdomains " .Thetargetvariable,the “label " column,indicatesifawebsiteisauthentic(o) or
phishing (1). Using this dataset, machine learning models may be trained to identify phishing websites based on
securityparameters,domainage,andURLcharacteristics.Itisusefulforcybersecurityapplicationssinceitcontains
characteristics like IP addresses and words that raise suspicions.

The phishing detection dataset consists of 50,000 records, each containing information that helps in identifying
whether a website is genuine or fraudulent. These records include seven numerical features that represent various
structural and security-related aspects of a website.

The features in the dataset include urlLength, hasIPAddress, hasSuspiciousWords, isHTTPS, domainAge, and
numSubdomains.Eachoftheseattributesisencodedasaninteger,makingthedatasetsuitablefortrainingmachine
learning models.

The label column serves as the output variable, where a value of o signifies a legitimate website and a value of 1
represents a phishing site. This binary labelling system supports the development of classification models for
phishing detection.

This dataset is particularly valuable in the field of cybersecurity because it includes indicators such as the use of IP
addressesinURLs,thepresenceofsuspiciousterms,andthesecurityprotocol(HTTPS).Italsoconsidersstructural features
like how old the domain is and the number of subdomains used.
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In summary, the dataset offers a comprehensive set of features that can be effectively utilized to train machine
learning models for phishing website detection, aiding in proactive threat identification and online safety.

3. METHODOLOGY

The flow diagram shows the organized process that the suggested system uses to identify phishing emails and
websites.Datacollectingfrommanysources,suchaswebsites,emailcontent,and URLSs,isthefirststep.Thesystem then
uses behavioural analysis, NLP, and OCR to retrieve pertinent features. Raw input data is transformed into
structuredrepresentationsappropriateformachinelearning-basedanalysisthroughpreprocessingmethodslikedata
cleansing, tokenization, and vectorization.
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(figg.1NeuralNetworkArchitectureforPhishingDetection)

Supervised learning and anomaly detection are the two primary methods that make up the detection process.
Adaptive detection of hitherto unknown phishing attempts is made possible by anomaly detection, which uses
unsupervised learning techniques to find departures from typical patterns. By using labelled datasets for training,
supervised learning, deep learning, and ensemble techniques improve classification accuracy. Through adaptive
updatesanditerativelearning,thesystemcontinuouslyimprovesitsdetectingcapabilities.Themodel'sdecisionscan ~ be
interpreted by security analysts and end users thanks to the incorporation of explainability approaches. In order to
detect phishing indicators including dubious email headers, odd domain registrations, and misleading content
structures, SHAP and LIME offer feature important insights.

4 RESULTSANDDISCUSSION

The suggested explainable machine learning (ML)-based phishing detection solution outperforms
conventionalblacklistingtechniquesindetectingphishingemails,URLs,andwebsites. Themodelimproveszero-day
attack detection by combining anomaly detection and supervised learning. Its effectiveness is confirmed by
performance criteria like accuracy, precision, recall, and F1-score. Explainability technologies like SHAP and LIME
helps cybersecurity professionals make decisions by

highlighting important phishing signs including domain age, dubious links, and suspicious keywords.While
continuous learning adjusts to changing threats and lowers false positives, ensemble learning increases robustness
by utilizing many models. Security professionals are more accepting and trusting of the system because of its
transparency.

(Fig4.1.A(Accuracy))
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Additionally,byofferingpracticalknowledge,itmakesproactivecybersecurityactionspossible.Thedatasetcouldbe
increased, sophisticated deep learning architectures could be used, and real-time detection might be enhanced in
future studies.

Model Accuracy

1.000 4

0.999 1

S 0.998 1
v
.
3
§ 0.997 1
0.996 -
0.995 - —— Train Accuracy
: —— Validation Accuracy
0 2 4 6 8
Epochs
(fig4.1.B)
Model Loss
0.0175 4 — Train Loss
’ —— Validation Loss
0.0150
0.0125
@ 0.0100 -
0.0075
0.0050 -
0.0025 A
0.0000 - ’ ; . ; "
0 2 B 6 8
Epochs
(fig4.1.C)

0Comparison of Phishing Detection Methods
1,

W Traditional Methods
B Explainable ML

Performance

o S
N o

o
>

Accuracy  Precision Recall F1-Score

(figg.2ComparisonofPhishingDetectionMethods)

Copyright©2024byAuthorls andLicensedby]ISEM. Thisis an openaccessarticledistributedunderthe CreativeCommonsAttribution License 981

whichpermitsunrestricteduse,distribution,andreproductioninanymedium,providedtheoriginalworkisproperlycited.


http://www.jisem-journal.com/

JournalofInformationSystemsEngineeringandManagement
2025,10(408)

e-ISSN:2468-4376

https://www jisem-journal.com/ ResearchArticle

Feature Importance for Phishing
Classification

suspicious_words phishing
urLength
https
domainAge
0.0 0.1 02 05

SHAP Value

(figg.3FeatureImportanceforPhishingClassification)
5 DISCUSSION

The explainable machine learning-based phishing detection system offers a smarter, more transparent solution
comparedtotraditionalmethods.Bycombiningsupervisedlearningwithanomalydetection,itcanspotawiderange of
phishing attacks—including advanced and previously unknown ones, like zero-day threats. This blend of techniques
helps the system recognize not just common attack patterns, but also new and unusual ones, making it more
reliable and adaptable to changing tactics.

WhatreallysetsthissystemapartisitsuseofexplainabilitytoolslikeSHAPand LIME.Thesetoolshelpcybersecurity
teamsseeexactlywhythemodelmadeacertainprediction,whichbuildstrustandconfidenceinitsdecisions.Asthe
systemcontinuestolearnandadaptovertime,itbecomesevenbetteratidentifyingthreatsandcuttingdownonfalse alarms.
Altogether, it’s a powerful, real-time tool that fits seamlessly into proactive security efforts and keeps organizations
better protected against ever-evolving phishing risks.

In addition to its technical strengths, the system demonstrates strong potential for real-world application and
scalability.Itsabilitytoprocessdiversephishingindicators—rangingfrom UR Lstructuresandemailcontenttouser
behaviour and visual cues—ensures comprehensive threat coverage across multiple attack vectors. The explainable
nature of the system not only enhances internal decision-making but also supports regulatory compliance by
providing clear justifications for security actions. As phishing attacks grow in sophistication, this system’s adaptive
andtransparentarchitecturepositionsitasaforward-thinkingsolutionthatalignswiththeevolvingneedsofmodern
cybersecurity infrastructures.

6 CONCLUSION

Thesuggestedexplainablemachinelearning-basedapproachfordetectingphishingemailsandwebsitessignificantly
enhancescybersecuritydefencebyintegratingadvancedtechniquessuchassupervisedlearning,anomalydetection, and
model explainability. This hybrid methodology allows the system to detect both known and emerging phishing
threats, including zero-day attacks that traditional signature-based and blacklist techniques often miss. Supervised
learning enables the system to classify phishing indicators based on historical data, while anomaly detection helps
identify suspicious behaviour that deviate from normal patterns—ensuring comprehensive protection even in
unpredictable scenarios.

Copyright©2024byAuthor/s andLicensedby]ISEM. Thisis an openaccessarticledistributedunderthe CreativeCommonsAttribution License 982

whichpermitsunrestricteduse,distribution,andreproductioninanymedium,providedtheoriginalworkisproperlycited.


http://www.jisem-journal.com/

JournalofInformationSystemsEngineeringandManagement
2025,10(408)

e-ISSN:2468-4376

https://www jisem-journal.com/ ResearchArticle

7 FUTURESCOPE

Another promising area for future research lies in the seamless integration of phishing detection systems with
broader cybersecurity ecosystems, such as Security Information and Event Management (SIEM) platforms and
Threat Intelligence Sharing networks. This would allow for automated incident response, where detected phishing
threatscantriggerpredefineddefencemechanisms—likeblockingsuspiciousIPsorquarantiningmaliciousemails—
without human intervention. Furthermore, incorporating user behaviour analytics and biometric data could add an
additional layer of contextual awareness, helping the system distinguish between legitimate and malicious activity
with higher precision. This holistic approach would not only reduce response times but also create a more
synchronized and intelligent defence infrastructure.
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