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Objectives: The research aims to analyse and systematise data regarding the impact of
innovative technologies on cybersecurity in modern public administration.

Methods: In the course of this research, the method of expert analysis was used to assess the
impact of innovative technologies on cybersecurity in public administration. Based on the results
of a survey of academic experts in the field of public administration (8 persons) and IT specialists
(7 persons), a correlation analysis was conducted between the assessments of the level of cyber
protection and the significance of innovative technologies for ensuring cybersecurity.

Results: According to the results of the correlation analysis, a significant degree of correlation
with current cybersecurity challenges was found between blockchain technologies and the
implementation of remote work (r=0.77 at p<0.05), biometric systems and the shortage of
qualified specialists (r=-0.86 at p<0.05), as well as the Internet of Things and the transition to
remote work (r=0.93 at p<0.05).

Conclusions: The expert survey results showed that academic experts in public administration
(Group 1) focus on adapting national security policies, developing complex cyberattack methods,
and needing a systematic approach to digital literacy. At the same time, IT experts (Group 2)
emphasise the need to prevent the negative consequences of using cryptocurrencies in financial
pyramids and the low level of users’ knowledge of basic cybersecurity principles.

Keywords: cybersecurity, e-government, public services, state functioning, civil society.

INTRODUCTION

Innovative technologies are rapidly increasing their influence in various fields, including social, economic, public,
and state governance sectors. In this context, cybersecurity becomes highly relevant due to the necessity of ensuring
the protection of digital systems and information resources from the growing number of cyber threats and
increasingly sophisticated cyberattacks.

This scientific article aims to study, analyse, and systematise information regarding the impact of innovative
technologies on cybersecurity in modern public administration. This research must determine the correlation
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between digital development and the level of cybersecurity and identify the interrelationships between specific
innovative technologies and the challenges associated with cybersecurity.

Thus, the relevance of the research lies in a thorough analysis of the impact of innovative technologies on
cybersecurity in public administration, particularly in using mathematical analysis methods to identify complex
interconnections between cybersecurity and innovative technologies. The research results can be used in developing
specific strategies and measures to enhance cybersecurity to ensure high protection for state information and
infrastructure amid the expanding use of information technologies in public administration.

LITERATURE REVIEW

In modern public administration, the role of innovative technologies is significantly increasing, becoming drivers of
change in many areas of the country’s activities. In this context, Predmestnikov and Bekhter [1] note that
implementing modern technologies in public administration aims to enhance efficiency and relevance to global
standards and address contemporary challenges and threats in cybersecurity. Additionally, Sporyshev [2] highlights
that insufficient funding currently becomes a significant obstacle to ensuring the integrity of information security
and the effective functioning of public administration bodies. A similar view is expressed by Vladyka and Prystupko
[3] regarding implementing new technologies, considering the importance of adapting to a changing external
environment. Meanwhile, Kushnarov [4] argues that information security is a crucial component of the national
security of any state, making cybersecurity a priority for Ukraine, especially in the context of military aggression, and
is being addressed by strengthening the national system’s capacity to counter cyber threats and cybercrime.

In Kornaha’s [5] study, it is noted that innovative technologies and digital platforms are becoming the basis for
creating ecosystems that unite various entities—from businesses to civil society organisations — facilitating
collaborative work and information exchange, positively impacting regional cybersecurity. Liapin [6] notes that the
modern development and spread of information and communication technologies not only open new opportunities
for improving interaction and cooperation between government agencies, citizens, and businesses but also create
new challenges in cybersecurity.

In their scientific work, Bozhynskyi and Syniavskyi [7] note that modern technologies such as cloud computing, Big
Data, crowdsourcing, cryptocurrency, and blockchain impact various economic sectors’ cybersecurity. They
emphasise the importance of digital tools such as monitoring systems, data analytics, and artificial intelligence in
ensuring the security of substations. In this context, Hrabar et al. [8] mention that using new and innovative
technologies provides various opportunities to enhance data privacy and security policies and strategies, explicitly
highlighting blockchain’s numerous possibilities for improving travel and expense management, thereby ensuring
information security. Furthermore, Opirskyi et al. [9] noted the effectiveness of automation through machine
learning and artificial intelligence. Thus, as Haiduk and Zvieriev [10] point out, rapid technological progress brings
new opportunities for society and the economy. However, at the same time, it causes unpredictable challenges and
threats from cyberspace, such as infrastructure, economy, politics, and individual privacy.

For the effective use of the opportunities provided by innovative technologies in public administration, attention
should be paid to the research by Pokataiev and Arutiunian [11] on increasing the level of digital literacy among the
population, as this will contribute to a better understanding of cybersecurity, learning to use modern information
technologies, and the basics of cyber hygiene, which are vital to ensuring active citizen participation in e-government
and the use of online services, reducing cybersecurity challenges. Stender et al. [12] indicate that there is currently
an increase in new threats, and methods of identification and counteraction still need to be fully developed. These
threats include cyberattacks, personal data breaches, spyware and virus impacts, phishing, and threats related to
computer software updates. In turn, Mykhalchenko et al. [13] identify various methods and tools to protect against
cyber threats, including cryptographic methods for protecting economic data and using artificial intelligence.

Additionally, as Kotukh [14] notes, developing e-government, focusing on empowering users and involving them in
building civil society, is particularly important in the context of increasing cyberattacks. Bystrova [15] sees the
effectiveness of proper professional training of cybersecurity specialists in reducing risks and enhancing the
protection of public administration information systems. Modern cybersecurity challenges are primarily driven by
the increasing activity in the darknet, the emergence of new cyberattack tactics, and the growing interest of criminals
in cryptocurrency, in particular CaaS has democratized cybercrime, enabling even lowskilled attackers to launch
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powerful cyberattacks such as Distributed Denial of Service (DDoS), phishing campaigns, and ransomware attacks
with ease [16].

METHODS

During the research, methods of literature analysis, statistical data analysis, comparative analysis, and methods of
generalisation and systematisation were used to determine the current state, challenges, and problems related to
cybersecurity and the development of innovative technologies.

Using the expert evaluation method contributed to precisely determining the interrelationships between innovative
technologies and cybersecurity challenges in public administration. Two groups of experts conducted the evaluation:
Group 1 consisted of academics researching various aspects of public administration (9 persons) — professors aged
50 to 60 years; and Group 2 consisted of qualified IT specialists (8 persons), specifically middle-level specialists (6
persons) aged 25 to 35 years and senior specialists (2 persons) aged 30 to 35 years. The experts assigned scores on a
scale of 0 to 10, where 0—3 points corresponded to a low degree of impact, 4—7 points to a medium degree, and 8—10
points to a high degree. Based on the expert evaluations, an integral method was employed to calculate the weighted
average indicator (Weighted Average = VK12 + K22 + K32 + K42 + K52 + K62 + K72 + K82) of the impact of
innovative technologies on cybersecurity and to assess its significance. To identify the correlation between the
determined factors, the functionality of the ‘Excel’ program was used, specifically the PEARSON’ (or ‘CORREL’)
function, which allows for calculating the degree of correlation between two measurement variables: cybersecurity
challenges and the development of innovative technologies. The results of the correlation analysis revealed a
significant degree of correlation between blockchain technologies and the implementation of remote work (r = 0.77
at p < 0.05), biometric systems and the shortage of qualified specialists (r = -0.86 at p < 0.05), and the Internet of
Things and the transition to remote work (r = 0.93 at p < 0.05).

RESULTS

Over the past two decades, the world has undergone significant changes and innovative shifts, affecting government
activities. Twenty years ago, only one in ten people used the internet; by 2022, this figure had risen to two out of
three. In 2003, the UN Global E-Government Survey noted progress in the adoption of information and
communication technologies (ICT) for e-government, manifested in the use of the internet and the presence of
websites, while more ambitious governments created portals for providing integrated services. E-government has
become one of the critical areas of development for public services, allowing for increased accessibility and
transparency while reducing administrative costs [17]. In particular, in Ukraine, the Concept of E-Government
Development was approved in 2017, featuring a modern approach and formulating principles for implementing e-
Government [18]. In Poland, the first steps towards the realisation of the e-government idea were taken in 2001 with
the adoption of the Law on Access to Public Information and the development of a comprehensive strategy for
developing the information society in the country [19]. Overall, the e-government concept developed by the European
Union (EU) aims to address the challenges associated with the technological revolution and cybersecurity issues. Its
main goal is to create a unified, interoperable, and cross-border communication platform that ensures equal access
to e-government services for all EU citizens [17].

In this context, integrating innovative technologies into all areas of modern life sets a new standard for social
development. This process transforms how individuals and government bodies operate and affects corporate and
civil society relationships. The transition to a digital environment, as an integral part of the modern global landscape,
generates several technological challenges, primarily related to cybersecurity. Therefore, significant attention to the
reliability and stability of information infrastructure becomes an essential aspect of ensuring the security and
efficiency of society as a whole. Organising cyber protection at the state level involves various aspects that need to be
systematically coordinated and improved, which can complicate this process [20].

The main target of cyberattacks is digital infrastructure, and such attacks lead to disruptions in telecommunications,
transport, power grids, and other vital systems that ensure the functioning of the public and corporate sectors. These
infrastructural assets include digital and physical components and structures supporting social and economic
processes. The threat to the functioning of these elements can lead to service delivery issues, significant public safety
disruptions, or other complication [26]. Therefore, it is essential to identify the means to avoid cyber threats,
including the National Cyber Security Index (NCSI), which illustrates the capabilities of different countries to prevent
and mitigate the consequences of cyber threats and manage cyber incidents [26]. In addition to the NCSI, it is
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necessary to consider the level of digital development (DDL), which will determine the level of development and
monitor digital progress or shortcomings in cybersecurity. The correlation between digital development and
cybersecurity in Ukraine and some other countries is shown in Figure 1.

Figure 1: Correlation between Digital Development and Cybersecurity in Ukraine and Some Other Countries

Source: compiled by the author based on NCSI, [21]

In 2023, Ukraine ranked 8th with a cybersecurity index of 80.83 among 175 countries, according to the NCSI rating
[25]. However, its level of digital development (DDL) is currently at 67.73, indicating certain areas for improvement
in digital development that could affect its ability to defend against cyber threats effectively. The difference between
the NCSI and DDL indicators for Ukraine is 13.1 units, pointing to a significant issue in the area of digital development
that requires attention and improvement. In this context, it is essential to note the structure of the NCSI, which
determines the country’s cybersecurity level in various areas and its readiness to counter cyber threats (Figure 2).

Figure 2: Cyber Defence Level and Readiness to Counter Cyber Threats in Ukraine by Various Indicators
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Source: compiled by the author based on NCSI,[22]

Thus, regarding cybersecurity policy, Ukraine has achieved 100% compliance with the requirements, indicating
systematic and consistent legal acts regulating this area. Additionally, adequate public administration in Ukraine
provides a solid foundation for combating cyber threats through developing and implementing cybersecurity
strategies, regular risk monitoring and analysis, and providing the necessary resources and support for cyber defence.

Although Ukraine holds a leading position in cybersecurity, it is necessary to focus on preventing further risks
associated with potential cyberattacks, considering Russia’s armed aggression and associated factors that have a
devastating impact on the overall security level in the country. In this context, to identify the main challenges in the

field of cybersecurity, a large amount of professional literature was analysed, and the following factors were
highlighted:

1. The threat of increasing complexity and scale of cyberattacks [8].

2. The need to increase the number of qualified cybersecurity specialists due to the development of new cyberattack
methods [23].

3. The growing demand for stolen information and the associated risks due to increased activity in the darknet [8].
4. The necessity to adapt to new challenges associated with transitioning all areas of life to an online format [20].
5. The threat of increasing new schemes for using cryptocurrency for criminal purposes [24].

6. The insufficient level of cyber hygiene and low level of digital awareness and digital security threats [11].
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An analysis was conducted to assess the importance of identified cybersecurity issues in modern public
administration in Ukraine to assess the comprehensive impact of cybersecurity challenges and innovative
technologies on ensuring cybersecurity. The assessment was conducted on a scale from 0 to 10, where 0—3 points
correspond to a low degree of impact, 4—7 points to a medium degree, and 8—10 points to a high degree. Two groups
of experts were selected for the assessment: Group 1 — academics focusing on various aspects of public administration
(9 persons), who are professors aged 50 to 60 years; and Group 2 — representatives from the IT field (8 persons),
among whom are middle-level specialists (6 persons) aged 25 to 35 years and senior specialists (2 persons) aged 30
to 35 years. The results of the analysis of expert evaluations of cybersecurity challenges in public administration are
presented in Table 1 and Figure 3.

Table 1: Expert Assessments of Cybersecurity Challenges in Public Administration

Weighting | Group |Group Total | Total | Total | Total
Factors Assessment areas £ Group | Group | Group | Group
actor 1 2 X o X o
Emergence of sophisticated
Increase in the attack methods (phishing, 0,12 9 8 1,08 0,96
number of cyber DDoS, zero-day exploits) 3,4 3,0
attacks (K1) A grox{ving numbe}“ of 0,08 3 7 0.64 | 056
organised cybercrime groups
The high demand for
Shortage of qualified |specialists exceeds the supply 0,07 6 9 042 | 0,63
cybersecurity Insufficient number of 2,2 3,2
professionals (K2) cybersecurity education 0,13 5 7 0,65 0,91
programmes
Use of unprotected home 0.0 3 6 o o
Transition to remote |networks 05 4 3 8
and hybrid work (K3) |The need to adapt national 34 2
. . 0,15 9 8 1,35 1,2
security policy
Increased trade in stolen 6 6 6 5
Increased activity in  |data 0,0 7 0.3 04
the darknet (K4) Expansion of the cybercrime 6 2,2 2,2
services market 0,14 5 4 0,7 0,5
Anonymous financing of
New ways to use cybercrime 0,07 7 ° 049 | 0,35 6
cryptocurrency (K5) |Use of .cryptocurrencies in 0,13 6 6 0,78 0,78 2 22
pyramid schemes
Low level of user knowledge
of basic cybersecurity 0,08 8 9 0,64 0,72
Lack of digital principles
awareness (K6) Lack of a systematic 34 3,2
approach to digital 0,12 9 7 1,08 | 0,84
awareness

Figure 3: Relevance of Cybersecurity Challenges in Public Administration
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The expert assessment of cybersecurity challenges in public administration identified several critical factors crucial
for state systems’ security. Academics in the field of public administration (Group 1) emphasise the development of
sophisticated cyberattack methods (1.08), the need to adapt national security policy (1.35), and the lack of a
systematic approach to digital awareness (1.08). IT specialists (Group 2) also rate these challenges highly but
additionally highlight the negative consequences of using cryptocurrencies in financial pyramids (0.78) and the low
level of user knowledge about basic cybersecurity principles (0.72).

To fully understand the significance of cybersecurity challenges in public administration, it is necessary to calculate
the weighted average indicator for the groups of experts using the following formula:

WA = K12 + K22 + K32 + K42 + K52 + K62 + K72 + K82 ®
where WA is the Weighted Average of the factors impacting the development of Euroregional cooperation.

Thus, WA Group 1 = 7.15, indicating a high level of influence of cybersecurity factors in modern public administration,
reflecting the overall significance of problems and challenges in this area. In turn, WA Group 2 = 6.86, indicating
that IT specialists also recognise a high degree of influence of cybersecurity factors, although they have a more critical
view of the technical aspects of cybersecurity, resulting in slightly lower overall ratings compared to the assessments
of academics in the field of public administration.

In this context, based on the analysis of current scientific literature, it is essential to determine the impact of the
development of innovative technologies on ensuring cybersecurity in modern public administration. These
technologies include blockchain technologies (I1), artificial intelligence and machine learning (I12), cloud computing
(I3), the Internet of Things (I4), biometric technologies (I5), quantum cryptography (16), identity and access
management systems (I7), and Big Data analytics technologies (I8).

The identified directions have been grouped and presented in Table 2 and Figure 4 for further calculations. For this
purpose, a survey was conducted among the existing group of experts, consisting of nine academics in public
administration (Group 1) and eight specialists in information technology (Group 2). The obtained data allowed for
the evaluation of the effectiveness of these directions in addressing current cybersecurity issues in public
administration.

Table 2: Expert Assessments of the Impact of Innovative Technologies on Cybersecurity in Modern Public

Administration
Factors Weighting | Group | Group | Total Group | Total Group
factor 1 2 1 2
Blockchain technologies (I1) 0,4 8 9 3,2 3,6
Artificial intelligence and machine learning (I2) 0,3 4 5 1,2 1,5
Cloud computing (I3) 0,4 5 6 2,0 2,4
Internet of Things (I4) 0,3 6 8 1,8 2.4
Biometric technologies (I5) 0,5 9 6 4,5 3,0
Quantum cryptography (16) 0,2 8 8 1,6 1,6
Identity and access management systems (I7) 0,3 7 6 2,1 1,8
Big Data analytics technologies (I8) 0,4 9 8 3,6 3,2
"*r s \_\.‘
\ \\ ¢
\ N\
18 ‘1\, \;/ ) 3
N "/
w N\
\z

Figure 4: Relevance of Innovative Technologies for Cybersecurity in Public Administration
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Thus, the use of blockchain technologies (I1) allows the creation of decentralised and immutable registers of state
data. The high evaluation by experts (Group 1 = 3.2; Group 2 = 3.6) is because these registers provide high
transparency and security, as the data is stored in a distributed network and protected by cryptographic methods. On
the other hand, artificial intelligence and machine learning (I12) are rated low by all experts (Group 1 = 1.2; Group 2
= 1.5); even though these technologies are capable of working with large volumes of data to identify cyber threats,
they are also tools for creating sophisticated attacks against state systems. Experts also emphasise the possibility of
total dependence of the state on cloud service providers (I3) (Group 1 = 2.0; Group 2 = 2.4). Such dependence can
create risks related to confidentiality and data control, and cloud service cyberattacks devastate state infrastructure.

Moreover, the effectiveness of using IoT (I4) from the perspective of public administration experts (Group 1 = 1.8)
increases the security and efficiency of state infrastructure through real-time monitoring and management of
systems, thus reducing the risks of failures and cyberattacks. However, IT experts (Group 2 = 2.4) believe that
increasing connected devices creates more entry points for potential attacks. Regarding using biometric data at the
state level (I5), public administration experts (Group 1 = 4.5) believe they provide reliable user authentication
methods. On the other hand, IT experts (Group 2 = 3.0) consider that they also reduce the risks of unauthorised
access to state systems.

In turn, all experts rated quantum cryptography (16) highly (Group 1 = 1.6; Group 2 = 1.6) as this technology provides
an ultra-high level of protection for transmitting state data, making it virtually impossible to intercept or hack. Expert
opinions are divided on implementing an identity management system (I7). On the one hand, it automates granting
access and monitoring user actions (Group 1 = 2.1). On the other hand, incorrect configuration or failures in such
systems can lead to incorrect access granting and, consequently, increased risk of cyberattacks (Group 2 = 1.8).
However, the evaluation of the capabilities of big data analytics technology (I8) is unequivocal (Group 1 = 3.6; Group
2 = 3.2), considering that it enhances the efficiency of identifying patterns and potential threats in data sets, thereby
improving the prevention of cyber threats in the public sector.

Due to minor differences among academic experts in public administration (Group 1) and IT specialists (Group 2),
there is a need to conduct a detailed correlation analysis using spreadsheet software such as Excel (Table 3). This
analysis employs the ‘PEARSON’ (or ‘CORREL’) function, which allows calculating correlations between two
measurement variables: cybersecurity challenges and the development of innovative technologies. This analysis aims
to identify the interrelationships between these variables and determine the nature and extent of their impact on each
other in the context of governance and state development.

Table 3: Correlation between Cybersecurity Challenges and Innovative Technologies in Modern Public

Administration
I1 I2 13 I4 I5 16 17 18
K1 | -0,37725 -0,40436 | -0,33349 -0,67288 0,676353 | 0,146786 | 0,259321 | -0,22487
K2 | 0,617352 | 0,769436 | 0,651954 | 0,933329 | -0,85878 | 0,235332 | -0,46668 | -0,07386
K3 | -0,39196 -0,54593 | -0,42887 | -0,67785 | 0,788386 o 0,141773 | -0,21793
K4 0,108 0,350371 | -0,13992 | 0,299953 -0,31138 | -0,07748 -0,54751 0,53782
K5 -0,052 -0,41979 | -0,22977 -0,4482 | 0,620834 | 0,415175 0,29856 | -0,22857
K6 | -0,13301 -0,19975 | -0,26442 -0,38621 0,647816 | 0,165056 | 0,205614 -0,18174

*Note: K1 — increase in the number of cyberattacks; K2 — shortage of qualified cybersecurity professionals; K3 —
transition to remote and hybrid work; K4 — growth of activity in the darknet; K5 — new ways of using cryptocurrency;
K6 — lack of digital awareness; I1 — blockchain technologies; I2 — artificial intelligence and machine learning; I3 —
cloud computing; I4 — Internet of Things; I5 — biometric technologies; 16 — quantum cryptography; I7 — identity and
access management systems; I8 — Big Data analysis technologies.

According to the data obtained through correlation analysis, it should be noted that the most significant degree of
interrelationship is observed between the shortage of qualified cybersecurity specialists and the development of
blockchain technologies ( r= 0.77 at p < 0.05), indicating a need for specialists in this field for planning the
development of decentralised state data registers.

A significant connection is also observed between the transition to remote work and biometric technologies (r = 0.79
at p < 0.05), meaning that implementing remote work increases interest in and using biometric technologies. The



111 J INFORM SYSTEMS ENG, 10(7s)

need to improve existing biometric technologies is related to ensuring the security and identification of employees in
remote work environments, where conventional control methods can lead to the interception of personal data or
confidential information.

Additionally, the following factors also show a significant degree of interrelationship: the shortage of qualified
cybersecurity specialists and the Internet of Things (r = 0.93 at p < 0.05); the transition to remote work and the
Internet of Things (r = -0.68 at p < 0.05); the shortage of qualified cybersecurity specialists and biometric
technologies (r = -0.86 at p < 0.05).

Thus, considering the interrelationships identified by the correlation analysis, cybersecurity in modern public
administration requires an integrated approach that combines technological solutions and the development of
qualified personnel. Only such an approach can ensure the adequate protection of state information resources in the
face of continuously increasing cybersecurity threats.

CONCLUSION

According to the results of the expert survey (Appendix A), it was determined that academic experts in the field of
public administration (Group 1) particularly emphasise the necessity of adapting national security policy (1.35), as
well as the development of sophisticated cyberattack methods (1.08) and the lack of a systematic approach to digital
awareness (1.08). Conversely, IT experts (Group 2) also highly rate the challenges identified by the academics but
additionally highlight the need to prevent the negative consequences of cryptocurrency use in financial pyramids
(0.78) and the low level of user knowledge about basic cybersecurity principles (0.72).

The results of the correlation analysis indicate a significant impact of innovative technologies on cybersecurity in
modern public administration. Specifically, innovative technologies are crucial in improving state resource
management and ensuring cybersecurity. A significant degree of correlation with current cybersecurity challenges
was identified in blockchain technologies and the implementation of remote work (r = 0.77 at p < 0.05), biometric
systems and the shortage of qualified specialists (r = -0.86 at p < 0.05), and the Internet of Things and the transition
to remote work (r = 0.93 at p < 0.05). Therefore, innovative technologies are tools for optimising and improving
management processes in the public sector and essential elements of cybersecurity. Their implementation requires a
comprehensive approach and continuous improvement to ensure the security and protection of state information
resources in the modern digital environment.
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APPENDIX A

Questionnaire for Collecting Expert Opinions on the Impact of Cybersecurity Challenges in Public
Administration

Please write your answers to the questions in the form of a rating on a scale from 1 to 10, where 1 is not essential/not
a threat at all, and 10 is very important/a threat.

=

SAR AT S

7.
8.

9.

How serious a threat does the emergence of sophisticated attack methods (e.g., phishing, DDoS, zero-day exploits)
pose to cybersecurity?

Assess the growth of organised cybercrime groups as a factor affecting cybersecurity.

How significant is the lack of cybersecurity professionals?

Assess the problem of insufficient cybersecurity education programmes.

How high is the risk of using unsecured home networks for cybersecurity?

Assess the impact of the adaptation of national security policy in connection with the transition to remote and
hybrid work on cybersecurity.

How serious is the threat of increased trade in stolen data on the darknet?

Assess the impact of the expansion of the darknet market for cybercrime services on cybersecurity.

Assess the problem of anonymous financing of cybercrime through cryptocurrency.

10.How significant is the threat of using cryptocurrencies in pyramid schemes?
11. Assess the risk that arises from users’ limited knowledge of the basic principles of cybersecurity.
12. How vital is systematic work in raising digital awareness among users?



