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ARTICLE INFO ABSTRACT

Introduction: As the world enters the technological era, digital universes - known collectively
as the Metaverse - pop up and open up all sorts of possibilities never seen before. However, the
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should, and this has raised concerns from various professionals and fields.
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Objectives: This article discusses the various authentication methods and critically analyses
them. The pros and cons of each method are mentioned, and recommendations for change are
made.

Results: This article aims to provide insight into how the Metaverse protects its user's rights
using various authentication methods and calls for further strengthening of said protection, thus
contributing to this aspect of technology in hopes that it will improve further.

Conclusions: The development and strengthening of authentication methods should not slow
down, and technological professionals should focus on protecting and further governing the
rights of those using the Metaverse so that the future generation can use it safely.
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INTRODUCTION

As the world makes its way through the Information Age in the 21st century, what previously would have been waved
off as Sci-fi is now slowly brought into existence, an excellent example being the Metaverse. However, the Metaverse
is far from a recent concept. It can be traced back to as far as 1992, in the novel "Snow Crash" by Neal Stephenson.
His description is not far from the Metaverse today. However, it is relatively simpler, and it is precisely because of
the depth and breadth of the Metaverse that it is incredibly difficult to define it well and accurately [1-2]. The simplest
way to describe it would be to describe what people can do in it.

The Metaverse is essentially an alternate digital universe. It can even be seen as a little getaway for people to escape
from the reality they live in. Indeed, it allows people to set up digital avatars and yet live and act as they did in real
life. In there, humans can interact with each other despite being continents apart or experience the things they never
had a chance to. It undoubtedly opens up many possibilities and bestows a whole new life apart from their original
one upon people. [3-5]

Because of the various opportunities it opens up, criminals can also make their way into the Metaverse and continue
their "career" there. To further protect users' privacy and rights, various authentication technologies have been
developed. From passwords to blockchains, they safeguard accounts and data from those with malicious intent.

However, just like any other, the methods are not invincible, especially considering how the security and privacy of
users are not a topic that is prioritized enough. If one is not careful, others may maliciously use the online profile to
impersonate them and carry out illegal activities for their own means. The worst that could happen is the
impersonator ruining the account owner's reputation online and consequently, in real life. To prevent problems like
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this from arising, many websites have resorted to using authentication methods to confirm the identity of the one
behind the screen. There are quite a few as of now, and there will be many more to come.

2. CURRENT AUTHENTICATION METHODS
PASSWORD-BASED AUTHENTICATION

Currently, there are a few authentication methods. The most traditional and most commonly used is the Password-
based Authentication method [6-7]. When signing up for an account, users have to make up a password that fits the
strength requirement. This iconic method makes use of the knowledge unique to the user signing up to differentiate
between them and another person.

After the password has been set, the system will then turn the password into a series of symbols for storage, known
as "hashing". This way, even if a hacker were to make their way into the database, they would not have access to the
actual password. Another way that websites strengthen security is to "salt" the passwords. It is quite similar to
seasoning food since the password is "flavored with" random numbers and symbols before it is hashed. When the
user tries to log in for the second time, the system finds the corresponding password based on their username, and if
the passwords match the encrypted credentials, the login is successful.

Passwords are the simplest authentication method and the easiest to use and understand. [8-10] The concept can
even be found back in ancient Greece, where they were known as "watchwords" and were used by the soldiers of the
Roman Empire. It was not until 1961 that the method was used in digital technology. Having been used by human
society for such a long time, it is no wonder that users are so familiar with it, thus serving as one of its major
advantages. It also gives the user a lot of freedom and control in terms of choice since they get to choose what their
password will contain and change it whenever they wish to, which is the reason why many from the older generation
prefer this authentication method.

Passwords and PINs may be easy to understand and use, but they are also very prone to attacks and breaches.
According to a survey carried out by Password Manager, in collaboration with YouGov, nearly 25% of those
interviewed use either identical passwords or a variation across the Metaverse despite 85% of respondents being
aware that it is risky. This means that users are very prone to what is known as “credential stuffing attacks”. This
method of attack involves the attacker breaching data from, say, a system elsewhere and then repeatedly “stuffing”
the credentials into another platform in hopes that the user would have the same data there[11-13].

One solution to prevent these attacks is to use different passwords across accounts, and those who cannot remember
all passwords can choose to use password managers. These managers help the user store their passwords, and some
have incredibly strong encryption that is harder to crack (Sunil Chaudhary et al., 2019). There are clearly multiple
benefits of using these helpers, and yet many lack confidence in them, with 65% of the respondents in the survey
mentioned above not trusting password managers[14-16].

ii. Biometric Authentication

This method is similar to the password-utilizing method above in the sense that it uses properties that are unique to
the user. The difference lies in the fact that the data that biometric authentication uses is one-of-a-kind since no two
humans have the same biological data. [17-18] On the other hand, there is a chance of two people using the same
password since only usernames can be taken.

First, a sample of the biological data to be recorded is taken. It could be the person's voice, iris, behavior, or even
DNA. The data is then converted into certain formats using the algorithms or formulas used and encrypted before
being stored. Then, in the future, all the user has to do is to let the device scan the specific part of their body, and the
data collected is compared to the one stored. One amazing feature is that these devices or processes are designed so
that they only require the two samples to be almost identical instead of requesting a one hundred percent match. This
undoubtedly takes into consideration the various uncontrollable or unpredictable factors that may affect the scanning
stage. For example, suppose a person uses an optical fingerprint scanner as a door lock and they try to enter the house
after working out. In that case, the thin film of sweat coating their fingers may affect the photo-taking process, and
consequently, the match will not be perfect[19-21].
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There are many advantages to this method, especially when compared to the password-based authentication method.
The most obvious one is that it takes a lot less time to unlock the device. All the user has to do is let the device retrieve
a sample via scanning, and the device allows access in merely a few seconds. Those with longer or "stronger"
passwords will have to spend a little while longer, and this is even more so for those who are prone to typos. Another
pro to note is the difficulty of forging a sample of the data stored. Currently, there are indeed a few ways this advantage
can be rebutted as discussed below, but as of June 2024, the technology is not so advanced as to let those with
malicious intentions use them for their own evil means, which brings us to the next point.

In order for the forging to even be possible, the data has to be collected one way or another. This requires the culprit
to be in near proximity to the user or the device. For the more common ones like the fingerprint scanner, the print
left behind has to be lifted, and it is incredibly difficult, not impossible though, to be able to collect one complete
enough for forgery. [22-23] Most places with such devices will have surveillance cameras, so it will be easy to track
them. For other devices that use technology such as voice recognition or retina or iris scanning, the criminal must
obtain a sample from the user directly, either through a voice recording or a picture. The cybercriminal will then have
to approach the user and risk having their intentions discovered, which is a harder task than obtaining someone's
password, hence strengthening the security that this method brings. All in all, this method strikes the balance
between convenience and security that the method above could not.

However, due to the permanence of the data collected and stored and the difficulties faced in changing it, this method
is also prone to "spoofing attacks". These attacks are characterized by cybercriminals impersonating the user. For
example, the lifting and replicating of a fingerprint is incredibly challenging but not impossible. As long as the timing
is right and the attacker is skillful enough, they can replicate the necessary biological data since biometric systems
are also relatively weak in differentiating between the “real deal” and a photo or replica of the data needed. Iris
scanners can be fooled with a realistic, close-up photo of the person’s eye with a contact lens over it. Fingerprint
sensors on electronic devices can be breached using a photograph of one’s fingerprint on clear and smooth glass.
Also, for centralized identity systems, successful hackers will be granted access to many personal and unbelievably
sensitive data, not to mention how difficult it will be for the user to change their "password" in time if a breach occurs.

iii. Multi-factor Authentication (MFA)

Unlike password-based or biometric authentication, this method involves a few stages of verification, and only if the
user passes all stages will they be granted access con, consequently enhancing the user's security and privacy in the
Metaverse. The system seeks three common types of additional information: possessed, inherited, and owned.
(Williamson et al., 2021) Information "possessed" by the user usually refers to the that sent to the user's device.
Examples would include one-time passwords or tokens. "Inherited" information then refers to the biometric data
that are unique to each living person, be it their fingerprints, their iris, or even their behavior. Last but not least,
"owned" information is the knowledge that the user holds regarding their account, such as their password or answers
to personal security questions. In a sense, it can be understood that this method makes use of and combines the
previous two methods and puts them in different stages of the authentication process.

This method is excellent if the user is worried about the weakness of an authentication method with only one "trial"
to pass. Those who use different authentication methods at every stage are naturally stronger since the difficulty of
attaining different sorts of data will make the process more troublesome for cybercriminals and perhaps persuade
them to give up.

At the same time, this method is weak to attacks that utilize the natural annoyance that humans feel towards spam
notifications. MFA fatigue attacks involve constant attempts to log into a user's account on the cybercriminal's end.
The user's phone will then constantly receive notifications about approval requests regarding the login. When they
get sick of it or assume it is a mere bug, they will eventually verify for the cybercriminal unknowingly, thus granting
access to the attacker. This method is also prone to brute-force attacks. Here, cybercriminals utilize automated
software to generate different variations of the victim's password and eventually are able to log in after a lengthy
process of trial-and-error.

iv. Challenges Faced in Authentication
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As discussed earlier in this article, user authentication faces many challenges. One of them is verifying the user's true
identity in the Metaverse. Traditional methods such as passwords are known to be especially vulnerable to breaches,
and this is even more so for those who reuse their passwords or even usernames across different platforms.

Moreover, in recent years, there has been a huge increase in the number of phishing emails and fake emails used to
scam gullible users or to impersonate influential companies and systems. It also does not help that anyone can make
up a multitude of false online profiles as long as they have enough emails and passwords to use. This makes it difficult
for systems to confirm whether or not two accounts belong to one person. One possible solution would be to use
biometric authentication. However, some may find it to be too invasive, especially if they are just signing up for an
account purely for entertainment purposes. Security systems will then have to develop solutions to strengthen trust
in digital identities.

Another problem that security systems encounter is the difficulty of striking the right balance between usability and
user experience. More often than not, in the process of strengthening user privacy and security, one factor that is
neglected is user experience. Authentication processes can become too complex and frustrate or even annoy users,
which may lead to smaller adoption rates or discard. In order for the authentication method to be effective in
performing its role in the Metaverse, security should not be brought about at the expense of usability, much less user
experience. This then pushes for more integration of authentication mechanisms into users' workflow.

Last but not least, security risks and threats should also be taken note of when picking the right authentication
method for implementation. Theft happens on a daily basis in the real world, and it is equally rampant an occurrence
in the Metaverse, a few examples being identity theft, data breaches, and virtual asset theft. The anonymity granted
and weakened law enforcement on the Metaverse gives cybercriminals the courage and protection needed to steal
personal data for their own means. This issue will only worsen with the introduction of Virtual Reality (VR) and its
equipment (Blessing Odeleye et al., 2023). Inception attacks are an excellent example. Cybercriminals can gain access
to sensitive information through leaks from a computer's memory as long as it is connected to an AMD Zen processor
(Trujillo D. et al., 2023).

Hence, it is crucial that authentication methods tailored to the unique characteristics of those attacks are developed.
Of course, it would be better if methods could deal with two or more types of attacks or breaches, but that would
undoubtedly be incredibly difficult or make the process too complex.

3. Emerging Authentication Technologies
i Blockchain technologies

Through the persistent efforts of multiple entities, professionals, and researchers alike, quite a few new
authentication mechanisms have emerged. They aim to deviate from and consequently reduce the risks that
centralized identity systems bring. A single breach could then lead to thousands or even millions of user's data being
stolen and used maliciously. That is why future technologies have started using decentralized identity systems and
leaving more control in the users' hands. One mechanism making use of this logic is blockchain-based authentication.

Although it still has much to improve, blockchain-based authentication is still gradually used in more areas within
the Metaverse nowadays. True to its name, the data transferred are like blocks that are linked together in a long chain.
Each "block” of data will have its own unique cryptography ID and timestamps. What makes this mechanism so
special is the fact that unlike the older methods, which use a centralized database to store all the data, blockchains
distribute the data across the chain. The users are the "nodes" in the chain, and each transaction taking place in the
said chain will be distributed to all users, consequently reducing the risks that centralized databases pose. Now, users
have more control over their own information, also known as self-sovereign identity.

ii. Continuous Authentication Method

On the other hand, continuous authentication allows the user to log in only once. Do not be fooled, for the validation
process lasts throughout the whole session. (Bansal et al., 2024.) The user's behavior is "observed" by the system,
and a pattern is collected. This data is then compared during every session, and the probability of the user being the
owner of the account is calculated. If any inconsistencies arise, the session is ended promptly and the user is locked
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out or prompted to provide more credentials, such as passwords or fingerprints. Biometric technology can be utilized
here as well, with the system tracking not just the digital behavior of the user but also that in real life, such as how
often they blink or how much pressure their fingers apply. It can then be said that these technologies are designed to
avoid the disadvantages that traditional authentication methods have.

iii. Liveness Detection

A good method to prevent spoofing attacks (commonly used to target biometric authentication technology) is to use
liveness detection software. This technology utilizes the analysis of one's behavior and responses to prompts to
differentiate between deepfake technology and reality. Active liveness will prompt the user to take action and
compare it to stored data for verification. Passive liveness focuses more on facial features and analyses characteristics
unique to living humans, such as skin texture. However, it may raise privacy concerns since it does not alert the user
that they are being analyzed for verification, and that is something that companies and entities should take note of
[23-29].
FUTURE DIRECTIONS AND RECOMMENDATIONS

This article recommends a deviation from centralized identity systems to those decentralized. By doing so, all
computers linked to the network will act as a fortress protecting users' data from uninvited alterations and breaches.
It also further reduces the risk of the central system doing anything illegal to the credentials entrusted in their care,
hence offering much more security and peace of mind to users. Since the data is distributed amongst all users in the
chain, it will be hard for cyber criminals to tamper with or alter any information stored. Distributing protected data
can also notify the system or network of any breaches faster since there are many copies of the original and changes
will be easily revealed with just a simple comparison, a good example being blockchain systems.

The data is also permanent, and so users cannot change it however they wish. There is also no "agent" between two
users; they can communicate with each other directly, further reducing the risk of sensitive information being leaked
or stolen. There is also a reduced risk of one user having multiple profiles as the chain verifies the identity of the user,
thus increasing the difficulty of one posing as another.

One other solution that more systems can consider using is limiting the number of attempts that can be made at that
moment. Most limit the number of attempts to three and have a cooldown time period during which no attempts,
successful or unsuccessful, can grant access to the one behind the screen. This method can indeed be incredibly
frustrating for those prone to typos. However, it is, at the same time, a wonderful counter for cyber criminals who
prey on security walls that allow unlimited login attempts.

CONCLUSION

As ones who live in an ever-changing world, we, too, must move forward with it. Cybercriminals will improve their
skills by making use of the advancing technology to counter and weaken the security measures against them. Thus,
the rights, privacy, and security of Internet users should be the main priority. It is undoubtedly important that those
behind security systems compare and contrast the authentication methods critically before picking one for
implementation. All have their pros and cons, with some being better than others. Authentication methods act as a
fortress, but even the strongest barriers crumble with time as their structure and weaknesses are figured out. Thus,
the development and strengthening of authentication methods should not slow down, and technological professionals
should focus on protecting and further governing the rights of those using the Metaverse so that the future generation
can use it safely.
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