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ARTICLE INFO ABSTRACT

Received: 30 Dec 2024 System integrity, operation, and significant breakdowns can be compromised by coordinated

False Data Injection Attacks (FDIAs), which are increasingly prevalent in Cyber-Physical

Systems (CPS). Because they are dynamic and constantly evolving, these threats often bypass

Accepted: 26 Feb 2025 traditional security controls. The prompt identification of complex FDIAs, the reduction of
anomaly detection false positives, and the maintenance of system stability in hostile
environments are some important problems tackled. The Passivity-Enhanced Adaptive Security
Framework (PEASF) is introduced in this work as a mechanism to enhance CPS security. PEASF
integrates passivity-based control with adaptive security approaches to detect and neutralize
real-time attacks. PEASF is engineered to suppress structured FDIAs by integrating passivity-
based stability enforcement, adaptive intrusion detection, quantified attack impact analysis, and
resilient control adaption. The framework employs hybrid detection methods to identify and
measure attacks' effects reliably. These methods integrate graph models, machine learning
classifiers, and Kalman filtering. Simulation analysis on a testbed of a CPS is conducted to
evaluate the proposed PEASF framework concerning resilience against coordinated attacks,
detection accuracy, and control adaptation efficiency. Relative to conventional control-based
defense techniques, PEASF significantly enhances system stability, reduces detection errors, and
enhances security resilience. The outcomes show that vital infrastructure fields like smart grids,
intelligent transportation systems, and industrial automation can effectively apply PEASF to
secure important power system components.
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INTRODUCTION

CPS has been secured using structured FDIAs, which remain a core challenge for automated systems, using rule-
based anomaly detection, signature-based intrusion detection systems, and conventional control-theory approaches
[1]. Some advanced methods and controls are made to be more accurate, but they do perform as 'anomalies' in other
systems and thus can create issues. This means that rule-based anomaly detection and advanced techniques cannot
distinguish between normal operations and real attacks. Advanced rule-based techniques still rely on heuristics and
thresholds to define system anomalies [2]. 'False-positives' results, or what's known as the system-level variation
alongside shifts and deviations, define how accurate the check is, which, in reality, is normal and does not pose any
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attack on the systems. More often than not, these results in very poor system performance, which requires
intervention and maintenance [5]. As with many others, PID control, model-based state recognition, and control
estimation techniques only assist on the grounds of correct sensor values and readings. Relying on these comes at a
price, given how they are greatly exposed to synthesized inputs set by attackers [3]. Furthermore, these attackers also
undermine the core of advanced FDIAs, which consists of spoofing and crafting imperceptible deviations without
disrupting the dynamics [4].

Furthermore, these approaches are ill-suited to handle dynamic and coordinated cyber-physical threats owing to a
lack of real-time adaptability [6]. Thus, more and more CPS need to be equipped with adaptive, passivity-enhanced
security models capable of detecting, rectifying, and adapting to emergent cyber threats. By integrating passivity-
based control and adaptive intrusion detection techniques, the PEASF enhances the resilience of CPS, a novel security
paradigm designed to overcome the limitations of traditional techniques [7]. System robustness in attack scenarios
is realized through PEASF's passivity-based stability enforcement. The system utilizes hybrid detection methods,
integrating graph models, machine learning classifiers, and Kalman filtering to detect FDIA precisely. In addition,
the system actively resists emerging threats through integrating adaptive control measures and real-time impact
quantification of assault. Securing key infrastructure is PEASF's main concern, according to demonstration tests of
its enhanced attack detection accuracy, reduced false positives, and improved system stability.

Problem statement

Structured FDIAs are increasingly becoming prevalent in CPS, threatening critical operations, sensor data
falsification, and system stability. Since such coordinated attacks can bypass rule-based anomaly detection and
exploit the weaknesses of systems, conventional security measures are not very effective in combating them. The key
challenges are ensuring CPS is resilient in adversarial conditions, finding FDIAs promptly and reliably, and reducing
false positives in anomaly detection. In applications such as smart grids, industrial automation, and intelligent
transportation systems, CPS is vulnerable to catastrophic disruptions in the lack of robust real-time security
measures.

Motivation

As a high-profile victim of cyber-attacks such as structured FDIAs, CPS has become even more reliance-dependent
with the rapid advancement of networked and automated systems. Conventional control-based security methods'
rigidity makes them susceptible to dynamic and silent attacks. There is a pressing need for an adaptive and real-time
security architecture that can enhance the resilience of CPSs without necessarily elevating their processing load. This
work aims to design a robust defense system that can detect, mitigate, and adapt to novel FDIAs without hindering
the system's operation by integrating passivity-based control with advanced detection methods.

Contribution

A novel security method for the detection and mitigation of structured FDIAs in CPS is proposed in this research; it
is referred to as the PEASF. The key contributions are as follows:

e Applying stability enforcement using passivity to resist disturbance induced by attacks.

e FDIAs detection techniques that are hybrid, employing graph models, ML classifiers, and Kalman filtering.

¢ Enhancement of CPS resilience through adaptive control techniques and real-time measurement of attack
impact.

e  Exhaustive research using a CPS testbed demonstrates that PEASF is more stable, precise in detection, and
robust against security violations than conventional security techniques.

In the next section, the research paper's structure is laid out, including the following: Section II of this review delves
into the Cyber-Physical System Protection Against Structured False Data Injection Exploits. Section III of this
dissertation presents an in-depth analysis of the PEASF. Section IV provides an in-depth examination, a review of
related approaches, and an interpretation of the results and their significance. This study's findings are discussed in
detail in Section V.
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LITERATURE SURVEY

More advanced protection measures are needed for CPS, specifically those used in power grids, against the increased
threats from FDIAs. These approaches couple mathematical modeling with predictive control and security tiers to
enhance resiliency.

The intended Spatiotemporal Active Defense System (SADS) [8] employs coordinated mechanisms to enhance FDIA
protection in power CPS. Advantages include security with multiple layers, flexibility, and real-time detection—
disadvantages: processing time, complex execution. Inference SADS optimization for large-scale deployment
increases robustness. Using predictive and optimum control, the proposed Comprehensive CPS Security Control
(CCSC) [9] improves resilience. Adaptability and proactive defense are two advantages. High intricacy and resource-
intensiveness are two of the disadvantages. It follows that CCSC improves CPS security, but its scalability depends
on how well it is implemented.

Merging cyber-physical security with tiered monitoring is the aim of the Integrated ICPS Safety-Security Framework
(IISSF) [10] proposed here. Whole-defense and pragmatic application are benefits. Problem complexity and
asymmetry are liabilities. Implications from this research suggest that IISSF enhances ICPS resilience but
necessitates adaptable responses to emerging threats. The proposed Mathematical Cyber-Attack Modeling and
Defense (MCAMD) [11] system strengthens CPS security by accurately representing attacks. Benefits include real-
time solutions and structured analysis. High computational needs and shifting threats are disadvantages. Inferences
include making CPS more resilient, but constant changes are needed to account for new attack methods.

Table:1 Summarization of the Existing Methods

Proposed Method Advantages Disadvantages
Spatiotemporal Active Multi-layered security, High processing time, complex
Defense System (SADS) flexibility, real-time detection | execution

Comprehensive CPS Adaptability, proactive High intricacy, resource-intensive
Security Control (CCSC) defense, improved resilience

Integrated ICPS Safety- Whole-defense approach, Problem complexity, asymmetry
Security Framework practical application in response

(IISSF)

Mathematical Cyber-Attack | Real-time solutions, structured | High computational needs,
Modeling and Defense attack analysis evolving attack landscape
(MCAMD)

Each method is briefly compared in table 1, with its strengths and weaknesses highlighted. SADS is difficult to deploy;
it enhances security with several layers of protection. While it is resource-intensive, CCSC provides proactive security.
IISSF demands flexibility in addition to strengthening ICPS security. With systematic analysis, MCAMD enhances
resilience; however requires constant updates. Each method contributes to enhancing PEASF security against new
and various threats.

PROPOSED METHOD

Structured FDIAs may affect system integrity and stability; hence, CPS are progressively susceptible. Integration of
machine learning, graph models, Kalman filtering, and passivity-based control under the PEASF detects, analyzes,
and reduces FDIAs in real time, so guaranteeing enhanced security, resilience, and stability in smart grids, industrial
automation, and intelligent transportation systems.
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Figure 1: Adaptive Shield: A Resilient Defense Flow Against FDIAs in Cyber-Physical Systems

Figure 1 demonstrates the PEASF, intended as a powerful security mechanism for CPS against Structured FDIAs.
First, it is preprocessed and filtered using Kalman filtering to reduce noise in sensor data collection raw system
inputs, thus eliminating noise. Combining anomaly detection techniques, machine learning classifiers, and graph
models in a hybrid detection system yields attack patterns. Once found, the impact of the attack is quantified;
passivity-based stability enforcement ensures CPS operations even in the presence of disruptions. Then, using
adaptive control reconfiguration, the system dynamically changes to minimize the impact of the identified attack.
Finally, a security reinforcement update maintains the enhancement of detection models to raise robustness. Applied
to smart grids, industrial automation, and intelligent transportation systems, this real-time, multi-layered protection
solution significantly boosts CPS security, system stability, and detection accuracy.

0s' =z, + Rla+nr"] « V]ou + 9" — 6[a — b'] (D

Equation (1) depicts CPS under structured FDIAs, including §[a — b'] attack-induced disruptions ds’ reaction factors
Z,: + R[a + nr''] and correct the stability improvements V[ou + w79"']. The equation helps understand how PEASF
reduces anomalies, guaranteeing strong system adaption and security against collaborative cyber-physical hazards.

N.e =Ya[mx + br"] * 66[a2 + nr''] + 96v" (2)

Equation (2) models arranged FDIAs 96v"”, including attack influence X.e system management adjustments
Ya[rx + br"'] and adaptive protection response 65[al + nr’’]. The equation supports increasing CPS resilience
through passivity-based control alongside dynamic security adaption.

Algorithm 1: Threshold-based anomaly detection and Kalman filtering
def detect_and_ mitigate_ fdia(sensor_data, threshold, kalman_ estimate):

Algorithm to detect and mitigate False Data Injection Attacks (FDIAs)

using threshold-based anomaly detection and Kalman filtering.

Parameters:

sensor_data (float): The current sensor reading.

threshold (float): The predefined anomaly detection threshold.

kalman_ estimate (float): The estimated value from Kalman filtering.

Returns:
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str: Status of attack detection and mitigation action taken.

Step 1: Compute deviation from Kalman estimate

deviation = abs(sensor_data - kalman_ estimate)

Step 2: Check for anomaly using the threshold
if deviation > threshold:
Step 3: Anomaly detected - Possible FDIA
adjusted_value = kalman_ estimate
status = f"FDIA Detected! Adjusted sensor reading to {adjusted_value}"
else:
Step 4: No anomaly detected - Data is reliable
adjusted_value = sensor_data
status = f"No attack detected. Sensor data is valid: {adjusted_value}"
return status
sensor_reading = 75.5
anomaly_threshold = 5.0
kalman_ predicted_value = 70.0
result = detect_and_ mitigate_fdia(sensor_reading, anomaly_threshold, kalman_ predicted_value)
print(result)

Algorithm 1 detects and mitigates FDIAs in CPS using anomaly detection and Kalman filtering. It compares real-time
sensor data with a predicted value, identifying attacks if deviations exceed a threshold. It replaces false data with the
estimated value if detected, ensuring system stability.
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Figure 2: Defending CPS from False Data Injection Attacks
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As Figure 2 indicates, the PEASF protects CPS from FDIAs. While PEASF constantly examines and filters incoming
data, the sender provides lawful data to the server. Should an attacker attempt to insert false data via remote access,
the hybrid detection system (machine learning, graph models, and Kalman filtering) of PEASF identifies the anomaly.
It stops the intrusion before it reaches the receiver. Moreover, passivity-based stability control assures the CPS
remains safe and functioning. PEASF constantly adapts to changing dangers, provides real-time protection, reduces
false positives, and enhances system resilience, unlike traditional security solutions. Strengthening smart grids,

industrial automation, and intelligent transportation systems against cyber threats assures the data integrity and
system stability this approach provides.

T,w = Nc[o + nr''] » 9a[bs + nr''] + udx’ (3)

Equation (3) integrates the response of the system z,w, attack-induced issues Nc[o + nr'’] and corrective actions
Yalds + nr'’] under structured FDIAs udx’. The equation enables PEASF to dynamically change control techniques
to preserve operational integrity, strengthening system resilience.

V.a = ka[0V" + bd] * Nx[da + ur'']+ b[x — d 4)

Equation (4) describes the adaptive protection response b[x — d"'] in CPS under organized FDIAs, including stability
adjustments V,a, resilient system factors Nx[da + ur"]), and corrective control ka[dV" + bd]. The equation supports
PEASF's objectives of assuring real-time security adaptation, lowering detection errors, and preserving CPS integrity.
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Figure 3: Fortifying Cyber-Physical Systems: PEASF Defense Against FDIAs

Figure 3 shows the PEASF framework, which is designed to protect against FDIAs attacks on CPS. Such attacks
manipulate sensors and render security systems powerless. Kalman filters and machine learning integration with
adaptive control systems, intrusion detection systems, and PEASF eliminate FDIAs within seconds. Passivity-based
stability enforcement is an important contributor for threats that continuously change because it ensures the system
is robust. By adapting to the detected abnormalities, PEASF boosts operational stability while improving detection
and decreasing false positive rates. This can be implemented in practical applications such as smart grids automation,
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industrial automation, and intelligent transport system infrastructure, providing next, cybersecurity protection for
critically important facilities. PEASF increases the adaptability, security, and resilience of CPS against continuously
shifting cyber-attacks with its strict multi-layered approach.

O0.f = Lx[a+ br"] *Y[aV' + ur"] + dz[s — ji'] (5)

Equation (5) shows in CPS defense dz[s — ji'] the interplay among attack-induced problems 4. f, adaptive protection
response Lx[a + br''], and stability adjustments Y[aV’ + ur'']. The equation enables PEASF's capacity to dynamically
modify control mechanisms to preserve security and operational stability, hence improving system resilience.

sy = nx[0V' + ys| * Ea[d + br"] + te[ey’ + bd] (6)

Equation (6) describes the adaptive protection response te[ey’ + bd] in CPS, including system state changes s,
attack affect nx[0V' + ys], and mechanisms of resilience Ea[d + br"]. The equation supports PEASF's aim of
dynamically changing control techniques to preserve system integrity and lower detection mistakes.

tala —nr'] = de[m + br"'] * ry[6y + bw"'] )

integrating attack-induced changes to[a — nr'] stability control 9¢[m + br''] and adaptive resiliency ry[dy + bw'"']
equation (7) catches the effect of structured FDIAs on CPS. The equation ensures robust security adaptation to
evolving FDIAs, thus backing PEASF's objective of continuously enhance ng system stability.

Cyber-Physical Systems' multi-layered defense mechanism, PEASF identifies, enumerates, and neutralizes FDIAs.
Accuracy in attack detection, system robustness, and operational stability are significantly enhanced by combining
adaptive control, passivity-based stability, and hybrid detection methods. Its real-time adaptability ensures data
integrity and sustained system operation against evolving cyber threats, offering a robust cybersecurity solution for
critical infrastructure.

RESULTS AND DISCUSSION

The PEASF construction strengthens the defenses of CPSs against FDIAs by making them more accurate in detecting
attacks, more stable overall, and more computationally efficient. In the dataset link [12], the values are chosen to
describe the strength of the proposed method.
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Figure 4: Attack Detection Accuracy

In the figure above (4), while assessing the performance of PEASF against FDIAs in CPS, Attack Detection Accuracy
is a vital metric. Hybrid detection methods utilized by PEASF include graph-based anomaly detection, machine
learning classifiers, and Kalman filtering. The framework detects diverse patterns of attacks in real time with high
reduction of false positives and negatives. The simulation outcomes show that PEASF outperforms static and rule-
based detection techniques, providing strong protection for systems against coordinated cyber-attacks.

Vsxr' = Ts[cv —nr''] + Yr[oV' + xar”'] (8)
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Equation (8) incorporates control changes Vsxr', adaptive resiliency Ts[cv — nr''], and stability changes to capture
Yr[0V' + xar'"] the reaction of the cyber-physical system to structured FDIAs. The equation allows PEASF to
dynamically change security measures to preserve operational integrity based on the accuracy of attack detection
analysis.
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Figure: 5 Analysis of System Stability

Evaluating the stability of CPS in FDIAs' appearance is, to a large extent, dependent on system stability. In the above
figure (5), passive-based control mechanisms that assist the PEASF to enhance stability by maintaining system
dynamics even under adversarial conditions. Guarding critical system variables from data injection attacks, PEASF
maintains them within secure operating ranges. An attack could instigate a domino chain of failures since the system
is always recalibrating control responses to attacks as they occur. By maintaining operations in a normal state and
minimizing downtime, PEASF maintains smart grids, transportation systems, and industrial automation functioning
optimally based on simulation findings.

2 =Ula+nr''] * Rs[a —nr'] + ov[n + t"] 9)

In CPS security dV[n + t"']Equation (9) shows the interplay among attack impact z, system response Rs[a — nr'],
and adaptive equilibrium adjustments U[a + nr'’]. The equation serves PEASF's objective of guaranteeing robust
system adaptability, lowering detection mistakes, and preserving the analysis of system stability.
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Figure: 6 Analysis of Computational Efficiency
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In the above figure (6), the computational effectiveness plays a significant role in determining whether the PEASF
can be applied in CPS in real-time. PEASF employs a light-weight hybrid detection mechanism to achieve optimal
performance that keeps processing overhead low. This mechanism involves Kalman filtering, machine learning
classifiers, and graph-based anomaly detection. The system avoids unnecessary processing by dynamically allocating
computing resources based on attack intensity. Compared with more traditional security models, PEASF is much
quicker at detecting and acting on attacks during simulations, with the promise of low-latency protection. Its fast
performance suits CPS environments with low resources, such as smart grid infrastructures and industrial
automation in real-time.

t.e = [V —an"] + Rs[ro + baw''] * Vxs" (10)

Equation (10) represents the CPS reaction Rs[mo + baw''] to structured FDIAs by including attack-induced variations
T.e stability, additional support [V — an'’] and adaptive security changes Vxs". The equation helps PEASF improve
resilience by dynamically changing system settings to analyze computational efficiency.

Here's a structured table including sample quantitative values based on expected performance improvements of

PEASF compared to traditional methods.

Table 2: Summary of performance metrics

Performance Metric PEASF Traditional Improvement | Key Benefits
Performance | Methods (%)

Attack Detection 97.5% 85.2% +14.4% Reduces false positives and

Accuracy false negatives, improving
reliability.

False Positive Rate 2.3% 8.6% -73.3% Enhances trust in detection
mechanisms.

System Stability 150 ms 400 ms +62.5% faster Faster system recovery

(Recovery Time in prevents cascading

ms) failures.

Computational 50 ms 180 ms +72.2% faster Reduces processing

Efficiency (Detection overhead for real-time

Latency in ms) applications.

Resource Utilization 35% 70% -50% Optimized resource

(CPU Usage %) allocation improves
performance in
constrained environments.

Smart grids, transportation, and industrial automation are all kept in operational good health by PEASF's real-time
protection, which is attained by hybrid detection systems, adaptive control response, and effective resource
utilization.

CONCLUSION

The PEASF has been presented as a consequence of this research to protect CPS against structured FDIAs. The PEASF
system provides improved CPS security by integrating adaptive intrusion detection, passivity-based stability
enforcement, resilient control adaptation, and quantified attack impact analysis. To detect and counter FDIA in real
time, the framework utilized hybrid detection mechanisms such as graph models, ML classifiers, and Kalman
filtering. Compared to classical control-based security systems, PEASF enhances system stability, reduces detection
errors, and enhances robustness against sophisticated, coordinated cyber-attacks, as evidenced by simulation
research. Its significance in protecting critical infrastructure elements is further highlighted through its application
to smart grids, intelligent transportation systems, and industrial automation. This platform will be upgraded to
support more sophisticated attack vectors, including cyber-attacks with adversarial machine learning. Its system-
wide security will be further enhanced by integrating federated learning for collaborative intrusion detection and
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blockchain for decentralized security enforcement. Future research will explore measures to enhance computing
efficiency for real-time deployment in CPS scenarios with limited resources. A limitation of this work is that it trains
on pre-existing attack models, which may limit its ability to be applied to threats that are continuously evolving and
highly novel. Future advances in CPS architectural generalization will be in self-learning and autonomous security
technologies.

Data availability statement

The data used in this research are available in the following links:
https://www.kaggle.com/datasets/teamincribo/cyber-security-attacks
Funding

The authors received no specific funding for this study.

Conflicts of Interest

The authors declare that there are no conflicts of interest regarding the publication of this paper. The authors have
no financial or personal relationships that could influence the research outcomes, or the interpretation of the data
presented in this manuscript.

Authors contributions
The authors confirm their contributions to the paper as follows:

Conceptualization, Methodology: GR & VS Formal analysis and investigation: FS, PK & JS; Writing - original draft
preparation: GR & VS Writing - review and editing: FS, AP & SB; Supervision: GR

All authors reviewed the results and approved the final version of the manuscript.
REFRENCES

[1] Ma, Y. W., & Tsou, C. W. (2024). A novel passive-active detection system for false data injection attacks in
industrial control systems. Computers & Security, 145, 103996. https://doi.org/10.1016/j.cose.2024.103996

[2] Li,B.,Lu,R.,&Xiao, G.(2020). Detection of False Data Injection Attacks in Smart Grid Cyber-Physical Systems.
Springer.

[3] Rahman, M. H., &Shafae, M. (2024). Cyber-Physical Security Vulnerabilities Identification and Classification
in Smart Manufacturing--A Defense-in-Depth Driven Framework and Taxonomy. arXiv preprint
arXiv:2501.09023. https://doi.org/10.48550/arXiv.2501.09023

[4] Liu, M., Zhang, X., Zhu, H., Zhang, Z., & Deng, R. (2024). Physics-aware watermarking embedded in unknown
input observers for false data injection attack detection in cyber-physical microgrids. IEEE Transactions on
Information Forensics and Security. 10.1109/tifs.2024.3447235

[5] Wang, X., Wang, X., Zhang, M., & Wang, S. (2023). Detection-based active defense of biased injection attack
based on robust adaptive controller. Internet of Things and Cyber-Physical Systems, 3, 14-23.
https://doi.org/10.1016/j.iotcps.2023.01.004

[6] Ding, D., Han, Q. L., Ge, X., & Wang, J. (2020). Secure state estimation and control of cyber-physical systems:
A survey. IEEE Transactions on Systems, Man, and Cybernetics: Systems, 51(1), 176-190. DOI:
10.1109/TSMC.2020.3041121

[7] Jain, H., Kumar, M., & Joshi, A. M. (2022). Intelligent energy cyber physical systems (iECPS) for reliable smart
grid against energy theft and false data injection. Electrical Engineering, 104(1), 331-346.
https://doi.org/10.1007/s00202-021-01380-9

[8] Bo, X., Qu, Z., Liu, Y., Dong, Y., Zhang, Z., & Cui, M. (2022). Review of active defense methods against power
cps false data injection attacks from the multiple spatiotemporal perspective. Energy Reports, 8, 11235-11248.
https://doi.org/10.1016/j.egyr.2022.08.236

[0] Xing, W., & Shen, J. (2024). Security Control of Cyber—Physical Systems under Cyber Attacks: A Survey.
Sensors, 24(12), 3815. https://doi.org/10.3390/s24123815

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 243

which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.


https://www.kaggle.com/datasets/teamincribo/cyber-security-attacks
https://doi.org/10.1016/j.cose.2024.103996
https://doi.org/10.48550/arXiv.2501.09023

Journal of Information Systems Engineering and Management
2025, 10(43s)

e-ISSN: 2468-4376

https://www jisem-journal.com/ Research Article

[10] Jiang, Y., Wu, S., Ma, R., Liu, M., Luo, H., &Kaynak, O. (2023). Monitoring and defense of industrial cyber-
physical systems under typical attacks: From a systems and control perspective. IEEE Transactions on
Industrial Cyber-Physical Systems, 1, 192-207. DOI:10.1109/TICPS.2023.3317237

[11] Lian, Z., Shi, P., & Chen, M. (2024). A Survey on Cyber-Attacks for Cyber-Physical Systems: Modeling, Defense
and Design. IEEE Internet of Things Journal. DOI: 10.1109/JAS.2022.105548

[12] https://www.kaggle.com/datasets/teamincribo/cyber-security-attacks

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 244
which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



