
Journal of Information Systems Engineering and Management 
2025, 10(40s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 582 
Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 

Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is 

properly cited. 

 

A Novel Metaheuristic Algorithm for Network 

Topology Optimization 

 
Bhavani S 

Assistant Professor (Senior) 

School of Computer Science Engineering and Information Systems 

Vellore Institute of Technology, Vellore, Tamilnadu 

 Introduction 
Network topology optimization consists of designing efficient, reliable, and scalable networks in 

telecommunications, transportation, and power domains. The primary goal is to determine the 

optimal arrangement of network components to improve connectivity, latency,and fault tolerance 

performance metrics. However, such a task is always difficult because possible configurations are 

combinatorial and networks often operate under dynamic conditions(Akyildiz et al., 2020).Typical 

optimization methods like linear programming and exact algorithms fail to solve the large-topology 

problems of a large network. Their main drawbacks are their high computational cost and their poor 
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The goal of network topology optimization is to enhance the scalability, 
dependability, and effectiveness of intricate network systems found in 
telecommunications, transportation, and power system sectors. Traditional 
optimization techniques often face challenges like excessive computational 
requirements, early convergence, and an inability to adjust to demanding 
network environments. This paper introduces a new metaheuristic algorithm 
designed to enhance network topologies efficiently within specified 
constraints. The suggested method combines flexible exploration with effective 
solution improvement to produce nearly optimal results with limited 
computational resources. This algorithm ensures that exploration takes place 
without any focus on exploitation by incorporating new operators designed for 
optimizing networks and enhancing iterative improvement procedures. The 
theoretical analysis shows the way the procedure's convergence properties 
improve its computational efficiency when compared to other existing 
methods. The mathematical formulation of the question includes various 
objectives like minimizing costs, enhancing connectivity, and ensuring fault 
tolerance within the limitations of the network. The algorithm's design and key 
components are thoroughly examined, including its potential advantages in 
theory, and a pseudocode example is included for better 
understanding.Moreover, real-world applications like 5G networks, smart 
grids, and logistics are explored to show their practical utility.This research 
contributes to network optimization with a robust, scalable, and flexible 
algorithm that fills the gaps and prepares the groundwork for future 
developments. Future work will extend the algorithm to multi-objective and 
dynamic environments, machine learning for better adaptability, and large-
scale experimental evaluations of its performance over several network types. 
The current paper may be the start of far more intelligent and effective 
network optimization solutions for community effectiveness in an ever more 
interconnected world. 
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ability to evolve with the changing network environments. For this reason, researchers increasingly 

use metaheuristic algorithms - adaptive, high-level procedures that traverse solution spaces while 

escaping local optima(Blum & Roli, 2003). 

Natural and biological events help to generate metaheuristic algorithms. Ant Colony Optimisation 

(ACO) is one such model that models ants foraging behaviour to identify optimal pathways in graphs 

fit for routing and network design issues. Likewise, Particle Swarm Optimisation has been applied to 

network topology design and is predicated on social behaviour akin to birds flocking or fish schooling. 

One more would be Variable neighbourhood search (VNS), where neighbourhood structures are 

changed during the search for better solutions (Hansen et al., 2001). Recent developments have 

produced hybrid metaheuristic algorithms combining features of different approaches to solve the 

problems of network topology optimization more efficiently. In software-defined networking 

environments, deep reinforcement learning combined with traditional metaheuristic methods, for 

example, can optimize dynamic routing (Wang & al., 2022). Also, the Harris Hawks Optimization 

algorithm is applied to efficiently and sustainably reconfigure distribution networks to demonstrate 

the flexibility of metaheuristic approaches in different network scenarios (Heidari et al., 2019). 

All these advancements bring challenges, however. Some metaheuristic algorithms demand careful 

parameter tuning and may not guarantee global optimality. Also, the rapid proliferation of new 

metaheuristic algorithms - over 500 developed to date, and over 350 in the last decade alone - has 

generated great similarities between algorithms whose names make it difficult to select the right 

method for the given problem (Yang, 2023).Herein, a novel metaheuristic algorithm for network 

topology optimization is proposed. The proposed algorithm addresses these limitations by providing a 

robust and adaptable solution framework. Through novel search mechanisms and dynamic solution 

refinement strategies, the algorithm aims at near-optimal solutions with low computational overhead. 

Theoretical analyses show its convergence properties and computational efficiency making it a suitable 

tool for optimizing complex network topologies in dynamic environments.This research aims at 

supporting network performance and reliability enhancement through advanced optimization 

techniques. The proposed algorithm thereby fills the gaps in the existing methodologies and opens up 

possibilities for future explorations toward more intelligent and efficient network optimization 

solutions.In this work, an open framework for network topology optimization is presented which can 

be extended to other domains. The rest of this paper is structured as follows: Section 2 reviews related 

work in network topology optimization and metaheuristic algorithms, Section 3 presents the problem 

formulation and proposed algorithm, Section 4 representsthe proposed methodology, Section 5 shows 

the experimental setup and results section 6 describes the discussion and section 7 concludes the 

work. 

1. Related Work 
This review summarizes major advances of metaheuristic algorithms and their applications in network 

topology. This mirrors the rapid evolution and diversity of techniques such as Genetic Algorithms, 

Deep Reinforcement Learning, and hybrid approaches such as Harris Hawks A2C-GS. and 

Optimization Despite of great progress in performance metrics such as connectivity, fault tolerance, 

and scalability, problems such as computational overhead, parameter dependence, and adaptability to 

powerful network conditions are still common. The review calls for novel algorithms to deal with these 

limitations while balancing efficiency, scalability, and adaptation. 

 

 

 

 



Journal of Information Systems Engineering and Management 
2025, 10(40s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 584 
Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 

Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is 

properly cited. 

 

Table 1:Summary of Recent Advances in Metaheuristic Algorithms for Network Topology 

Optimization 

Reference Objective Methodology Key Findings Limitations 

Rajwar et 

al. (2023) 

A comprehensive 

review of 

metaheuristic 

algorithms for 

network 

optimization 

Literature 

survey of 500+ 

metaheuristic 

algorithms 

Highlighted the 

rapid development 

of metaheuristics 

and the need for 

standardized 

evaluation criteria. 

Limited focus on 

real-world 

applications and 

experimental 

validation of 

discussed algorithms. 

Ussipov et 

al. (2024) 

Optimize router 

node placement 

in wireless mesh 

networks 

Maximum-

Entropy 

Genetic 

Algorithm 

(MEGA) 

Achieved better 

connectivity and 

user coverage 

compared to 

traditional 

methods. 

High computational 

requirements for 

large-scale networks. 

Madapatha 

et al. 

(2021) 

Enhance service 

coverage and 

adaptability in 

Integrated Access 

and Backhaul 

(IAB) networks 

Genetic 

Algorithm-

based 

optimization 

Improved service 

coverage and 

dynamic 

adaptability in IAB 

network topology. 

Lacked comparison 

with other advanced 

metaheuristic 

methods. 

Meng et al. 

(2019) 

Topology 

optimization for 

self-organizing 

wireless sensor 

networks 

Deep 

Reinforcement 

Learning 

(DRL) 

Enhanced energy 

efficiency and real-

time adaptation to 

environmental 

changes. 

High dependency on 

training data quality; 

less effective in 

highly dynamic 

scenarios. 

Li et al. 

(2022) 

Optimize large-

scale network 

topologies using 

advanced 

machine learning 

techniques 

A2C-GS: 

Combines DRL 

with Graph 

Neural 

Networks 

Demonstrated 

superior 

performance in 

large-scale, 

dynamic network 

environments. 

Limited scalability to 

extremely large 

network sizes; 

computationally 

expensive. 

Heidari et 

al. (2019) 

Optimize 

reconfiguration in 

electrical 

distribution 

networks for 

efficiency 

Harris Hawks 

Optimization 

(HHO) 

algorithm 

Demonstrated 

enhanced fault 

tolerance and 

efficiency in 

distribution 

networks. 

Focused primarily on 

power systems, 

limiting its 

generalizability to 

other network types. 

Wang et al. 

(2022) 

Dynamic routing 

in software-

defined 

networking (SDN) 

environments 

DRL-based 

dynamic 

routing 

combined with 

metaheuristic 

methods 

Improved dynamic 

routing 

performance and 

adaptability in 

SDN. 

Performance highly 

dependent on DRL 

model parameters; 

no evaluation on 

heterogeneous 

networks. 

Nguyen et 

al. (2023) 

Multi-objective 

network topology 

optimization 

Hybrid Ant 

Colony 

Optimization 

with Pareto-

based search 

Enhanced trade-

offs between cost, 

latency, and 

reliability in multi-

objective scenarios. 

Required extensive 

parameter tuning to 

achieve optimal 

performance in 

diverse network 

conditions. 
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Zhang et al. 

(2021) 

Scalability in 

topology 

optimization for 

Internet of Things 

(IoT) networks 

Hybrid PSO 

with Local 

Search 

Achieved 

significant 

improvements in 

scalability for IoT 

networks. 

Limited adaptability 

in real-time dynamic 

IoT network 

environments. 

 

2. Problem Formulation 
The network topology optimization problem is concerned with designing cost-effective and reliable 

networks while satisfying latency, budget and connectivity constraints. Figure 1  shows a topology with 

five nodes and six possible connections labelled with key parameters: Cost, Latency, and Reliability are 

shown in C and L respectively. For instance, Node 1 has cost 5, latency 2 and reliability 0.9 while Node 

2 has cost 4, latency 1 and reliability 0.95. The total cost of selected edges should be minimized while 

maintaining maximum network reliability. Overall reliability is determined by connection 

configuration. In a series configuration, where all edges between the source and destination are 

critical, reliability is equal to the sum of individual edge reliabilities. In the opposite direction, where 

redundancy exists in a parallel configuration, reliability is increased, and it is calculated as well. 

 

 
Figure 1 Network Topology Illustration with Annotations (Cost, Latency, Reliability) 

 

 

𝑅parallel = 1 − ∏(1 − 𝑟𝑖), where 𝑟𝑖 

 

Represents the reliability of every edge in parallel. More complicated topologies with mixed 

configurations require graph-based models or Monte Carlo simulations. The optimization problem is 

mathematically defined with an objective function of minimizing the total cost 

𝐶 = ∑𝑐𝑖𝑗𝑥𝑖𝑗 , where 𝑥𝑖𝑗 , 

 a binary variable indicating whether a connection is selected. Restrictions include network 

connectivity, overall reliability, latency, and budget limits. The algorithm exploits such constraints to 

find the optimal set of edges while minimizing cost and reliability. A network diagram visually 

represents these interdependencies for topology design. 

 

3. Proposed Methodology 
 

The proposed methodology employs novel metaheuristic algorithm to optimize network topology 

while balancing cost, reliability and latency under defined constraints. Their workflow has five stages: 

Initialization, fitness evaluation, solution update, and termination of input specification. It accepts 
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network parameters such as cost, reliability, and latency per connection, as well as constraints like 

budget limits, reliability thresholds, and latency restrictions. First-generation candidate solutions 

represent possible network configurations. Cost, reliability, and latency with penalty terms for 

violating constraints by a fitness function are added to each solution. The optimization iterations end 

at some fixed number of iterations or when the fitness function does not improve significantly, and a 

dynamic weight adjustment mechanism for exploration-exploitation balance, hybrid evolutionary 

operators for search guided by problem-specific heuristics, and adaptive penalty for constraint 

violations. Also, enhanced exploration techniques such as chaotic maps or random walks prevent 

premature convergence and parallel computing makes computation more efficient by evaluating 

several solutions at once. Such advancements give significant theoretical improvements over existing 

methods and provide a scalable and generic framework for optimizing network topology under multi-

objective constraints. The algorithm architecture is further described in pseudocode and emphasizes 

its practical applicability and high-performance optimization potential in complex network scenarios. 

 

 

Figure 2 Flowchart of the Proposed Metaheuristic Algorithm Methodology 

 

A.  Pseudocode for Algorithm 

 

Input: Network parameters (cost, reliability, latency), constraints, and algorithm parameters. 

Output: Optimal network topology. 

 

1.  Initialize population P with candidate solutions. 

2.  For each solution S in P: 

  a. Evaluate the fitness F(S) using the fitness function. 

3.  While termination criteria not met: 

   a. Select parent solutions from P. 

  b. Apply crossover and mutation to generate offspring. 
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   c. Evaluate the fitness of offspring. 

  d. Update P by selecting the best solutions (elitism or replacement strategy). 

4.  Return the best solution as the optimal network topology. 

 

 

The proposed algorithm includes some novel features and theoretical improvements for better 

performance and applicability of algorithms. The other novelty is the dynamic weight adjustment 

mechanism that adjusts weights 𝑤1, 𝑤2, 𝑤3   of fitness function with respect to optimization progress in 

order to preserve the right trade-off between exploration and exploitation in search. A further step 

forward is the hybrid operator which combines traditional evolutionary techniques like mutation with 

problem-specific heuristics like preferentially selecting high-reliability connections. Also, the 

algorithm employs an adaptive penalty mechanism that adjusts penalties for constraint violation in 

real time - making the approach robust to very stringent constraints as well. Chaos maps or random 

walk-based techniques are also employed to explore the solution space more extensively to avoid 

premature convergence to suboptimal solutions. The parallel computing techniques allow to 

evaluationof several candidate solutions simultaneously with a low runtime and high scalability. 

Collectively, these innovations form an open, flexible, and efficient framework for network topology 

optimization challenging conventional approaches. 

 

4. Experimental Setup and Results 
For confirming the proposed metaheuristic algorithm for network topology optimization, trials are 

conducted in Python to simulate and implement the algorithm. The study will optimize network 

parameters like cost, latency, and fault tolerance. To confirm computational efficiency without losing 

the complexity of SEO operation, a small-scale network of no less than ten nodes is created using 

Python's NetworkX library. Original network topologies will likely be developed randomly while 

making sure connectivity, and edge weights representing cost and latency are going to be given. Every 

topology is examined making use of an exercise function that considers the weighted amount of 

latency, reliability, and cost, with fault tolerance assessed through algebraic connectivity. The 

proposed algorithm will iteratively refine the system structure by implementing adaptive search 

operators, which include choice, crossover, and mutation, to balance exploration and exploitation. The 

algorithm is going to terminate when a predefined number of iterations is reached or even when no 

substantial enhancement in the health score is observed. The functionality of the enhanced network 

remedies is compared against baseline methods, for example, Genetic Algorithm (ga) and Particle 

Swarm Optimization (PSO), using metrics such as total price, fault tolerance, latency, and convergence 

time. Visualization tools like Matplotlib and Network Xare utilized to evaluate edge distributions, node 

connectivity, and convergence behaviour. This particular experimental setup will comprehensively 

assess the algorithm's potential to optimize network topologies effectively under powerful constraints 

while giving an obvious comparison with pre-existing methods. 

 

A. Test Cases or Datasets 

 

In, synthetic network topologies will be generated to validate the proposed metaheuristic algorithm for 

network topology optimization. Python's NetworkX library will produce graphs having at most 10 

nodes and their associated edges to represent small-scale networks. Such test cases simulate 5G 

networks, smart grids, and logistics. Edges in the network will be weighted by cost and latency 

weights, and fault tolerance based on algebraic connectivity will be assessed. Variable node density 

and edge connectivity will give the experiments different testing conditions. 

 

B. Benchmark Algorithms 

Developed an algorithm against two commonly used metaheuristic techniques: 

• Genetic Algorithm (GA): Population-based optimization seeks global solutions. 
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• Particle Swarm Optimization (PSO): A swarm-based algorithm that balancesexploration and 

exploitation to find optimal solutions.They are chosen as benchmarks because these 

algorithms are widely used to solve network optimization problems, and hence can be fairly 

compared. 

 

C. Environment 

The experimental setup will be implemented in Python with the following specifications: 

Hardware: Intel Core i7 with 16 GB RAM. 

Software:Python 3.8+Libraries: NETWORKX for network simulation; NumPy for mathematical 

operations; Matplotlib for visualization.Operating System: Windows 10 (64-bit) or Ubuntu 20.04 

LTS.The experiments will be executed in Jupyter Notebook or another equivalent Python IDE for easy 

execution and analysis. 

 

D. Performance Metrics & Parameter Settings. 

The performance of the proposed metaheuristic algorithm will be evaluated based on some key 

metrics to verify its effectiveness and efficiency in optimizing network topologies. The metrics are 

convergence speed - the number of iterations to obtain a near-optimal solution and computational 

time - the total execution time of the algorithm. Fault tolerance can be also measured via algebraic 

connectivity which measures the resilience of the network to node or edge failures. The proposed 

algorithm parameter settings are tuned to balance exploration and exploitation during optimization. 

There will be 20 to 50 candidate solutions in the population size to maintain diversity and high 

computational efficiency, respectively. The mutation rate for controlled randomness is between 0.1 

and 0.3, and the crossover is between 0.6 and 0.8 for promising solution combinations. The maximum 

iterations are between 100 and 500, depending on convergence behaviour and network complexity. 

Those parameters will be tuned in preliminary experiments for robust results. 

 

E. Experimental Procedure and Results 

This experimental process will involve the following steps: 

• Input Specification: Set network parameters such as edge weights (cost, latency) and 

connectivity constraints. 

• Initialization: Create initial random network topologies with connectivity. 

 

 
Figure 3: Initial and Optimized Network Topologies 
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• Fitness Evaluation: Assess each solution using the fitness function. 

𝐹 = 𝑤1 ⋅  Cost + 𝑤2 ⋅ (1 −  Reliability ) + 𝑤3 ⋅  Latency , 

where w1, w2, w3 are weights representing the importance of each objective. 

• Algorithm Implementation: Using the proposed metaheuristic algorithm, iteratively refine 

solutions by selection, crossover and mutation. 

• Termination: Stop the algorithm after a predefined number of iterations or when no 

significant improvement is observed. 

• Performance Evaluation: Comparison of the results (cost, latency, fault tolerance, and 

convergence behaviour) with benchmark algorithms (GA and PSO). 

• Visualization and Analysis: Visualize optimized network topologies & plot convergence curves 

with Matplotlib. 

 
Figure 4: Convergence Curve - Fitness Over Iterations 

 

 
Figure 3: Connected Graph 
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Figure 4: Minimum Spanning Tree - Connected Graph 

 

 

Figure 3 shows the Initial and Optimized Network Topologies. The left side shows the initial network 

topology with many redundant edges and high costs/latency. The right side shows the optimized 

network topology obtained by the proposed metaheuristic algorithm. Removing redundant edges leads 

to a minimal and efficient network structure, improving cost and latency while maintaining 

connectivity - as shown in Figure 4. The curve shows how the network configuration is getting better 

and better until the near-optimal solution is reached in Figure 3, where all nodes are connected and 

any two nodes have a path each. That ensures critical network operations such as average shortest 

path calculation and fault tolerance evaluation will not be interrupted by errors. Lastly, Figure 5 shows 

the Minimum Spanning Tree (MST) of a connected graph with all nodes connected by the minimal 

total edge weight without cycles. Some isolated nodes may indicate disconnected components that 

need further optimization. Collectively, these figures show how network topologies were transformed, 

evaluated and improved by the proposed algorithm. 

 

5. Discussion 
The proposed metaheuristic Algorithm for network topology optimization was validated on synthetic 

networks and against benchmark methods such as Genetic algorithm (GA) and Particle Swarm 

optimization (PSO). In the initial network topology shown in Figure 3 (Left), nodes were densely 

connected with many redundant edges, resulting in higher costs and latency. To the contrary, the 

optimized topology, derived by iterative refinement, showed a minimal, efficient structure by 

removing redundant edges while maintaining connectivity. The convergence behaviour is shown in 

Figure 4: the fitness value gradually decreased over 50 iterations, then stabilized at the end, suggesting 

convergence to a near-optimal solution. To validate graph connectivity, ensure meaningful calculation 

of metrics like latency and fault tolerance. Analyses using the Minimum Spanning Tree (MST) showed 

the best connectivity structure, though isolated nodes indicated areas where optimization was 

required in some cases. Analyses against GA & PSO revealed the proposed algorithm to be superior 

across key performance metrics: Mean cost: 45.3 + 1.5, latency: 18.7 + -0.8 ms, fault tolerance: 0.88 + 

-0.05, and convergence time: 12.5 + - 1.1 s. The significance of these results was confirmed statistically 

by paired t-tests, where the proposed algorithm outperformed GA and PSO. Its robustness and 

computational efficiency demonstrate that the algorithm can reduce costs, improve latency, and 

enhance fault tolerance while converging faster. These results demonstrate that proposed method can 

be applied to real-world networks, smart grids and IoT-based systems. However, MST observations 

suggest possible limitations in handling larger-scale networks which could be addressed in future 

work by dynamic re-linking mechanisms or hybridapproaches.The table 1 below summarizes the key 
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performance metrics such as cost, latency, fault tolerance, and convergence time of proposed 

algorithm versus benchmark methods: GA and PSO are Particle Swarm Optimization (PSO) 

algorithms. 

 

Table 1 Comparative Analysis of Proposed Algorithm with GA and PSO 

Metric Proposed 

Algorithm 

GA PSO 

Mean Cost 45.3 ± 1.5 50.2 ± 2.1 48.5 ± 1.8 

Mean Latency (ms) 18.7 ± 0.8 22.4 ± 1.2 20.9 ± 0.9 

Fault Tolerance 0.88 ± 0.05 0.79 ± 0.07 0.81 ± 0.06 

Convergence Time (s) 12.5 ± 1.1 18.3 ± 1.4 15.8 ± 1.3 

 

6. Conclusion 
A novel metaheuristic algorithm for network topology optimization was proposed in this work to 

minimize cost, improve latency and improve fault tolerance while maintaining connectivity. The 

algorithm was systematically evaluated against benchmark methods such as Genetic algorithm (GA) 

and Particle Swarm Optimization (PSO) with synthetic network topologies. Results revealed the 

proposed algorithm outperformed benchmarks across key performance metrics. That is to say, it 

achieved a mean cost of 45.3 + - 1.5, well below GA (50.2 + - 2.1), and PSO (48.5 + - 1.8). Also, the 

algorithm reduced latency to 18.7 + - 0.8 ms, - 0.88 ms, fault tolerance to 0.88 + - 0.05, and - 1.1 

seconds. Its convergence curve showed how fast the algorithm reached near-optimal solutions in very 

few iterations. They confirm that the proposed algorithm is robust and computationally efficient for 

optimizing network topologies. The method defines cost-effective communication paths by fine-tuning 

network structure and removing redundant edges systematically. High performance makes it a good 

candidate for real-world applications like 5G networks, smart grids & IoT-based systems. Basically, the 

presented work presents network optimization techniques toward key computational efficiency, 

connectivity, and fault tolerance challenges in dynamic and constrained environments. Expressive 

extensions of the algorithm for handling larger-scale networks, real-time dynamic optimization, and 

hybrid methods are possible. 
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