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HEIs shift their operations online, they inevitably employ open systems and decentralized

processing, making them particularly susceptible to cyberattacks. The study aims to identify the

Accepted: 24 Feb 2025 cybersecurity frameworks that HEIs currently employ as well as the characteristics that these
frameworks must have. Initially, a comprehensive literature review was conducted to determine
current cybersecurity practices and frameworks used by HEIs. This is followed by expert
interviews with IT and cybersecurity professionals to gather insights into the attributes of
effective cybersecurity frameworks. Qualitative data is analyzed through thematic coding to
identify common characteristics and challenges. Finally, a proposed cybersecurity framework is
developed by integrating these identified attributes with established cybersecurity concepts and
best practices. The framework, developed from the identified attributes and established
concepts, offers a comprehensive approach tailored to the specific needs of HEIs. By
incorporating insights from industry professionals and aligning with best practices, the
framework provides a robust tool for enhancing the cybersecurity posture of HEIs. This research
contributes to the ongoing development of effective cybersecurity strategies in the higher
education sector. It underscores the importance of a tailored approach to addressing the evolving
cyber threat landscape.
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INTRODUCTION

Academic organizations like higher education institutions (HEIs) are becoming more vulnerable to cyber-attacks,
especially upon shifting from in-person to online teaching and learning. Universities are highly vulnerable to data
breaches due to their complexity and dynamic digital environment [1]. To provide resources for teaching and
learning, communication channels are open in design [2], [3], decentralized, and available for diverse types of users
[3], [4], allowing for a network of multiple devices and diverse applications and technologies communicating in and
out of the academic landscape.

HEIs also store large amounts of data on scientific works, ground-breaking research and innovation[3], intellectual
property, and personal data about the researchers, faculty members, administrators, and staff members of support
services, including personally identifiable information (PII) of the thousands of students. HEIs also keep other
valuable assets including learning and teaching information, financial management information, administration
details, and IT support services like bandwidth and internet connection, computing power and resources, and
communication systems and data [5]. Moreover, some universities have outdated hardware and software, inadequate
security policies and practices, a lack of cybersecurity expertise [6], and inadequate infrastructure [7]. These
vulnerabilities attract threats and cyberattacks.

Threats are taking advantage of the unique characteristics of emerging technologies like social media, cloud
computing, smartphone technology, and critical infrastructure, exploiting browser security, mobile malware, social
engineering, botnets, and even inside knowledge and personnel [8]. The culture of collaboration and information
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sharing in academic institutions is also a security challenge as it spreads the attack surface even wider [5]. Differing
levels of online exposure, experience, and cybersecurity awareness while increasing access to cyber technologies make
it more difficult to establish cybersecurity compliance [3]. Adhering to security protocols for higher education is also
difficult due to the complexity and sometimes outdated operating systems and software [9].

HEIs are the target of cyberattacks in a variety of ways. Phishing, ransomware, DDoS, malware, direct-access or
insider attacks, attacks against connected devices, and loss or theft of equipment are the most common types of
cyberattacks in universities [10]. Unintentional disclosure is also evident [11]. Reported also are unauthorized access
to the admissions database, university library patron database, graduate school applicants’ records and alumni
information; and data breach attacks on academic information (grade and in-state residency status of students) [9].
HEIs also become attractive targets of hackers as they often serve as hosts for critical infrastructure and user-
intensive systems that are vital to the operation of a nation or city. These attacks not only negatively affect HEIs
financially but their integrity and reputation are also challenged [12].

Data exposure risks and disruption to operations are minimized with appropriate security measures. These measures
include employee training, safeguarding email communications, endpoint security, updating equipment, establishing
and enacting cybersecurity policies, institutional device security, limited access to institutional devices, access
management policy, and backup system [3], [10]. On the technical side, many institutions also adopted cloud
computing services, compartmentalizing user privileges and account access, application controlling whitelisting,
reviewing systems recovery plans, regular inventory of network devices, active and passive detection mechanisms,
and utilizing application-aware network defenses [9]. Other cybersecurity technologies and practices are also
recommended, including cloud vendor management (CVM), Al and Machine Learning, endpoint detection and
response, single sign-on/multifactor authentication (SSO/MFA), preserving the authenticity and integrity of data,
student data privacy and governance, behavior analytics, zero-trust model, data loss prevention, intrusion detection
system/intrusion prevention system (IDS/IPS), security information and event management (SEIM), firewall, and
antivirus[13].

The rapidly evolving landscape of cybersecurity necessitates a more holistic and integrated approach than merely
implementing aggressive yet sporadic solutions. Some HEIs carried out comprehensive vulnerability assessments
[7], introduced program logic models outlining roadmaps to mitigate cybersecurity threats [6], employed
implementation frameworks to assess their security level, identify their weaknesses, determine the recommended
mitigation plan [14] [15], and instituted mitigation controls and a system for continual review of information assets
as per risk tolerances [16]. Due to persistent cyberattacks despite measures to mitigate them, some universities
recognized the need to employ scientifically derived and actionable frameworks to develop cybersecurity programs
[17]. These initiatives establish the rationale of HEIs in using a model that serves as a guide when planning and
implementing cybersecurity strategies.

In the Philippines, the implementation of cybersecurity frameworks is primarily driven by the National Cybersecurity
Plan 2023-2028 (NCSP). This plan is aligned with the broader goals of the Philippine Development Plan 2023-2028,
the National Security Strategy, and the National Cybercrime Strategy. These strategies are aligned with the SDGg
goals of building resilient infrastructure, promoting inclusive and sustainable industrialization, and fostering
innovation [25]. The NCSP aims to strengthen the country's cybersecurity capabilities through six key pillars,
including policy improvements like the proposed Cybersecurity Act to enhance legal frameworks and organizational
cybersecurity initiatives [26]. The cybersecurity framework of the National Institute for Standards and Technology
(NIST CSF) provides guidelines and best practices to mitigate cyber risks and strengthen security postures, which
could be relevant to institutions and organizations in the Philippines aiming to enhance their cybersecurity resilience
[28].

This study explores the characteristics and attributes of a cybersecurity framework suitable for the unique needs of
HEIs. The emphasis of this study is the thematic analysis of the gathered insights and recommendations of IT and
cybersecurity professionals on the characteristics and attributes of cybersecurity frameworks that can be effective in
addressing the unique challenges faced by these institutions in the Philippine setting. This study examines the
experiences of Philippine HEIs in creating and executing cybersecurity plans, focusing on their perspectives on
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framework adoption or standard compliance, the traits of successful cybersecurity frameworks, and the essential
elements that must be included for them to be useful and efficient.

METHOD

The research employs a systematic thematic analysis process. Expert interviews were conducted with ten (10) IT
professionals and cybersecurity specialists from state and local universities and colleges (SUCs and LUCs) to gain
deeper insights into the institutional and technical requirements of cybersecurity framework development and
implementation. The qualitative data allows for a more nuanced understanding of the strategic considerations,
contextual factors, and best practices in cybersecurity management within HEIs. The results of this work are obtained
using the six-step approach [28] to synthesize findings from guided interviews. The following steps were carried out:
1) transcription, familiarization with the data, and selection of quotations, 2) selection of keywords, 3) coding, 4)
theme development, 5) conceptualization through interpretation of keywords, codes, and themes, and 6) final
refinement and the development of the cybersecurity framework. This method works effectively for extracting
themes that may be used as a guide to create concepts that form the foundation of a cybersecurity framework.

A semi-structured interview guide was utilized to gather participants’ insights. Open-ended questions were asked on
the following topics: a) characteristics of an effective cybersecurity framework, b) key components of a cybersecurity
framework, and c) challenges in using a cybersecurity framework.

An interview guide was sent to the experts purposively selected as participants in the data-gathering exercise [29].
Follow-up interviews were carried out to validate their answers.
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RESULTS AND DISCUSSION

Effective cybersecurity in HEIs requires a comprehensive, system-wide approach strategy that includes technical,
administrative, and physical safeguards contextualized and dynamic to the unique characteristics of the HEI [18].
Implementing cybersecurity requires effective resource use, risk exposure identification, and communication
between the technical team and upper management, all of which must be incorporated into university business plans
and decision-making procedures [19]. Like in any organization, HEI's decision-makers consider relevant
management success factors that directly impact the cybersecurity position of the organization [20].
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HEIs may develop their guide, model, or framework of operation that is tailored to the peculiarities of their business
goals and take into consideration their capacity and risk appetite. These mechanisms may also evolve and in some
cases, recursively be upgraded to continue to be useful to cope with the changing needs of the organization [21].
Organizational learning frameworks can be established to develop countermeasure strategies in addressing
cybersecurity challenges and improving digital resilience [22], [23]. A cybersecurity implementation framework
proposes a set of adaptable security controls that oversee the implementation of cybersecurity strategies. It integrates
high-level conceptual security controls, solutions, entities, tools, and techniques or mechanisms [24].

The insights gleaned from the participant responses in the data-gathering exercise highlight the level of awareness,
involvement, and practices among IT professionals and faculty members in SUCs and LUCs. These insights are
critical for understanding the current state of cybersecurity preparedness and informing the proposed framework.
The study involved a diverse group of participants who assume varied roles in cybersecurity program
implementation. This ensures a balanced perspective on cybersecurity practices in HEIs. Fifty percent (50%) of the
participants are IT managers, and the others are faculty members specializing in IT. Ninety percent (90%) of the
participants are from state universities and colleges (SUCs), and 10% are from local universities and colleges (LUCs).
Sixty percent (60%) take active roles in cybersecurity program implementation in their respective institution.

All the participants are aware of the cybersecurity procedures that their organizations follow, even though some
merely play a passive role in them. For example, the majority (80%) are aware that their institution implements
some form of guidelines and policies for cybersecurity, 70% of them believe that their institution employs various
technical controls such as encryption and secure protocols in data transmission and storage, 60% of them find the
need to identify vulnerabilities, and 50% of them are aware that their institution has an incident response plan in
place, which their institutions perform accordingly.

Concurrently, only two (2) are aware that their institution adopts a standard or framework in their cybersecurity
program implementation. These two believe that the adoption of international standards and cybersecurity
frameworks is construed as a key strategy for cybersecurity in their institutions. They claimed that their institution
adopts well-established standards and frameworks. Although they were hesitant to talk about how they use the
conventions of the guides, one complies with ISO 27001, and the other with NIST CSF. The others are not aware of
any model, standard, or structure that they have created as a reference for implementing their cybersecurity program.
However, each participant offered their perspectives on how frameworks could fit well in the HEIs’ cybersecurity
landscape.

A. Characteristics of an Effective Cybersecurity Framework

Table I presents the transcription of the captured data and the selected keywords derived through thematic analysis
from the participants’ answers about the characteristics of an effective cybersecurity framework. Each index number
identifies distinct responses, with overlapping answers reflected by the absence of unique entries for all participants
e.g. 9 entries for 10 participants indicate shared views.

Table I. Transcript and keywords for the characteristics of an effective cybersecurity framework
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Index |Characteristics of an effective cybersecurity framework |Keywords

1 |Effective cybersecurity frameworks are comprehensive, [comprehensive

adaptable, clear, and measurable, covering all aspects of |adaptable

an organization's digital environment while allowing for |clear

customization, easy implementation, and ongoing measurable

assessment of effectiveness. covers all aspect of digital environment
allows for customization

easy implementation

allows for ongoing assessment

2 |1t must be usable. An effective cybersecurity framework |usable
is one that is both robust enough to stop unauthorized robust
network breaches and adaptable enough to let employees |adaptable
and partners get the data they need fast.

3 [Purposeful, Realistic and Achievable purposeful
realistic
achievable
4 |Cybersecurity in all aspects -stakeholders/end users, in all aspects
hardwares, network, etc
5 |Processes of identifying the potential threats and identifies potential threat
protecting it. protect
6 [Dedicated Cybersecurity Resources dedicated resources
7  |It's threat detection, prevention and response. threat detection
threat prevention
response
&  |The whole population should be involved in the whole population is involved

deployment of cybersecurity framework.

9 |Not aware not aware

The keywords were selected based on the 6Rs -realness, richness, repetition, rationale, repartee, and regal. These
criteria ensured the keywords encapsulated the genuine experiences of the participants. The selected keywords offer
a rich, insightful understanding of the participants' perspectives on cybersecurity practices and strategies,
highlighting the practical and conceptual elements essential for effective cybersecurity frameworks.

Table II summarizes the thematic analysis results on coding and theme development. Codes are assigned for the
keywords derived from the answers. Duplicate keywords were removed, and similar keywords were merged into a
singular concept. Codes are assigned in a manner that can be categorized and analyzed for patterns and themes
relating to the research questions. The codes were selected based on the 6Rs: robust, reflective, resplendent, relevant,
radical, and righteous. Adhering to these criteria ensures that the assigned codes are robust enough to represent the
keywords in a meaningful and comprehensive manner, encapsulating various aspects of cybersecurity frameworks.
The code “holistic” is robust as it represents cybersecurity framework implementation to be “comprehensive” and
“covers all aspects of the digital environment.” The keywords “allows for customization” and “realistic” as they relate
to the HEIS’ existing capabilities, are appropriately coded as “flexible.” The analysis of the succeeding keywords went
on with the same notions and conventions.

Table II. Coding and theming for the characteristics of an effective cybersecurity framework
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Keywords Codes Themes
comprehensive holistic integration of organizational culture
covers all aspect of digital integration of security technology
environment
adaptable adaptable flexibility and adaptability
allows for customization flexible
realistic
easy implementation simple standardized practices
clear
measurable attainable manageable (risk management
achievable approach)
usable functional core functions and phases
robust reliable responsive (incident response
procedures)
allows for ongoing assessment |continuous assessment  |continuous improvement
purposeful governed security governance
has dedicated resources allocated

Themes were conceived by exploring the connections between the assigned codes — their similar meanings, shared
context, or relationships, as they align well with the foundational concepts of cybersecurity frameworks [30].

Given this provision, the themes derived from the analysis realistically adhere to the 4Rs in theming: reciprocal,
recognizable, responsive, and resourceful. There is certainly a mutual connection between the assigned codes and the
themes. Themes closely align with the concepts of cybersecurity frameworks and directly address the requirements
for developing a framework. For example, the code “holistic” mutually connects with the intrinsic characteristics of
cybersecurity frameworks on the “integration of organizational culture” and integration of security technology.” The
assigned codes “adaptable” and “flexible” are generally taken as one as one of the intrinsic characteristics of the
cybersecurity framework. Hence these codes are associates with the theme “flexibility and adaptability.” The analysis
went on for the succeeding keywords with the same notions and conventions for all the assigned codes.

The same procedures and observations were followed in the thematic analysis for the key components of a
cybersecurity framework and the challenges in using it.

B. Key Components of a Cybersecurity Framework

Table III presents the transcription of data and selected keywords derived from the participants’ answers to key
components of a cybersecurity framework. Table IV presents the assigned codes and developed themes.

The keywords were grouped into related categories before coding to extract relevant codes. Then, the assigned code
is aligned into themes through code associations. The keyword “threats” is coded as “risk” instead of a separate code.
This is because threats can be considered one of the drivers of organizational risks, along with the organization's
strengths, weaknesses, and opportunities. The keyword “Al integration” was initially coded as “controls”. However,
upon further investigation, AI can be integrated from end-to-end of the cybersecurity environment [31], and
therefore, it is appropriately coded as a distinct keyword.

Table III. Transcript and keywords for the key components of a cybersecurity framework
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Index |Components of a cybersecurity framework Keywords
1 1. Able to recognize the risks, weaknesses, threats, risks

and assets weaknesses

2. Capable of safeguarding secure settings, policies, |threats

and controls assets

3. Capable of detecting, tracking, recording, and secure settings

responding to incidents policies

4. Capable of team response, communication, and controls

recuperation incident management
team response
communication
recuperation

2 |An effective program must be comprehensive, orend |critical elements
to end, in scope—that is, the program must address all
the critical elements that need to be protected in the

institution.
3 |Policies and Guidelines, Physical Facilities and policies and guidelines
Security, Recovery Plan physical facilities and security
recovery plan
4 |Alintegration Al integration
5 |risk management or mitigation risk management
risk mitigation
6  |Policies and Procedures policies
procedures

7 |The training and awareness of employees and Cyber |training of employees
Incident Response Plan awareness of employees
cyber incident response plan

8 |The whole population should be involved in the whole population
deployment of cybersecurity framework.

9 |Not aware not aware

Each of the themes seems to be paralleled by the codes in Table IV. Since there are already themes that directly
correspond with the codes, the codes in this instance cannot be further abstracted.

Table IV. Coding and theming for the key components of a cybersecurity framework

Keywords Codes Themes

risk risk risk assessment

risk management risk management

risk mitigation

threats

assets (information assets) asset asset management
physical facilities and security

critical elements

secure setting controls access controls
controls

policies policies information security policies
policies and guidelines

procedures

incidents incident incident management
incident response plan

recovery plan recovery security assessment
recuperation

training training and awareness |awareness and training
awareness

team response users communication
communication

whole population

Al integration Al Al integration

C. Challenges in using a Cybersecurity Framework
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Table V presents the transcription of data and the derived keywords from the participant’s answers to the challenges
of using cybersecurity frameworks. It can be observed that several keywords were selected for the first entry in the
summary table. These keywords are appropriate as each is rich in meaning and provide a detailed understanding of
the characteristics of the cybersecurity frameworks that make them challenging to adopt or adhere to. Their meanings
are distinct from each other and therefore, they must be taken separately as individual keywords apart from the other
keywords identified by the participant. Table VI shows the assigned codes and themes, accordingly.

Table V. Transcript and keywords for challenges on the use of cybersecurity framework.

Index |Challenges on the use of cybersecurity framework |Keywords

1 |challenges in complexity, resource limitations, complexity

infrastructure integration, user training, adapting to  |resource limitations
evolving threats, and meeting regulatory demands. |infrastructure integration
user training

adapting to evolving threats
meeting regulatory demands

2 |One significant challenge is the lack of cybersecurity|lack of cybersecurity awareness

awareness and training among employees. and training
3 |The ever changing patterns of attacks ever changing patterns of
attacks

4 |Proper orientation and guidance in implementation |on the proper orientation and
guidance in implementation

5 |eyber security literacy cbersecurity literacy
6 |Budget Limitations and Talent Shortage budget limitations
talent shortage
7 |The evolving cyberthreats evolving cyberthreats
8 |Compatability to the institution it would be compatibilty to the institution
deployed. e.g. culture, digital-divide culture
digital-divide
9 |Notaware not aware

Table VI. Coding and theming for challenges on the use of cybersecurity framework.

Keywords Codes Themes
complexity complexity complexity

ever changing patterns of attacks

evolving cyberthreats

compatibilty to the institution

lack of cybersecurity awareness and  |literacy resistance form
training stakeholders

cbersecurity literacy

on the proper orientation and
guidance in implementation

budget limitations budget inadequate resources

D. Conceptualization

The conceptualization process emanating from the analyzed data is anchored on the interconnection of elements in
the information security ecosystem as outlined in the comprehensive model of management success factors (Fig. 2)
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for information security decision-makers [20]. The themes derived from the characteristics, components, and
challenges of the cybersecurity framework can be mapped into this model.
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Fig. 2 A Comprehensive model of MSF

influence

The use of a framework is a countermeasure strategy and a tool for security management. Therefore, to characterize
the framework, one must probe the factors that affect the countermeasure or security management, in this case, the
risk and organizational factors and resources. Risk is the possible occurrence of threats, organizational factors are
properties of the organization, and resources include budget and the availability of good, skilled employees. An
effective cybersecurity framework must entail a robust security measure to combat escalating cyber risks. It should
also be flexible and adaptable and can be tailored for managing cyber risks in various organizational contexts,
including the financial capability of the HEL. It should also entail resiliency, that is, implementing proactive measures
to enhance cybersecurity posture. The framework must also usher in the implementation of cybersecurity practices
that are aligned with organizational objectives and project goals, integrating technology and information security,
and compliance with policies and adherence to governance.

In cognizance, the derived themes from the analysis are in synch with these expected characteristics: integration of
organizational culture and integration of security technology, flexibility and adaptability, standardized practices
(adherence to governance), risk management approach, core functions and phases (robust), incident response
procedures (resilient), continuous improvement (flexibility and adaptability), and security governance (adherence to
governance). Except for budgetary constraints, all the derived themes are incongruent with the MSF model.

The themes derived from analysis, as regards key components of a cybersecurity framework, can also be construed
using the summary of framework components [32] but only to those that apply to HEIs. These include information
security policies, asset management, access control, business continuity plan, compliance, incident management, risk
assessment, security assessment, awareness and training, governance, data security, communication, analysis, and
recovery plan. Of the themes conceived from the analysis, only Al integration is not evident in the desired
components. The recency of Al could explain the apparent nonexistence.

As regards the challenges in the use of cybersecurity frameworks, the association of factors in the MSF model (Fig. 2)
could set the criteria for determining them. Cybersecurity frameworks as countermeasures or tools for security
management are affected by the prioritization and nature of threats, the consideration of organizational factors, and
the availability of resources.
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The themes developed from the analysis identify complexity, resistance of stakeholders, and inadequate resources.
Complexity can encompass the changing nature of threats of attack. Resistance of stakeholders may emanate from
top management who do not recognize the gravity of the threat, regular employees who are oblivious of the impact
of cyber-attacks, or simply an issue of prioritizing resources due to lack of communication.

E. Development of the cybersecurity model

The developed themes can be illustrated fairly in Fig. 3. The themes for the characteristics of effective cybersecurity
framework were reworded as adjectives instead of nouns, as they should describe or characterize the framework. For
example, the theme “flexibility and adaptability” is reworded as “flexible and adaptable”. Also, from “integration” to
“integrated approach”, from “standardized practices” to “standardized”, from “core functions and phases” to “robust”,
from “continuous improvement” to “dynamic”, and from “security governance” to “compliant”.

/ Cybersecurity Framework Elements \
integrated approach

flexible and adaptable

standardized

manageable compliant

\ information security policies Al integration /

resistance from stakeholders complexity inadequate resources

robust

responsive

dynamic

Fig. 3 Conceptual Model of the Cybersecurity Framework

In Fig. 3, the elements enclosed in oblong inside the rounded box are the framework's components. The elements
surrounding the enclosed components are the themes that characterize the framework, thereby surrounding the
components. Then, the elements below and outside the rounded box are the challenges in using the framework. They
are outside the rounded box because these elements represent the challenges that may hamper the implementation
of cybersecurity programs.

The conceptual model can be further enhanced by incorporating the concepts of shared actions, cybersecurity pillars,
and the framework life cycle [33]. Shared actions outline common activities in the cybersecurity program
implementation. Cybersecurity pillars are the aspects of the institution that need to be strengthened with
cybersecurity. The framework life cycle provides a structured approach to security.
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Fig. 4 Proposed Cybersecurity Framework

Fig. 4 illustrates the proposed cybersecurity framework, highlighting the shared actions, pillars, and life cycle. The
shared actions, being the common activities in cybersecurity, are the ten (10) developed themes derived from the
thematic analysis. The themes were translated as the shared actions in the framework development. The shared
actions cut across the five pillars of cybersecurity, as depicted by the two-sided arrows enclosing them. This entails
that the operations of any of the shared actions affect the five aspects of the institution - aspects in human,
organization, technology, infrastructure, and law and regulation in one way or another.

The operations of the shared actions must satisfy certain levels of effectiveness. The criteria for effectiveness were
the derived themes from the thematic analysis of the characteristics of an effective cybersecurity framework. The
characteristics expressed in the investigation were translated as criteria for evaluating the effectiveness of executing
any shared actions in the framework. This entails that to ensure effective protection, the execution of cybersecurity
implementation must conform to the defined set of criteria of operation.

To sustain effective security and protection, the implementation and operation of the framework should be consistent
throughout the framework lifecycle — from profiling to delivering through assuring, and back to profiling.

CONCLUSION

The thematic analysis on the use of standards and framework provides baseline information for developing a novel
cybersecurity framework tailored to the peculiar needs and requirements of Philippine HEIL Ten (10) IT experts and
cybersecurity professionals participated in the investigation by answering a semi-structured interview guide and
sharing their insights on the characteristics and key components of an effective cybersecurity framework. Through
thematic analysis, themes were derived and later translated as elements of the novel framework. The insights elicited
from the investigation serve as valid references to the actual and current needs and requirements of the HEIs.
Aligning these findings with established underpinnings of cybersecurity ensures that the elements in the proposed
framework are a robust tool for enhancing the cybersecurity posture of HEIs. This research contributes to the ongoing
development of effective cybersecurity strategies in the higher education sector. It underscores the importance of a
tailored approach to addressing the evolving cyber threat. The framework is a living document. The components and
features of which can vary over time due to the dynamic nature of technology, especially cybersecurity. Listening
from other experts including professionals from private and other government schools could enhance further the
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features that were initially included in the framework. More inputs could reveal fresh insights that corroborate the
findings of this work. Until new inputs are at bay, IT managers and cybersecurity officers in the Philippine HEIs can
employ this new framework as a reference in their operational and strategy planning for cybersecurity program
implementation.
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