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Security issues have arisen when billions of resource-constrained devices that connect to the 

Internet via the Internet of Things (IoT). This research emphasizes enhancing communication 

security in IoT systems using the Constrained Application Protocol (CoAP) by introducing a 

lightweight authentication method. The proposed approach utilizes a lightweight AES-based 

block cipher and dynamic one-time passkey generation for secure client device authentication. 

The technique was executed and verified in a simulated IoT environment utilizing resource-

limited devices. Experimental findings indicate that the proposed authentication approach 

incurs a negligible authentication time overhead (~18 ms) and exhibits low resource usage, 

rendering it highly appropriate for limited situations. The model's resilience against surveillance, 

replay attacks, and man-in-the-middle attacks is further verified by security assessments. The 

findings validate the importance of the suggested strategy in improving secure communication 

inside IoT networks. 
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INTRODUCTION 

Internet of Things (IoT) system encompasses a large number of heterogeneous resource-constrained wireless devices 

that are connected to the global Internet and communicate among themselves autonomously [1]. Experts predict that 

the number of devices connected to the IoT environment may reach approximately 75 billion by the year 2025. Taking 

into consideration the dimension of IoT systems, security imposes a major challenge for communication on IoT. The 

heterogeneity of IoT environment leads to varieties of vulnerabilities during communication among the devices. In 

order to ensure secure communication on IoT environment, various security measures have been addressed by the 

researchers worldwide [2]. One of the major issues in security provisioning on IoT is the problem of device 

authentication. In addition to it, the process of communication needs to be protected from the malicious attackers. 

Security provisioning in IoT devices can be achieved using cryptographic algorithms. Further, the wireless devices 

that are constrained with limited storage cannot implement complex cryptographic algorithms. Hence, lightweight 

block ciphers can be useful for implementation of cryptographic algorithms for efficient authentication of IoT devices 

during communication. In this work, we implement lightweight AES based block cipher for encryption/decryption 

and the observed results justify the improvement in secure communication of IoT devices [3]. 
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IoT Architecture 

The protocol architecture of IoT is depicted in Fig.1 [4]. 

 

Fig.1: 4-Layer IoT Architecture 

It comprises of four different layers, namely, sensing layer, network layer, data processing layer and application layer. 

The sensing layer represents the lowermost layer in the protocol stack of the IoT ecosystem. It encompasses various 

sensors and actuators. The sensors are necessary for collecting information from the environment with respect to the 

underlying application. For example, an environment monitoring IoT system would require data about the 

environment such as air pollution level, CO2 level etc. [4]. Similarly, a IoT based agricultural monitoring system may 

require data about various characteristics of a plant [5]. The actuators are meant for taking necessary actions as 

required following sensing and analyzing of data. The network layer is responsible for transmitting the sensed by 

sensors data to the IoT ecosystem via gateways. The network layer incorporates data acquisition system (DAS) that 

deals with data aggregation and conversion if necessary (e.g., conversion of analog data to digital form). The gateways 

also perform the tasks of malware protection and data filtering. Data processing layer represents the basic processing 

unit of a IoT ecosystem. Here, received from network layer data are analyzed and pre-processed before being sent to 

the data centers from where the specific applications can access the pre-processed and analyzed data. The uppermost 

layer in the IoT protocol stack is the application layer that supports the user applications which enable the users to 

use the relevant data from the cloud or data centers. 

IoT Security Issues and Challenges 

A IoT ecosystem comprising of billions of heterogeneous devices is vulnerable to various threats from malicious users. 

The IoT security issues and challenges are detailed below [6]. 

• Vulnerabilities: IoT systems are very often prone to vulnerabilities for the reason that the IoT devices have 

limited computing capabilities and do not have any in-built security mechanism to get protected against the 

vulnerabilities. 

• Malware: Irrespective of the fact that the IoT devices possess limited computing capacity, still they can be 

infected by malware. The most frequently encountered malware is the IoT botnet malware.  

• Cyberattacks: Infected and hijacked IoT devices are very often used by the malicious attackers for 

distributed-denial-of-service (DDoS) attacks and also as a mean for attacking more devices in the network. 
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• Information Theft: Since the IoT devices during communication are exposed to the global network 

environment, there arises a higher probability of the identity as well as the personal information of a user being 

exposed that can be accessed by the malicious users.  

• Device Misconfiguration: Negligence in security provisioning as well as weak user login credentials make 

the device prone to external threats with a higher probability.  

• Authentication: Every IoT device is assigned with a unique radio frequency identifier (RFID) for its 

identification in the network. Furthermore, during communication, it is necessary that the data must reach the 

desired user for which authentication becomes essential. 

In this work, we address the issue of authentication by virtue of designing a secure model using cryptographic 

algorithms. 

COAP ARCHITECTURE 

Constrained Application Protocol (CoAP) represents an application layer communication protocol in the IoT protocol 

stack. It represents a two-layer protocol that is depicted in Fig.2 [7]. 

 

Fig.2: CoAP Architecture 

The two layers are Message layer and Request/Response layer. The messages layer here deals with User Datagram 

Protocol (UDP) and asynchronous switching and, the request/response layer is responsible for dealing with 

request/response messages that primarily refers to the communication procedure within the IoT environment. 

Message Layer Model 

Message layer model in CoAP operates with four types of messages, namely, CON (confirmable), NON (non-

confirmable), ACK (acknowledgement) and RST (reset). 

Reliable Message Transport: In this procedure, a client sends a CON message to the server in anticipation to 

which the server sends back a ACK message to the client and on receiving ACK message, the communication can 

resume (Fig.3). In case, the server fails to process the message from the client, it replaces ACK by an RST message 

following which the connection is terminated. 

 

Fig.3: Reliable Message Transport 
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Unreliable Message Transport: In this procedure, the client sends a NON message and if the server successfully 

processes the message, then no ACK is sent back and the communication can resume after this. But, if the server fails 

to process the message, it sends back an RST message to the client following which the connection is terminated 

(Fig.4). 

 

Fig.4: Unreliable Message Transport 

Request/Response Layer Model 

Piggy-backed Model: In this approach, the client sends a CON or NON message and immediately receives an ACK 

message in response to the CON message in both successful and failure situations that is depicted in Fig.5. As it can 

be observed from Fig.5, if the server processes the message successfully, then it sends the ACK message along with a 

success response token and in case of a failure, it sends an ACK message with a failure response code. 

 

Fig.5: Exchange of Success and Failure Response Messages 

Separate Response Model: If a client sends a CON message which the server fails to response immediately, then 

the client repeats the CON message and on receiving the second CON message, the server sends back an empty ACK 

message to the client. When the server is ready, it sends a CON message to the client and the client in response sends 

back an ACK message to the server in order to confirm the CON message irrespective of whether it’s a request or 

response message. This model is depicted in Fig.6. 

 

Fig.6: Get Request with A Separate Message 
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Non-Confirmable Request and Response: In this procedure, the client sends a NON type message which need 

not be confirmed. However, the server in response to it, sends back a NON type message to the client (Fig.7). 

 

Fig.7: NON-Confirmable Request and Response 

CoAP Message Format 

The format of a CoAP message is shown in Fig.8 [8]. As it can be observed from Fig.8, the smallest in size CoAP 

message comprises of 4 bytes if version, tokens and options are omitted from it. The first 2 bits represent the version 

of CoAP. The messages are of two types: request and response. The next 2 bits refer to the type of message: 

Request (00: CON and 01: NON) 

Response (10: ACK and 11: RST) 

 

Fig.8: CoAP Message Format 

The next 4 bits hold the length of the token field which may vary from 0 to 8 bytes. Then, the following 1 byte holds 

the request/response code. The next two bytes represent the message ID. The next field may hold 0 or more tokens 

up to 8 bytes followed by 0 or more options. Then follows 0ne byte of 1’s followed by the payload if available. 

In this work, we use CoAP for communication between IoT devices and address the issue of authentication using 

cryptographic scheme. 

RELATED WORK 

Communication on IoT has been significantly challenging for the reason that a large spectrum of heterogeneous 

resource constrained wireless devices is connected to it that imposes a wide range of security threats and for effective 

communication, these security challenges need to be addressed. Significant amount of research work has been done 

in this direction by various researchers and scientists around the globe. The authors in [9] propose a strategy for 

CoAP security that uses Datagram Transport Layer Security (DTLS) mechanism wherein DTLS compression 

techniques sufficiently reduces the additional number of bits meant for security provisioning. A comprehensive 

analysis of various congestion control mechanisms for IoT environment has ben conducted by the authors in [10]. A 

security scheme for supporting the authentication procedure and access control on CoAP (AAC-CoAP) has been 
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proposed by the authors in [11] and as claimed by the authors, it improves the IoT security significantly. A security 

scheme having used TACACS+ has been proposed by the authors in [12] that additionally supports the process of 

authentication, access control as well as accounting. The experimental results justify its usage in compatibility with 

various IoT devices. An analysis of Distributed Denial of Service Attack that use Amplified Reflection (AR-DDoS) has 

been carried out by the authors in [13] and it was reported that AR-DDoS attacks often abuse CoAP running on an 

IoT environment and the results were found to be consistent. Interoperability between smart devices in IoT 

environment across multiple platforms presents a major challenge due to resource constraints that can be 

successfully overcome using AllJoyn framework. Design and implementation of an application that serves as a bridge 

between AllJoyn and CoAP networks has been conducted by the authors in [14]. It leverages advanced CoAP features 

and provides AllJoyn applications with a rich low-level interface in order to interact with multiple CoAP servers that 

host CoAP resources. The experimental results as claimed by the authors show that the said implementation 

extensively validates a real test case and has been proved to work effectively. Validation of CoAP in a low-power 

Personal Area Network (PAN) in order to determine the effectiveness of CoAP as an application protocol for IoT 

environment, has been conducted by the authors in [15]. CoAP being a powerful messaging protocol manages the 

communication between the resource constrained devices and the IoT environment. However, these constrained 

devices generate large number of messages that most often leads to congestion in the IoT environment. To address 

this issue, the authors in [16] devise an effective congestion control algorithm for CoAP that necessarily ensures 

effective network operation thereby providing effective usage of the network resources. The authors in [17] develop a 

secure IoT medical based on CoAP protocol for collecting data for COVID-19 identification thereby adding a security 

layer to CoAP protocol for encrypting data using AES algorithm. CoAP has been applied to a web-based remote-

control platform by the authors in [18] that can be effectively used in public networks as well as large networks. Since 

CoAP relies on an unreliable transport layer protocol, that is UDP, loss-based congestion control algorithms are 

incorporated into CoAP in order to counter congestion. A TCP based congestion control algorithm, BDP-CoAP, has 

been proposed by the authors in [19] that is capable of mitigating congestion more effectively thereby improving the 

throughput of the network. CoAP has been used as the application layer protocol in a IoT healthcare remote 

monitoring system by the authors in [20]. Demand Response (DR) messaging protocols rely on HTTP application 

protocol on IoT environment for messaging services, but however, it is less effective for resource constrained devices. 

To overcome this issue, the authors in [21] propose CoAP-based DR messaging strategy that necessarily reduce 

network overhead significantly. 

PROPOSED MODEL FOR IOT AUTHENTICATION 

Our proposal pertains to a lightweight authentication model based on CoAP that facilitates secure communication in 

an IoT environment. The model implements a cryptographic technique requiring a client device to authenticate with 

the server using a dynamically generated one-time passkey before commencing communication. The client and server 

utilize a lightweight encryption method founded on the Advanced Encryption Standard (AES) with a 128-bit key 

length. AES-128 provides a robust equilibrium between security and computational performance, rendering it 

suitable for resource-limited IoT devices. The proposed framework enhances the resilience of IoT communication by 

regularly renewing the passkey and encrypting authentication exchanges, thereby mitigating risks such as replay 

attacks, unauthorized access, and man-in-the-middle assaults. 

RESULT ANALYSIS 

In an IoT-simulated environment, the proposed authentication model was implemented and validated. The 

experimental configuration included Raspberry Pi 3 Model B units, each featuring a 1.2 GHz quad-core processor 

and 1 GB of RAM. Communication was established using a Wi-Fi 802.11n network functioning at 2.4 GHz. The CoAP 

protocol stack was built on the Contiki operating system, and lightweight AES-based encryption techniques were 

created using Python. For a secure connection, 50 IoT devices were simulated in order to verify the model's efficacy. 

Each device utilized the CoAP protocol and implemented a lightweight block cipher-based authentication method 

before initiating a server connection.  

Authentication Time Analysis 
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The authentication time was calculated as the interval between a client's authentication request and the subsequent 

server acknowledgment. In the conventional CoAP configuration without any authentication method, the mean 

authentication duration was recorded as 50 milliseconds. On the other hand, the proposed model, which comprises 

lightweight AES-based authentication, demonstrated an average authentication time of 68 milliseconds. The 

implementation of the encryption process thus incurred an extra cost of around 18 milliseconds. Figure 9 illustrates 

that the proposed authentication approach slightly raises authentication time relative to regular CoAP. Nonetheless, 

the overhead will be satisfactory for a secure IoT connection. However, considering the significant enhancement in 

security offered by dynamic key generation and encryption, this slight increase in authentication duration is seen as 

acceptable for resource-limited IoT environments. 

 

Figure 9: Comparison of Authentication Time 

Usages of the Resources (CPU & RAM) 

The effectiveness of the proposed authentication techniques was assessed by analyzing resource usage, such as RAM 

consumption and CPU utilization. In conventional CoAP connection without encryption, the average RAM use was 

roughly 23 KB, while CPU utilization was approximately 18%. Following the lightweight AES-based authentication 

implementation, RAM use climbed marginally to 27 KB, while CPU usage elevated moderately to 23%. The 

supplementary resource burden imposed by the encryption process is negligible and is comfortably within acceptable 

parameters for standard IoT devices. These results demonstrate that, despite enhanced security measures, the model 

retains a lightweight configuration, rendering it exceptionally appropriate for implementation in resource-limited 

settings where memory and processing capabilities are scarce. The comparison depicted in Fig. 10 indicates that the 

proposed model exhibits minimal resource consumption, confirming its viability for implementation in resource-

limited IoT devices. 

 

Figure 10: Comparative Analysis of Resource Utilization 

Security Analysis 
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The proposed model's security efficacy was evaluated against several prevalent attack scenarios often seen in IoT 

environments. To mitigate replay attacks, the model utilizes a one-time passkey method that promptly invalidates 

previously used keys, preventing the reuse of old authentication credentials. The hazards of spying are reduced by 

encrypting session beginning signals, which prevents unauthorized interception and access to confidential 

information. Dynamic key generation on both the client and server sides markedly diminishes the threat of man-in-

the-middle attacks by guaranteeing that authentication credentials remain non-static and unpredictable. The 

simulated findings affirm that the suggested approach offers robust resistance against various attacks, enhancing its 

appropriateness for safeguarding communication in IoT devices. 

Comparative Analysis 

A comparison was conducted between the proposed model and extant authentication schemes designed for CoAP-

based IoT environments to obtain a more comprehensive understanding of the proposal's advantages. The AAC-CoAP 

model and TACACS+ security methodologies were specifically selected for assessment. AAC-CoAP provides 

considerable security enhancements but incurs significant communication costs, whereas TACACS+-based models 

exacerbate resource consumption, rendering them inappropriate for restricted IoT devices. The proposed lightweight 

AES-based architecture preserves a minimal resource footprint while providing robust dynamic authentication using 

one-time passkeys. Furthermore, the dynamic key updating in the proposed model offers an extra degree of security 

that is absent in static key-based methods. The proposed approach, as outlined in Table 1, attains an improved 

equilibrium among security robustness, computing efficiency, and applicability for practical IoT implementations. 

Table 1: Comparative Analysis of Authentication Models for CoAP-based IoT Communication 

Features AAC-CoAP [11] TACACS+ based CoAP [12] Proposed Approach 

Authentication Overhead Moderate High Low 

Resource Consumption High Very High Low 

Suitability for Constrained Devices Limited Poor High 

Key Refresh Mechanism Static Static Dynamic (one-time keys) 

CONCLUSION AND FUTURE WORK 

In this research work, we propose a novel technique in order to strengthen the security of communication in IoT 

environment using IoT communication protocol Constrained Application protocol (CoAP). In a IoT-simulated 

environment, our proposed model exhibits robust security provisioning with a marginal higher authentication time 

as compared to standard CoAP. However, it is compensated by a stronger security support. The same approach can 

also be applied in future to various other IoT communication protocols. 
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