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ARTICLE INFO ABSTRACT

Received: 28 Feb 2025 The Internet of Things (IoT) is transforming industries such as healthcare, smart cities, and

industrial automation by enabling seamless device interconnectivity. However, its

heterogeneous and resource-constrained nature introduces critical security challenges,

Accepted: 05 May 2025 including impersonation attacks, malicious node injection, denial-of-service attacks, and data
breaches. Existing security mechanisms often fail to address these evolving threats due to IoT’s
dynamic environment. This paper presents a systematic review of security vulnerabilities in the
layered IoT architecture (perception, network, and application layers) and explores lightweight,
scalable security solutions such as blockchain authentication, AI-driven anomaly detection, and
quantum-resistant cryptography. Unlike prior studies that focus on isolated threats or generic
security frameworks, this research provides a structured, layer-wise security assessment and
proposes practical mitigation strategies tailored to real-world IoT applications. The findings
emphasize the need for energy-efficient, adaptive security frameworks to ensure
confidentiality, integrity, availability, and privacy. This study serves as a foundation for future
research in autonomous and scalable IoT security mechanisms, bridging the gap between
theoretical security models and practical implementation.
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INTRODUCTION

The Internet of Things (IoT) is a novel paradigm that has increasingly integrated into daily life. The IoT includes a
collection of heterogeneous devices interconnected via the Internet, such as smartphones, smart cars, smart energy
grids, and smart cities. IoT devices are extensively utilized by large organizations, homes, workplaces, and other
entities to exchange data and establish network connectivity. The smart home is one of the many applications of
IoT. It leverages machine learning and IoT technologies to provide accurate and affordable energy management
solutions (Li et al., 2019). Another significant application is sustainable transportation planning and traffic control
through intelligent transportation systems (Huang et al.,, 2021). Additionally, IoT is widely used for digital
monitoring in agriculture, healthcare, and environmental ecosystems (Gangwani et al., 2021, Das & Namasudra,
2022). IoT devices facilitate the sharing of sensor data collected through IoT gateways or edge devices. The
collected data is either sent to the cloud or analyzed locally. The IoT ecosystem consists of three core components:
devices, communication networks, and computing systems that manage data flow.

With advancements in smartphone technology and various sensors, numerous devices can now be connected to the
IoT. However, the growing demand for large-scale IoT deployment has led to significant security concerns (Xiang et
al., 2012). Attacks and faults in IoT-based critical infrastructures could negate the benefits of IoT without adequate
protection (Roman et al., 2011). Moreover, privacy is a crucial aspect of IoT. Many "things" individuals use daily at
home and work are now online, implying that private and sensitive information could be exposed (Porambage et al.,
2016). Unlike traditional security challenges, privacy concerns in IoT are equally critical. The system's inherent
vulnerabilities stem from diverse networking technologies and resource-constrained devices that often rely on basic
security and privacy solutions (Porambage et al., 2016). Additionally, IoT solution providers may overlook security
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and privacy due to complexity, time-to-market pressures, or ignorance (Richa, 2020). Security patterns, which are
beneficial for non-security specialists, could address this issue effectively (Schumacher et al., 2013, Fernandez-
Buglioni, 2013).

Implementing security measures in an IoT system is more complex than in traditional networks due to the large
number of nodes and the heterogeneity of devices and protocols. To safeguard data and services in IoT
environments, features such as confidentiality, integrity, authentication, access control, availability, and privacy
must be ensured (Rekleitis et al., 2010). Although security has become a primary concern, traditional solutions are
often incompatible with IoT devices. Consequently, new security solutions tailored to IoT-based applications must
be developed. Recent research highlights the importance of security auditing tools and patterns for addressing
vulnerabilities in IoT systems, particularly for non-security specialists. Additionally, the absence of timely updates,
intrinsic vulnerabilities, and limited computing power in edge devices exacerbate these issues (Canavese et al.,
2024).

Existing literature has extensively addressed specific security threats and solutions for IoT; however, there is a need
to synthesize these findings into a comprehensive framework. For instance, while (Li et al., 2019) explores security
measures for resource-constrained IoT devices, it falls short in addressing emerging threats in rapidly evolving IoT
ecosystems. Similarly, the layered security approach proposed in (Rajmohan et al., 2022) identifies attacks but
lacks practical, lightweight mitigation strategies. This paper builds upon these works by offering a systematic
review of IoT security challenges and identifying specific gaps within layered architectures.

The present study provides a comprehensive analysis of IoT security, with a focus on the application, network, edge,
and perception layers. By synthesizing findings from recent advancements, this research identifies vulnerabilities
and proposes lightweight, scalable solutions that ensure confidentiality, integrity, authentication, access control,
availability, and privacy. In doing so, it addresses critical research gaps and offers actionable insights for securing
IoT systems. The study also lays the foundation for future research aimed at developing robust security
mechanisms for IoT’s rapidly evolving ecosystem. This paper discusses the scope and motivation for IoT security,
IoT architecture, security threats in IoT, a comprehensive review of layered architecture security issues, and
concludes with future directions.

SCOPE AND MOTIVATION

The Internet and the digital era are pushing the current world, affecting notions of digital life. This is where
information and communication technologies have emerged as a trend, offering ideas like wireless control, remote
monitoring, and other things that ease the burden on workers and people. Thanks to advancements in network
connections, cognitive computing, and wireless communications, the IoT was introduced as a novel and
revolutionary technology. With the help of the IoT, billions of electronic devices and things are connected, creating
a digital environment that enables people to employ modern cyber technology to sense, analyze, regulate, and
enhance antiquated physical manual processes. It has drawn interest from academics and commercial audiences
over the past 20 years, broadening the technology's range of scientific applications across numerous industries. The
significant advancement in the development of the IoT is shown in Figure 1. The IoT market in India is predicted
to expand significantly globally in the future year. The United States, Australia, Canada, and China are the primary
growing regions for IoT. Furthermore, India's Internet of Things market is expanding, with a surge in smart city
efforts and rising adoption of IoT in agriculture and healthcare. The IoT has revolutionized the way we live, work,
and communicates. It has made life easier. Figure 2 shows the past to the future of the number of IoT devices
connected worldwide increases. However, it has opened up new avenues for crime, as IoT devices are among the
most vulnerable equipment in the world.
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Figure 1: Significant advancement in IoT’s development (Vadivelu et al., 2023)
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Figure: 2: Number of devices connected with IoT worldwide (Statista, 2024)

With the increases adaption of the IoT in the various sectors such as smart healthcare, smart cities, agriculture,
transportation etc. concerns about the security and privacy of IoT data are growing as a result of IoT systems'
increased adaptability (Agrawal et al., 2018). Due to their limited resources, the smart devices employed in the
Internet of Things architecture are susceptible to many kinds of security threats (Al-Garadi et al., 2020). A single
point of failure is major risk when IoT devices connect via a centralized server (Khan & Salah, 2018). It is
challenging to create a security model that takes into account the heterogeneity of the Internet of Things
architecture since every layer of the architecture has various security problems. Furthermore, security breaches are
growing more complex every day.

Common threats of IoT architecture include impersonation, malicious node injection, phishing, physical attacks,
jamming, and data leakage (Mohanta et al., 2020). Strong technology is needed to withstand these security
breaches. The security system intended to detect these types of assaults needs to meet basic requirements including
availability, confidentiality, and integrity. Conventional cryptography algorithms cannot provide sufficient security
(Patel and Patel, 2021) for IoT devices due to their high energy consumption and low storage capacity (Roy et al.,
2018). Given the continuous advancement of security threats in IoT, developing an effective security model
presents a significant challenge.

IO0T ARCHITECTURE

After the Internet, IoT is the most significant technology of this generation. In 2010, the number of physically
linked devices overtook the number of people, and this trend continues. Due to the diverse nature of IoT devices,
there is no single "construction path" for IoT deployment that applies universally across all use cases.
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Nonetheless, the literature presents several architectures. One approach categorizes an IoT architecture into three
layers according to their distinct characteristics (Gou et al., 2013, Li, 2017, Sethi & Sarangi, 2017 , Hassan, 2019,
Burhan et al., 2018). Some methods break down the architecture into four distinct layers (Burhan et al., 2018,
Bujari et al., 2018, Zhang et al., 2019) and the five-layer architecture (Burhan et al., 2018). An alternative method
for describing and constructing IoT networks follows the Fog computing paradigm, which also uses three layers but
categorizes devices differently as edge, fog, and cloud computing (Zhang et al., 2018). For the rest of this work, the
most widely adopted three-layer architecture has been selected for its intuitive structure. The layers are as following
Table 1:

Table 1: Components of three-layered IoT architecture

Layer Description Components(HaddadPajouh et al., 2021)
Application e Provide a range of services to different e Middleware, Communication Protocols, REST
Layer application APIs, Cloud services, IoT applications such as

smart cities & homes, smart grid, smart

I I h . licati
e It outlines the various applications healthcare etc.

where IoT can be implemented.

Network e Connecting smart things, network e RFID, ZigBee, Bluetooth, GPRS, Wi-Fi,
Layer devices and sensors internet security protocols, Cloud back-end

e Used to transmit and process sensor
data

Perception e Sensors detect and collect environment e Sensors, Mobile devices, IoT gateway, IoT
layer information nodes

e Sensors detect physical parameters or
identify other objects within the
environment.

Application layer:

This is topmost layer which is consists of middleware and applications. Depending on the use case, this layer may
include cloud computing components, application integrations, resolution services, or web services. Its primary
function is to deliver application-specific services to the user (Li, 2017, Sethi & Sarangi, 2017, Hassan, 2019).

Network Layer:

The middle layer is the network needed to transfer data between servers, other network devices, and Internet of
Things devices. Different network types, such as computer networks, wireless networks, and mobile
communication networks, use various protocols (E.g., ZigBee or CoAP) depending on the use case (Li, 2017, Sethi &
Sarangi, 2017 , Hassan, 2019, Stiller et al., 2020). This layer is also known as the Communication Layer since it is in
the process of facilitating communication between the many devices and services involved.

Sensing (or Perception) Layer:

The physical layer, includes all IoT devices (such as sensors, RFID readers or tags, and gateways), and it is the
lowest layer. It frequently involves actuators and sensors that are integrated into the environment (Li, 2017, Sethi &
Sarangi, 2017, Hassan, 2019). This layer is also known as the Hardware Layer because it primarily involves the
integration of hardware components.
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SECURITY THREATS IN IOT

One of the key considerations in the creation of IoT devices is security. All of the sensors and actuators connected to
an IoT device will become vulnerable to attack. It is recommended to replace all of the hardware components and
sensors in such circumstances (Mohanta et al., 2019). It is not practical to replace the compromised devices in real-
time applications due to the high cost and work involved. Creating a security architecture that can get around this
restriction with conventional techniques like encryption, user authentication, and access control is difficult. Figure
3 shows the classification of IoT security threats. IoT security concerns can be roughly classified as follows:
impersonation attacks, access control (Jiang et al., 2023), eavesdropping attacks (Fan et al., 2021), Denial of
Service (DoS) attacks, and routing attacks (Almeghlef et al., 2023). The main objectives of IoT security are to
safeguard privacy, ensure confidentiality, maintain integrity, authenticate users and devices, and guarantee
availability. Despite these goals, IoT devices and systems frequently face vulnerabilities to security threats.

According to a Hewlett-Packard study, a deficiency in security objectives inside the system results in "some"
security vulnerabilities in about 70% of generic IoT technologies, such as unencrypted data transmissions or
relatively simple passwords (Kolias et al., 2015, OWASP, 2018).

Confidentiality: Secret data must be protected from unauthorized exposure while being transported or stored (Lu
& Da Xu, 2018).

Integrity: Throughout its exchange, transmission, storage, and processing, it must guarantee that the data or
message remains intact, without being altered, modified, or destroyed.

Availability: The system and its services must be accessible when required. Availability, therefore, denotes the
probability that a system (or component) is functional at a specific time. According to (Pokorni, 2019), this
encompasses both reliability—meeting specific performance criteria in a given context—and maintainability— the
capability to detach, repair, and modify components without disrupting service or exceeding established limits.

Authentication and Authorization: Before granting access to restricted resources like sensitive information,
sensing devices, users, and gateway nodes must be authenticated, ensuring their identities are validated. It must be
confirmed that they are who they claim to be (El-Hajj et al., 2019). Once identification is verified, it is essential to
determine whether the entity has the appropriate permissions to access the system's data, resources, or
applications. In the IoT context, access to a resource may depend on additional factors, such as the identity of the
device's owner, which provides more details about individuals with specific responsibilities, or the location, which
identifies whether a user is accessing the device locally or remotely (Kim & Lee, 2017).

Non-Repudiation: No entity should be able to conceal its actions, even if they are harmful yet initially invisible
(Das et al., 2018). Nonrepudiation thereby makes sure that no party can argue that a transaction never happened
when it actually occurred or vice versa.

Privacy: It is crucial to ensure that individuals' rights regarding the use of personal information are properly
addressed throughout the management, processing, storage, and deletion of data. This typically involves complying
with contracts, policies, and relevant regulations or laws.

SECURITY ISSUES IN LAYERES IOT ARCHITECTURE

Numerous studies and advancements have been made in the field of the Internet of Things (IoT). However, IoT
systems remain vulnerable due to their heterogeneous and resource-constrained nature, leading to various security
challenges. These systems are susceptible to multiple attacks and security flaws, necessitating the adaptation of
security mechanisms to address threats at each layer of the IoT architecture. This section explores the security
vulnerabilities present at different tiers of the IoT protocol stack, identifies associated risks and attacks, and
discusses solutions such as device authentication, data integrity, secure communication, network intrusion
detection, and API security. Figure 3 classifies a few security threats on each layer of IoT architecture (Rana et al.,
2022) along with the impacted security parameters.
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Figure 3: Security attacks and affected security parameters on IoT layer architecture

Perception layer security issues for IoT environment:

The purpose of the Perception Layer is to gather data from the outside world. The perception layer consists of
sensors, RFID tags, and IoT nodes that collect and transmit environmental data. It includes a variety of modules for
collecting and controlling data, including pressure vibration, sound, and temperature sensors, etc. The processing
power limitations and the perception layer's storage capacity lead to security problems and attack risks such as
physical tampering, spoofing, and data manipulation attacks. Table 2 covers the common security issues and their
solution of perception layer.

Table 2: Perception layer security issues and solutions

Reference Issues Affected Solution
layer
(Rao & Hardware Perception  For a physically secure design, construct wireless
Haq, 2018) Tempering layer communication antennas that are capable of transmitting
over long distances to enhance communication coverage
and security
(Yehetal,, Fake Node Perception  Authentication: Devices must undergo authentication
2011) Injection layer before establishing a connection with the network.
(Deogirikar Malicious Perception  Secure booting and hashing algorithm
& Vidhate, Code layer
2017) Injection
(Ahmed et WSN Node Perception  IPsec security channel: Encoding data helps ensure data
al, 2017) Jamming layer privacy
(Alizadeh et  Sleep Denial Perception  Integrity of Data: Implement an error warning system,
al.,, 2012)  Attack layer utilize detection mechanisms such as parity bits and
checksums, and apply cryptographic hash functions
(Gupta &  Device Perception  Device authentication & authorization: Implement Physical
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Varshney,

2023)

(Dirin et al.,

2023)

impersonati
on attacks

Manipulate
sensor data

layer

Perception
layer

Unclonable Function (PUF) based authentication for
lightweight security. A recent study proposes a PUF-based
protocol that ensures secure authentication and key
exchange  without requiring continuous internet
connectivity.

Sensor Data Integrity: Employ a security framework that
enhances data and device integrity. Researchers have
developed a framework that ensures the trustworthiness of
IoT systems by extending trust to data, control, and
management planes.

Network layer security issues for IoT environment:

The network layer, also known as the transmission layer, serves as a bridge between the perception and application
layers, facilitating data transmission between IoT devices, gateways, and cloud servers using both wired and
wireless connections. It plays a crucial role in ensuring seamless communication between networks, smart devices,
and network equipment. However, this layer is highly vulnerable to various security threats, including Man-in-the-
Middle (MITM), Distributed Denial-of-Service (DDoS), and replay attacks. These threats raise significant concerns
regarding the authenticity and integrity of data being transmitted over the network, making robust security
measures essential. Table 3 lists common security problems and fixes for the network layer.

Table 3: Network layer security issues and solutions

Reference Issues Affected Solution

layer
(Hummen et  Replay Network  To verify packets, define a timestamp and authentication
al., 2013, Attack layer parameter, and use a checksum generated by a hash value
Brun et al.,
2018, Gope
et al., 2018,
Pacheco &
Hariri, 2018)
(Malik et al., Insecure Network  Authentication through signatures based on encrypted ECC
2018, Doshi  nearest node layer
etal., 2018)  discovery
(Le et al., RPL routing Network  Authentication can be achieved using a lightweight encryption
2013) attack layer system, and continuous monitoring of connected devices
(Ahmed & Sinkhole Network  Verification can be performed using trust level management,
Ko, 2016, and layer hash systems, device communication analysis, anomaly
Pajouh etal., Wormhole detection through Intrusion Detection Systems, management of
2016, attack encoded key and strength of signal monitoring contribute to
Weekly & comprehensive security measures

Pister, 2012)
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(Zhang et al., Sybil attacks =~ Network
2014, layer
Maheshwari

& Dagale,

2018)

(Ahmed & Authenticati Network
Ko, 2016, on and layer
Weekly & secure
Pister, 2012, communicat
Alvisi et al., ion
2013,

Mohaisen et
al., 2011,
Wazid et al.,
2016)

(Raza et al., End-to-End  Network
2014) security layer

(Barreto et Session Network
al., 2015, Hijacking layer
Ibrahim,

2016,

Granjal et

al., 2013)

Analysis of graph, analysis of user interaction, Applying access
control list

Lightweight ticket granting system, Using symmetric and
asymmetric encryption systems for encrypting packet payload
dispatch type values and gathering logs.

Applying an advanced authentication system for authentication
and authorization

Light-weight encryption system, Use a secret key for long-term
sessions.

Application layer security issue:

The application layer of the IoT architecture defines various domains where IoT technology is implemented,
including smart cities, smart homes, smart healthcare, and animal tracking. It is responsible for delivering
application-specific services, which depend on the data collected by sensors and may vary based on the application.
However, security remains a critical concern in this layer, as it is vulnerable to API vulnerabilities, insecure
firmware, and data privacy breaches. Specifically, IoT introduces numerous internal and external hazards and
vulnerabilities when it comes to creating a smart home. Devices like ZigBee, commonly used in IoT-based smart
homes to implement strong security, often have limited computational power and storage capacity (Kim & Lee,
2017). The common security issues and their solutions at the application layer are presented in Table 4:

Table 4: Application layer security issues and solutions

Reference Issues Affected Solution
layer
(Granjalet CoAP Application  Using DTLS, a secure application proxy, and a resource
al., 2013, security with layer, directory
Arvind &  internet Network
Narayanan, layer
20109,
Randhawa

etal., 2019)
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(Neshenko  Vulnerable Application  Verification of password strength and secure coding practices,
etal., 2019, Interfaces layer install application gateway firewall
Xie et al.,
2018, Wang
etal., 2018)
(Zhou et al., Insecure Application  Periodic firmware/software updates, use of file signatures, and
2018) software/ layer, encryption with validation.
firmware Network
and OS layer
(Venkatesw Middleware Application Secure channels for communication with authentication,
ara Reddy et security layer, Defining a security policy, Managing and Distributing keys,
al., 2019, Transport Installing secure gateways and M2M (Machine-to-Machine)
Liu et al., layer, components, and Implementing lightweight encryption systems
2014) Network
layer
(Zhao et al., Data Application  Implementation of Hashing algorithms, Blockchain technology
2020) Integrity layer
(AlJanah et Data Privacy Application = Implement Homomorphic Encryption for privacy-preserving
al, 2023) & layer data processing. Researchers have proposed a multi-factor

Compliance:

homomorphic encryption method that facilitates authenticated
access to IoT devices while ensuring data privacy.

Table 5 provides a comparative analysis of security threats across different IoT layers, highlighting their impact
and corresponding mitigation strategies. The perception layer remains vulnerable to hardware tampering and
malicious node injection, while the network layer is often targeted by routing attacks and replay attacks. The
application layer faces risks related to API vulnerabilities and firmware exploits, requiring strong security

measures.
Table 5: Comparative Analysis of IoT Security Threats and Proposed Solutions
IoT Layer Security Impact Proposed Security Key
Threats Measures Technologies
Used
Perception Malicious Unauthorized  device Device authentication & Block chain,
Layer Injection access, data authorization Physical
manipulation Unclonable
Function (PUF)
Hardware Sensor data corruption, Secure hardware design, Secure Boot,
Tempering identify spoofing Temper- resistant chips ~ Trusted  Platform
Module (TPM)
Data Manipulation Altered sensor reading, Sensor integrity AI- driven anomaly
Attack false data injection verification, anomaly detection, Hashing
detection
Network Man-in-the- Data interception, End-to-end encryption, TLS, DTLS,
Layer Middle(MITM) unauthorized access mutual authentication Lightweight
cryptography
109
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Sinkhole & Network traffic Trust management, Machine Learning,
Wormbhole attacks  redirection, denial of anomaly based IDS Intrusion Detection
service Systems
Replay Attacks Duplicate message Timestamp validation, ECC-based
injection, session hashed message authentication,
hijacking authentication Blockchain
Application API vulnerabilities Unauthorized access, Secure coding practices, OAuth, API
Layer data leakage API security policies Gateway Security
Data Privacy Exposure of sensitive Homomorphic Blockchain,
Violations information encryption, access Attribute Based
control Encryption (ABE)
Firmware Exploits Code Injection, system Regular updates, code Secure Boot, Digital
takeover signing, secure firmware  Signatures

As shown in Table 5, each layer of IoT architecture presents unique security challenges that require tailored
mitigation techniques. For example, blockchain-based authentication and lightweight cryptographic methods
effectively counter perception-layer threats, while network-layer attacks can be mitigated using anomaly-based
intrusion detection systems. The application layer necessitates secure coding practices and API security policies to
protect against unauthorized access and data breaches. Implementing these security solutions enhances the
resilience of IoT systems, ensuring robust protection against evolving cyber threats.

CONCLUSION

The rapid proliferation of IoT across diverse domains necessitates robust security mechanisms to counter emerging
threats. This study provides a layer-wise security analysis of IoT, identifying critical vulnerabilities at the
perception, network, and application layers. The research highlights major threats such as device impersonation,
routing attacks, data leakage, and denial-of-service attacks, proposing effective countermeasures including
lightweight cryptographic techniques, blockchain-based authentication, and Al-driven security frameworks. Unlike
traditional security models that fail to accommodate resource-constrained IoT environments; this study presents
scalable and energy-efficient security strategies to enhance IoT resilience. However, real-world validation and
implementation of the proposed techniques remain a key challenge. Future research should focus on developing
adaptive security frameworks that integrate zero-trust architectures, quantum-resistant cryptography, and real-
time anomaly detection. With the increasing adoption of IoT in critical sectors such as healthcare, smart cities, and
industrial automation, implementing scalable and energy-efficient security solutions is more crucial than ever.
Future advancements in Al-driven anomaly detection, quantum-resistant cryptography, and decentralized security
models will play a pivotal role in ensuring the long-term security and sustainability of IoT ecosystems.
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