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ARTICLE INFO ABSTRACT

Received: 24 Dec 2024 Encryption is essential for maintaining the confidentiality, integrity, and authenticity of data in
today’s digital landscape. As cyber threats continue to escalate, the implementation of effective
encryption techniques has become crucial for protecting sensitive information from
Accepted: 26 Feb 2025 unauthorized access and preventing data breaches. Encryption is utilized across multiple
domains, such as securing data transmission, protecting file storage, enhancing email security,
enabling secure messaging, safeguarding databases, verifying authentication, ensuring
blockchain integrity, complying with regulations, securing IoT devices, and creating digital
signatures to protect sensitive information and maintain privacy. The Advanced Encryption
Standard (AES) is crucial for ensuring strong security, widespread adoption, efficiency in
implementation, scalability with varying key lengths, versatility across applications, resistance
to attacks, compliance with regulations, and facilitating secure global communication. AES is
used in various applications, including secure data transmission, file encryption, virtual private
networks (VPNs), secure web browsing (HTTPS), disk encryption, and protecting sensitive
information in cloud storage and databases. This paper introduces a modified version of the
Advanced Encryption Standard (AES) aimed at bolstering security beyond that of traditional
AES. While AES is well-regarded for its strength, our enhanced approach integrates additional
encryption layers and an innovative key management strategy, significantly boosting resilience
against various cryptographic threats. We assess the performance and security attributes of the
modified AES through Avalanche Effect Encryption Decryption time and throughput. Our
findings indicate that this improved algorithm provides greater protection for sensitive data.
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INTRODUCTION

Encryption serves as a cornerstone of information security, focused on ensuring the confidentiality, integrity, and
authenticity of data. As the digital realm expands, the demand for effective encryption techniques has intensified due
to the increasing prevalence of cyber threats, data breaches, and privacy issues. Essentially, encryption converts
readable data into a format that can only be interpreted by authorized users who have the correct decryption keys.
This mechanism not only protects sensitive information but also assists organizations in meeting regulatory
standards such as the General Data Protection Regulation (GDPR) and the Health Insurance Portability and
Accountability Act (HIPAA) [1]. Over the years, numerous encryption algorithms have emerged, primarily
categorized into symmetric and asymmetric encryption. Symmetric encryption, notably represented by the Advanced
Encryption Standard (AES), employs the same key for both encrypting and decrypting data, making it particularly
efficient for large datasets [2]. Conversely, asymmetric encryption utilizes a pair of keys—one public and one private—
allowing secure communication without the necessity of key exchange [3]. The significance of encryption extends
well beyond simple data protection; it is vital for securing communications over networks, safeguarding intellectual
property, and facilitating safe transactions within digital economies [4]. As technology advances and cyber threats
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grow in complexity, ongoing innovation in encryption techniques is crucial for upholding the integrity and
confidentiality of sensitive data [5].

The Advanced Encryption Standard (AES) is essential for several reasons. Primarily, AES is a symmetric key
encryption algorithm known for its strong security against various attack methods, making it one of the most secure
encryption standards available today [6]. Established as a federal standard by the U.S. National Institute of Standards
and Technology (NIST), AES is widely recognized and utilized across different industries, promoting consistency in
security measures [7]. Its design prioritizes efficiency in both hardware and software applications, making it suitable
for a broad spectrum of devices, from servers to mobile devices [8]. Moreover, AES supports key lengths of 128, 192,
and 256 bits, enabling organizations to choose the appropriate level of security based on their needs [9]. The
versatility of AES allows it to protect data at rest, such as files and databases, as well as data in transit, including
network communications and protocols like SSL/TLS [10]. Additionally, AES is resilient against known
cryptographic attacks, including brute force and differential cryptanalysis, ensuring the long-term security of
encrypted data [11]. Regulatory frameworks, such as GDPR and HIPAA, often recommend or mandate the use of AES
for safeguarding sensitive information, making it crucial for compliance [1]. As a global standard, AES also supports
secure communication and data protection across international borders, which is vital for businesses operating in a
global market [12].

Modifying the AES (Advanced Encryption Standard) algorithm is essential in certain scenarios to address specific
security, performance, or implementation challenges. While AES is highly secure, modifications can help improve
resistance to emerging attacks, such as side-channel attacks or future quantum threats, and optimize the algorithm
for resource-constrained environments like IoT devices [13], [14]. Customizations may also enhance performance
through techniques like parallelization or hardware acceleration and ensure compatibility with new protocols or
regulatory requirements [15]. Additionally, certain use cases, such as secure multi-party computation, real-time
applications, and privacy-preserving data sharing, may require AES to be tailored for specific operational needs [16].
Modifying AES allows it to remain flexible, scalable, and secure while meeting the evolving demands of cryptographic
applications, but these changes must be thoroughly tested to avoid introducing vulnerabilities.

In this paper we proposed modified Advanced encryption standard which includes salt generation, key derivation,
and message padding. This algorithm provides a secure implementation of AES-128 encryption and decryption,
employing an innovative technique that splits data based on specific boundaries. Additionally, it uses Base64
encoding to ensure that the encrypted data can be safely transported across systems. This approach ensures robust
security of data.

WORKING OF ADVANCED ENCRYPTION STANDARD - 128 BIT

The Advanced Encryption Standard (AES) is a widely utilized symmetric key encryption algorithm designed to
protect sensitive information across various applications. Operating on fixed block sizes of 128 bits, AES supports
key lengths of 128, 192, or 256 bits. In the case of AES-128, a key length of 128 bits is employed, which enables a
theoretical maximum of 2128 possible keys, thus providing a high level of security against brute-force attacks.

STRUCTURE OF AES-128

AES-128 is structured based on a substitution-permutation network (SPN) architecture that comprises multiple
rounds of processing. The number of rounds is determined by the key length; specifically, AES-128 performs a total
of 10 rounds[17]. Each round involves a series of transformations applied to the data block, which includes the
following operations:

e SubBytes

e ShiftRows

¢  MixColumns

e AddRoundKey
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KEY EXPANSION

Prior to the encryption process, the 128-bit key undergoes expansion into a key schedule consisting of 44 words, each
32 bits, organized into a 4x4 matrix. The key expansion entails several steps:

1. Initial Key: The original 128-bit key is split into four words, forming the first four words of the key schedule.
2. Round Key Generation: For each subsequent word, the following operations are performed:

a. RotWord: The word is rotated left by one byte.

b. SubWord: Each byte of the rotated word is replaced using the AES S-Box.

¢. Round Constant (Rcon): A round constant is incorporated into the first byte of the word to

enhance non-linearity.
3. KeySchedule Generation: Each new word is derived by XORing the previous word's output with the word
located four positions earlier in the key schedule. This procedure continues until all 44 words are generated.

ENCRYPTION PROCESS
The AES encryption process consists of the following stages:

1. Initial Round:
a. AddRoundKey: The plaintext undergoes an XOR operation with the initial round key from the key
schedule.
2. Main Rounds (1 to 9): Each of the nine rounds comprises the following transformations:
a. SubBytes: Each byte in the state array is substituted using the S-Box, introducing non-linearity.
b. ShiftRows: The rows of the state array are cyclically shifted left by varying offsets, promoting
diffusion.
c¢. MixColumns: A linear transformation mixes each column of the state, enhancing diffusion further.
d. AddRoundKey: The state is XORed with the current round key.
3. Final Round (10th Round): The concluding round consists of three transformations:
a. SubBytes
b. ShiftRows
¢. AddRoundKey

Note that the MixColumns transformation is omitted during this final round. After the last round, the output is the
ciphertext, representing a 128-bit encrypted form of the initial plaintext.

DECRYPTION PROCESS

Decryption in AES-128 reverses the encryption steps, employing the round keys in reverse order. The process
includes the following stages:

1. Initial Round:
a. AddRoundKey: The ciphertext is XORed with the final round key.
2. Main Rounds (1 to 9): Each of these nine rounds applies the following transformations in reverse order:
a. AddRoundKey
b. InvMixColumns: This transformation inverses the MixColumns effect by applying an inverse
linear transformation.
c. InvShiftRows: The rows are shifted back to their original positions.
d. InvSubBytes: Each byte is substituted using the inverse S-Box.
3. Final Round (10th Round): This last round consists of three operations:
a. AddRoundKey
b. InvShiftRows
c¢. InvSubBytes

The outcome of the decryption process is the original plaintext, successfully retrieved from the ciphertext [1].

PROPOSED MODIFIED ADVANCED ENCRYPTION STANDARD
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Modifying the Advanced Encryption Standard (AES) is crucial in response to advancing security threats, particularly
with the advent of quantum computing, which poses a potential risk to traditional encryption methods [19].
Improvements are also necessary to enhance performance in high-speed data processing environments, such as IoT
devices and real-time systems, ensuring AES remains effective in resource-constrained settings [20]. Additionally,
these modifications strengthen defences against side-channel attacks, which target the physical implementation of
the algorithm rather than its cryptographic strength [21]. As technologies like blockchain and 5G continue to evolve,
AES must be tailored to meet the specific security demands of these applications [18]. Regular updates to AES are
vital to maintaining its resilience against both current and future cryptanalytic techniques, ensuring ongoing
protection of sensitive information [22].

This paper outlines a method that necessitates a straightforward modification to the implementation of the AES
algorithm while preserving its fundamental characteristics. This algorithm offers a secure implementation of AES-
128 encryption and decryption by utilizing a technique that segments data according to defined boundaries.
Furthermore, it incorporates Base64 encoding to facilitate the safe transmission of encrypted data across various
systems. This method guarantees a high level of data security.

STRUCTURE OF MODIFIED AES
Modified algorithm works as follows:

1. Generate Salt and IV: Create a random salt and IV for encryption.

Derive Key: Use PBKDF2 with the passphrase and salt to derive the encryption key.

Pad the Plaintext: Ensure the plaintext is a multiple of the block size.

Encrypt the Plaintext: Use AES in CBC mode to encrypt the padded plaintext.

Construct Encrypted Output: Combine encrypted parts, salt, IV, and boundary value.

Decrypt Process: Extract components from the encrypted message, derive the key, and decrypt the ciphertext.
Unpad and Return Plaintext: Recover and return the original plaintext.

Noas~wN

WORKING

The modified encryption algorithm operates by first generating a random salt and Initialization Vector (IV) to
enhance security. Using a passphrase and the generated salt, the algorithm then derives an encryption key through
PBKDF2. Next, the plaintext is padded to ensure it matches the required block size for encryption. The algorithm
then encrypts the padded plaintext using AES in Cipher Block Chaining (CBC) mode. The final encrypted output is
constructed by combining the encrypted data, salt, IV, and any necessary boundary values. For decryption, the
algorithm extracts each component from the encrypted message, derives the key again, and decrypts the ciphertext.
Finally, it removes the padding to recover and return the original plaintext.

RESULTS

The result of the modified AES-128 algorithm is a secure and efficient encryption and decryption process that
enhances data confidentiality as shown in the figure 1 and 2. By splitting the encrypted data into two parts and using
boundary-based segmentation along with Base64 encoding, the algorithm ensures that the encrypted message can
be safely transmitted across different systems[23]. The use of PBKDF2 key derivation, salt, and initialization vector
(IV) adds further security by making it resistant to brute-force attacks and other cryptanalytic techniques[24].

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 764

which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



Journal of Information Systems Engineering and Management
2025, 10(46s)

e-ISSN: 2468-4376

https://www.jisem-journal.com/ Research Article

Results (Input Provided)

The acknowledgment of ToT requires a colossal measure of sensor hubs which have
limited battery power, memory, computational latency and communication
bandwidth to obtain contributions from the associated objects. In the current
developments of the resource constraint environments, the trend is shifted towards
lightweight cryptographic algorithm. Many lightweight cryptographic algorithms
have been developed and also existing algorithms are modified in terms of resource
constraint environment. In this paper we analyzed a very popular block cipher AES-
128 and tried to make it lightweight regarding energy consumption. In modified
AES algorithm an execution of the AES mix columns operation is proposed,
combine the add round-key operation with mix-columns to perform in one cycle, the
shift-row operation has been modified to shift-rows and shift-columns and reduction
in number of rounds to 6 rounds only for modified AES and compare the results of
standard algorithm and modified algorithms. The proposed algorithms passed the
statistical test suite, also the new algorithms faster than standard AES in term of
implementation. In security term the modified algorithm for 6 round has more
confusion and diffusion percent because of the modified in mix-columns and shift-
rows operations.

Fig. 1 Input Provided to the Modified AES Algorithm.

In the encryption phase, plaintext is transformed into a base64-encoded string that includes the salt, IV, and
encrypted data, ensuring that the message remains secure and transportable. During decryption, the algorithm
follows the reverse process to accurately recover the original plaintext, preserving data integrity.

Results (Output Received)

b'3rZr3pdojSOBEMP14zi6p9 Ab/IeyruT9Xeudoflh§ 2UC+Rq/yTFp4FINp847jBWAud+qsctDIQgbv4BPA0Ajbx
PVu7dyhUIG+KPIybLYz52X7aSI1XFrkhTJrrezcHbnNzZEmBsvqVOiISFIn3sfn/z9SsVL3HAFNSIV36HOGTc9
JUJICrSILfOE9c+YF4z2yV60TIWezv 1tpVnYy22Zhs+dIXIkeh§KadZUy8bbHoi+U6 YSfsaBjAI704S JEoS+WC
LLEzdXQI73eSmt/dPTxx4vDick36MeyCh94dkuéal TqxAss9y VvEtixXhpwmbq+t/'mOeDGT2WO3VGaBviDy
ZuKASIAM/XL1PJY/~pUF VaL2BAFOSvki/fG+NJY fix63kGzhPGn/’K41KKon4nBOZQSiPplOM3HeWErix5Wu
hd9H600BSUSRkhOb+oF JCEKUV0jBimxIK AYRAAF 1 CPaMnQBHmkvvXeCKfiwvx7RS6kyc VONtPNPO5s32x
OdW+4Z1kefQPHhn+GM+5ggrzeqSrrePpSoKISZ-bEaSqQBQ2HNGTQoJ8x01xnB6GtsngXze1dL6XpwkAy9e
bX07bQeY0455eDYEOiIG+WXp8X)xb~ABSX9twtRrOYqteOWS5S5X4c4Len9kX6PFI6Mos80vQuecddq3AWH
CqOepcAyZWpDFraZIDjm1spJZATHI2a91JwKsg253eK7S1eVHpV31Bs3JzBVtDK ToPIFvnKvNkhCMLcFle62
ZS21pGLdqfA2yBIFPPYDZvyso4fZUX+/V5bTECIBkGveQIQdOTkmTaRcQwVN4xI{TD418EYRUSY/AAYQ
bLwIB8sWUc2KisI TImxfvEiruXUozlHPmSNhF WEFK92VvPhauOFthW+08POq60ePhvB1KQSkzZFYGGATh
pR3QHT7Fer0tnHGRZWT1AZjFfgibn1PSb4bxgglt TB6aF VD TDZB2)JUDWBTbOGOVmyywalXmsvolk+TjFS
cdOT207rpucQuAaQAD1ISZscaFKZQ5aqyJAT30545GlaAHz)JvVegIB1h2 1PCuR 7leE17+M4CaypWgzxQCkP
AMI3HOlpmWGkoFftVXFFOhh/juS QJevDDy/16PpOEK q7GrZBSuSF OZPvk6kMeN51+11g YuqzIDsvA+ckvrF
ESc1+TLrBoSRz9TIizmWW{XDkexB43Gi8euLJ9b5c2BVowYXzxbY4aX 5gCrINDfbIbCkVqQbn7P80OTHL
VOWoegRSNrhwgsA+jenR38FLZtYKBE 5aTPb4A21axzZ/ MqtimWUNr2q)8fiIHNEN+Z+UIHXMXTerNI4fjide
T90nOuxeEuKL)j5SKIO6uvRépgeq70zillBWPLAT 7qCxIms+7TIwX)9sxOC5CLtIzt4c10q6a4xQiRbGp4/ujpTIH
HmfrGR+1peBaVMV0koEd22YHjvsY/POJLhnwulmqicRIITOngMHM/YzD2Dekvtb9/ woapMkk3xxe4sKPWo
WATW7ApFTOZgNONreMT+58yr6H+1TTHLoTCh8Gp5f33xTvYBuXljAn+Vze77A9R3r54ve~0Q 7Knvigpw
qTaKX5hi411hR5Ax5JS50NJudUiZMhuQLwraahOjemsin1dgi6ATIFUnvIx/nw1AeH/ BOBHDolEyculvyN2fnsl
mq2hS WPoDhx4IFv240N25SIKTKLAHBE 1SLywdYuBAcdSZ73Y+9NzQHYns3aJZPGV4qST)SKBgpQRPVQ
203eeGWoHWAWwW7pd3X+08WWWak3Evf6Y=/0j YOMA=='

Fig. 2 Output of the Modified AES Algorithm.
RESULT ANALYSIS OF MODIFIED AES

By evaluating the avalanche effect, encryption/decryption time, and throughput, we can comprehensively assess the
complexity, security, and performance of the modified AES-128 algorithm. The avalanche effect helps determine the
algorithm’s sensitivity to small changes in the input data or key by analyzing how much the output (ciphertext)
changes when a single bit in the input is altered. A strong avalanche effect indicates that the algorithm offers robust
security through significant diffusion [25]. The encryption and decryption times reveal the computational efficiency
of the algorithm, as faster times are essential in applications requiring real-time processing, such as IoT devices or
streaming platforms [26] [27]. Throughput, which measures the rate at which data is processed, provides insight into
the algorithm's capability to handle large volumes of data efficiently[28] [29]. By assessing these metrics together,
the modified AES-128 algorithm can be judged for both its security strength and operational efficiency across
different environments, ensuring it is well-suited for modern cryptographic needs.

AVALANCHE EFFECT

The avalanche effect in encryption algorithms describes the phenomenon where even a slight change in the input—
like altering a single bit of plaintext or modifying a key bit—leads to substantial and unpredictable alterations in the
output, or ciphertext. This property is vital for ensuring the security of cryptographic systems, as it complicates an
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attacker’s ability to draw connections between the original plaintext and its encrypted form. Ideally, a robust
algorithm should yield about 50% of the output bits changing when just one bit of the input is modified, effectively
obscuring any discernible patterns that could be exploited [30].

To assess the avalanche effect, one can choose a specific encryption algorithm and prepare a series of test inputs. By
systematically changing bits in either the plaintext or the key and recording the resulting ciphertexts, the differences
between the original and modified outputs can be analyzed. This evaluation sheds light on the algorithm’s resilience
against potential attacks, particularly those involving differential cryptanalysis. A strong avalanche effect is indicative
of a secure encryption method, while a weak effect may reveal vulnerabilities, underscoring the importance of this
characteristic in maintaining data integrity and confidentiality [31].

Avalanche Effect= (Number of Bits changed in ciphertext / Total Number of bits in ciphertext) * 100

In this example, we compared the conventional Advanced Encryption Standard (AES) with a modified version. In the
first scenario, we calculated the avalanche effect for the conventional algorithm by changing a single character in the
input. In the second scenario, we evaluated the modified AES without altering the input for execution. Finally, in the
third scenario, we changed a single character in the modified algorithm and assessed the avalanche effect. The results
indicate that the modified Advanced Encryption Standard produced satisfactory outcomes.

Case 1: Calculation of Avalanche Effect (Conventional AES, modified single character)
Hash 1: eebe2bf12e03924187082170fadff6938c216752167ff307fe17ebo6202d24bd
Hash 2: b74c71f069b467e708973a9bbasas75095eb7ed2c0507¢70b65946€92b5{6f95
Hamming Distance: 129
Percentage of Different Bits: 50.39%
Case 2: Calculation of Avalanche Effect (Modified AES without modification of input)
Hash 1: 18afb788b88e341607b2f575ccb97b6673603d894eado4656a83711adoba242¢
Hash 2: 06f7f324517ea182af50a4aa5faf6f180856332f39e3d3dos6ace561493e4b72
Hamming Distance: 134
Percentage of Different Bits: 52.34%
Case 3: Calculation of Avalanche Effect (Modified AES with Modification of single Character)
Hash 1: 06f7f324517ea182af50a4aasfaf6f180856332f39e3d3dos6ace561493e4b72
Hash 2: 7b84c988ecfdcb354d10ae148bgaaba2d25273aacf81153cae2fa84b7fg715a5
Hamming Distance: 130
Percentage of Different Bits: 50.78%

ENCRYPTION / DECRYPTION TIME

Encryption and decryption times significantly impact the practical suitability of an encryption algorithm, especially
in applications requiring low latency and minimal computational load. Real-time security solutions, such as those in
streaming services or Internet of Things (IoT) devices, benefit from algorithms with short encryption times, ensuring
seamless performance without sacrificing security efficiency [32]. Resource-constrained environments,
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Fig. 3 comparison of encryption time for conventional Advanced Encryption Standard Algorithm and modified
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Fig. 4 comparison of decryption time for conventional Advanced Encryption Standard Algorithm and modified
Advanced Encryption Standard.

including mobile platforms, also require encryption methods that use minimal CPU and memory, enhancing their
suitability for widespread use without imposing heavy processing requirements [33].

These timing factors further influence the resilience of algorithms against timing attacks. If encryption time varies
with inputs or key characteristics, it could lead to timing attacks, where adversaries exploit time discrepancies to
derive information about encryption keys or plaintext, thus compromising security [34]. Consistent encryption and
decryption times across inputs help reduce these risks, making algorithms more resistant to timing-based
vulnerabilities[35].

Moreover, encryption time is indirectly linked to an algorithm’s complexity and security level. Adding rounds or
transformations, as seen in Advanced Encryption Standard (AES), enhances cryptographic security but also increases
processing time[36]. Balancing additional rounds for improved security with the increased encryption time is crucial
to ensure overall efficiency [37].
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The graphs above illustrate the encryption and decryption times for the standard Advanced Encryption Standard
(AES) algorithm compared to the modified AES algorithm. It has been observed that with smaller data sizes,
encryption takes less time, but as data size increases, the encryption time for Modified AES exceeds that of
conventional AES. Additionally, the decryption time for Modified AES is consistently longer than that of conventional
AES, regardless of data size.

THROUGHPUT

Another parameter that we have considered is throughput. Throughput is a key measure of an encryption algorithm's
efficiency, representing the rate at which data is processed, often in megabits per second (Mbps) [38]. Calculating
throughput involves dividing the total data size (in bits) by the encryption time taken (in seconds) [39].

Total data size in bits

T hput = X 100
roughpu Encryption time in sec.

This metric helps determine how effectively an algorithm can handle large datasets, with higher throughput
indicating faster data processing and better performance for applications that demand quick encryption [40].

Throughput
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Fig 5 : Throughput of Conventional AES and Modified AES

Observations indicate that for smaller text sizes, the Modified AES algorithm achieves a higher throughput than
conventional AES. However, as text size grows, the throughput of the Modified AES algorithm decreases to nearly
half that of conventional AES.

In summary, the proposed algorithm requires only a simple modification to the AES implementation, maintaining
its core attributes. This approach provides a secure AES-128 encryption and decryption process, utilizing a unique
boundary-based splitting technique and base64 encoding to ensure transportability.

Each encryption of the same input produces a distinct encrypted output. The algorithm demonstrated satisfactory
results concerning the Avalanche Effect for identical and varied inputs. Additionally, the complexity of the encryption
algorithm can influence performance, with larger key sizes generally demanding more computational resources and
potentially reducing throughput.

CONCLUSION

As a result, we adopted the Modified Advanced Encryption Standard (AES), an encryption algorithm that is both
safer and more effective than the Conventional AES. A modified algorithm that uses a unique boundary-based
splitting technique and base64 encoding for portability implements a safe AES-128 encryption and decryption
process. The outcomes offer distinct encrypted outputs for identical inputs and yield superior Avalanche effects,
surpassing 50%. Because of this, the encryption and decryption times are marginally longer than with traditional
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AES. In comparison to a traditional technique, throughput is good for smaller data sizes; however, as text size
increases, throughput decreases to half that of a normal AES algorithm.
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