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The rapid advancement of technology has made cybersecurity a crucial industry. One such 

prominent menace is phishing, which refers to any fraudulent act aimed at collecting personal 

data like passwords and credit card information under the guise of genuine organizations. 

Phishing attacks are often performed through electronic email, social media platforms or 

instant messaging. The cyber criminals tailor their messages in order to make the victims click 

a harmful link or give away personal details. Several techniques are employed by these 

attackers to enhance the believability of their emails and elicit emotional responses from the 

audience. 

This paper seeks to examine phishing attacks, how they affect individuals and organizations 

and identify remediation. The power of these attacks in the stealing of credentials is then 

demonstrated through the use of Social Engineering Toolkit (SET). 

Keywords: phishing attacks, Social Engineering Toolkit (SET), spear phishing, credentials 

harvesting. 

 

1. Introduction 

Phishing is an Internet-based attack, where the attacker creates a fake website that imitates an existing one with the 

purpose of tricking an online user into revealing personal information. In other words, social engineering and 

technical phishing tricks people into revealing their identity. This research examines the theoretical basis of 

phishing attacks and how it has affected individuals. Commonly, Phishing is done through email or instant 

messaging spoofing targeting mainly users who are not aware about social engineering attacks and web based 

security including those who do not trouble themselves about securing their account privacy such as those in 

Facebook, gmail, credit bank details etc. In this paper VMWare Workstation and Kali Linux are some of the tools 

used to run Social Engineering Toolkit (SET) for Phishing [1, 2]. 

2. Phishing 

Being the most common type of social engineering, there is an upward trend in the number of people being 

phished. This is fraudulent activity where imitations of original website and email addresses are developed with the 

aim of making people to release their identity details. Despite the fact that e-mail phishing is the most common type 

of this crime, it can be affected via the phone, via text messages or via social networks [1]. 

Spoofing is perhaps one of the most well-known types of phishing. This is done by changing the sender email 

address or the domain name in the email header to that of a familiar organization for instance a bank or a 

government organization. Other ways of spoofing include social engineering in which the attacker makes the victim 

release information through social media, phone, or physically [2]. 

Another method of phishing is known as spear-phishing which is not as general as the general phishing. Phishing 

scammers find out information about the targeted person and her or his workplace, hobbies, friends, etc. Such 

messages contain certain subtle details which could seem rather credible [1, 2]. 

Twitter and many other social sites like Facebook, LinkedIn and can be a target of this kind of attack. Of course, 

fraudsters make fake accounts that imitate other people or organizations, becoming a logo of some company or a 

well-known person. Subsequently the scammers employ the developed fake profiles to relay messages that include 

https://www.google.com/search?sca_esv=a052418bbf497374&sca_upv=1&q=Department+of+Electrical+Engineering,+Al-Mustansiriya+University&spell=1&sa=X&ved=2ahUKEwjQ5IOc5_uHAxUNcfEDHQB1G7MQkeECKAB6BAgWEAE
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links with negative intent or to acquire the victims’ personal data [3]. 

Another type of phishing is whaling which is a specialized form of spear-phishing that aim at important 

personalities within an organization or country, or well-known personalities within society that include politicians, 

business magnates and superstars. They are even more so than normal phishing attacks and may include elements 

of further social engineering, including identity theft or the production of fake websites. 

Smishing is another type of phishing attack where the criminals may send messages to the target through the 

mobile device. The ones similar to e-mail phishing are applied by cybercriminals but modified for the usage in the 

mobile context. Smishing messages often reach the target in the name of an authentic institution, for example a 

bank, and contain a link leading to a fake site, created basically to cybersquat the targets’ information [3, 4]. 

Ransomware is now a popular and widespread form of attack used commonly by the phishers. It is a form of 

malware that accesses a victim’s files and encrypts them then the attacker demands a ransom for unlocking the file. 

Phishing emails are also used in which the email contains the link or an attachment that in turn downloads 

ransomware into the target’s computer or network [5]. 

3. Impact of Phishing 

A. Impact on Businesses 

Phishing is one form of the growing and more complex and higher level threats faced by organizations today in the 

modern world. The techniques used by spammers tend to be more sophisticated and spam is increasingly 

intertwined with malware, and used as a means to conduct cyber crime. It must be understood that the evils of 

phishing are not only confined to the financial products. Multimedia facilitates the construction of frail trust 

relations between organizations and their constituencies, which are destroyed in the process. When customers no 

longer trust the reliability of the employed electronic communication media, the company surrenders its clientele. 

One can spend billions of dollars of preparation, risk assessment, and minimization of the time it takes to recover 

from catastrophe, only to protect the system against phishing attacks. This subsequently leads to wasting a lot of 

money and a lot of time [4, 5]. 

B. Impact on People and Society 

Despite all the improvements that are done by organizations and government to increase the legitimacy of the 

internet, phishing scams are still devastating especially for individuals and business entities. Online scams can be 

met inside the ‘spam’ folder of an e-mail client as well as in enhancing advertisements in social networking sites 

such as Facebook and Twitter. As a result of the constant update of technology in phishing and more so with the 

Majority of people embracing social networks, there is a likelihood of having personal details leaked on the internet. 

The consequences of some of such violations are diverse and they can result to identity theft, system disruption, 

costs, loss of reputation or vital information among other factors the satisfaction of the perpetrators [5, 6, 7]. 

4. Prevention of Phishing  

Because of the possible embarrassment when one has to release his or her secrets to fake entities, it is wise to use 

the available tools like the password managers and the anti-phishing tool of your antivirus. Furthermore, it’s also 

important they regularly update all their systems with security patches and updates. There should be security policy 

development for password to include aspects of password expiry and password complexity. This paper finally 

concludes that the use of a web filter can significantly prevent the access of dangerous sites. HTML email should be 

treated with considerable caution and should be either text based or preferably disabled. Training is important 

where the employees are taken through pendency tests and have to meet simulated phishing attempts. A reliable 

fire wall plays the part of a protective shield from the physically applied external threats to the client computer [8, 

9]. 

5. Phishing Attacks Execution 

In this particular section, introduce one of the social engineering attacks are introduced, which involves an 

experiment on the Kali Linux operating system. The Set package from the SetoolKit will be utilized over Facebook, 

or any other web site page with credentials. It is pertinent to point out that in this type of attack, the attacker will 
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collect information from the victim's device, such as login information and IP address. 

It is worth noting that most victims are often unaware of the methods used to carry out such an attack. However, 

there exist many toolkits to execute this type of attack, such as the Setoolkit, which is designed for social 

engineering attacks on the Kali Linux operating system, and it contains the SET method. 

SET is a software package that is used to carry out social engineering attacks that focus on attacking the human 

aspect of security. It is the most comprehensive and advanced set of social engineering tools that are available as 

open-source software. 

Kali aims to provide advanced penetration testing and security auditing and includes hundreds of tools for 

information security tasks [10]. 

A network cloning attack will be carried out with the SET tool in the following pages. 

Figure 1 is a capture of the execution of Setoolkit running on Kali Linux operating system.  

 

Figure 1 the execution of Setoolkit over the Kali Linux operating system. 

Figure 2 displays the user interface for the options supported with SET command. The use selects "Social-

Engineering Attacks" to start the attack procedure.  

 

Figure 2 shows the user interface for the options supported with SET command. 
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Then the user makes a selection from the displayed menu in the following order; In the SET menu, the user selects 

"Website Attack Vector", then another menu appears and selects "Credential Harvester Attack Method"; from there, 

the user optionally selects "Site Clone" (from the newly appeared menu) as shown in Figure 3, Figure 4 and Figure 

5.  

 

Figure 3 The Website Attack Vectors. 

 

Figure 4 Credential Harvester Attack Method. 
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Figure 5 Site Cloner. 

When opting for the site cloner approach, the attacker must explicitly identify the website to be duplicated. In order 

to achieve this, the user is required to furnish their IP address and the website, as depicted in Figure 6. It is worth 

noting that the (Host) IP address designated for this purpose is 192.168.0.118, while the website address that has 

been selected for replication is www.facebook.com. 

 

Figure 6 Adding IP address and website address to clone. 

After adding IP address and website address to clone, the result is as shown below: 

http://www.facebook.com/


Journal of Information Systems Engineering and Management 

2025, 10(4) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 339 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution 

License which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

 

Figure 7 The start of information capturing process. 

The attacker will furnish the IP address of the host and the Facebook URL to be replicated, thereby implicating the 

initialization of the Apache server (PHP) as demonstrated in Figure 8. Subsequently, the target commences the act 

of inputting his or her login details into the counterfeit Facebook webpage, as depicted in Figure 9. 

 

Figure 8 The fake Facebook page. 
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Figure 9 The page after adding victim 1 user name and password. 

and then, the victim 1 personal information are captured as shown below: 

 

Figure 10 Victim 1 captured personal information. 

If the process is repeated for another victim the results is as shown below: 

 

Figure 11 The page after adding victim 2 user name and password. 

 

Figure 12 Victim 2 captured personal information. 

From the above results, it clear that email is captured for both victims and encrypted password can be decrypted 

using password cracking techniques.  
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The aforementioned approach has been proven efficacious in both scenarios, regardless of whether the attacker has 

obtained login credentials or not. It is possible to execute various other forms of attacks by exploiting the IP address 

(e.g. DOS Attack, Ping Sweep Attack, etc.).  
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